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Please read this letter in its entirety.

We are sending this letter to nctify you that we experienced a data incident that may have involved your
personal information. Unfortunately, Massachusetts regulations prohibit us from disclosing information
on the Incident in this notification letter. However, details are available through our call center helpline
or through us, as described below.

What is GWS doing to address this situation?

We take our responsibility to safeguard your personal information serlously. As a result, we would like
to offer you access to the following:

e Single Bureau Credit Monitoring services at no charge. These services provide you with alerts
for twenty-four months from the date of enroliment when changes occur to your credit report.

¢ In addition, we are offering identity theft protection services through First Watch Technologies
(“FWT”), FWT identity protection services include: 24 months of credit monitoring, a $1,000,000
insurance reimbursement policy, and fully managed id theft recovery services. With this
protection, FWT will help you resolve issues if your identity {s compromised.

¢ We encourage you to contact FWT with any questions and to enroli in free identity protection
services by calling 866-329-9387 arid using the Enrollment Code provided below. FWT
representatives are available Monday through Friday from 9 am = 5:30 om eastern. When
prompted, please provide the following unique code to recelive services:
Please note the deadline to enroll is August 20,2022,

Again, at this time, there is no evidence that your personal Information has been misused. However, we
encourage you to take full advantage of this service offering. FWT representatives have been fully
versed on the Incident and can answer questions concerns you may have regarding protection of staff
personal information. To extend these services, enroliment in the monitoring services is required,
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What can | do on my own to address this situation?

Under Massachusetts law, you have the right to obtain any police report filed regarding this incident. If
you are the victim of identity theft, you also have the right to file a police report and receive a copy of
it,

Massachusetts law also alfows consumers to place a security freeze on their credit reports at no cost to
the consumer. A security freeze prohibits a credit reporting agency from releasing any information from
a consumer’s credit report without written authorization. However, please be aware that placing a
security freeze on your credit report may delay, interfere with, or prevent the timely approval of any
requests you make for new loans, credit mortgages, employment, housing or other services.

To place a security freeze on your credit report, you will need to contact each of the three major
consumer reporting agencies by phong, enline or via mail 2t the addressas helow:

Equifax Security Freeze

1-800-685-1111

P.0. Box 105788

Atlanta, GA 30348
Equifax.com/personal/credit-report-services

Experian Security Freeze

p.Q. Box 9554
Alten, TX 75013
Experian.com/help

Trans Union Security Freeze

Fraud Victim Assistance Department
P.0O, Box 2000

Chester, PA 19022-2000
Transunion.com/credit-heip

To request a security freeze, you wili need to provide the following information

s Your full name {inciuding middle initial as well as Ir., Sr., [}, lil, etc.);
+ address

+  Soclal Security Number;

» Date of birth;

If you submit a request for a securlty freeze via mall, you may be asked to provide the additional
information:
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¢ |f you have moved in the past five (5) years, provide the addresses where you have lived over
the prior flve years;

»  Proof of current address such as a recent utility bill or telephone bill;

+ A legible photocopy of a government-issued identification card {state driver's license or 1.D.
card, military [dentification, etc.)

e If you are a victim of identity theft, include a copy of either the police report, investigative
report, or complaint to a law enforcement agency concerning identity theft;

The credit reporting agencles have three {3} business days to place a security freeze on your credit
report after receiving your request, The credit bureaus must also send written confirmation to you
within flve (5) business days and provide you with a unique personal identification number {PIN} or
password, or both that you can use to authorize the removal or lifting of the security freeze.

To lift the security freeze to allow a specific entity or indlvidual access to your credit report, you must
call, go online or send a written request to the credit reporting agencles by mail and include proper
identification {(name, address, and social security number) and the PIN number or password provided to
you when you placed the security freeze as well as the identities of those entities or individuals you
would like to recelve your credit report or the specific period of time you want the credit report
available. If the request is made online or by phone, the credit reporting agency must lift a freeze within
one hour, If the request is made by mail, the credit reporting agencies have three (3) business days after
receiving your request to lift the security freeze for those identified entitles or for the specified period of
time.

To remove the security freeze, you must call, go online or send a written request by mail to each of the
three credit bureaus and include proper identification (name, address, and soclal security

number) and the PIN number ar password provided to you when you placed the security freeze. if the
request is made online or by phone, the credit reporting agency must lift & freeze within one hour. if the
request Is made by mail, the credit reporting agencles have three (3) business days after receiving your
request to lift the security freeze permanently,

What else can | do on my own to address this situation?

We recommend that you consider taking one or more of the foliowing steps to obtain additional
information and minimize chances of identity theft,

1. Place a 90-day fraud alert on your credit file

An initial S0-day security alert indicates to anyone requesting your credit file that you suspect you are a
victim of fraud. When you or someone else attempts to open a credit account in your name, increase
the credit Himit on an existing account, or obtain a new card on an existing account, the lender should
take steps to verify that you have authorized the request. If the credit cannot verify that you have
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authorized this, the request should not be satlsfied, You may contact any one of the credit reporting
companles below for assistance.

Experian: 1-888-397-3742; www.experian.com
TransUnlon: 1-800-680-7289; www.transunion.com
Equifax: 1-800-525-6285; www.equifax.com

2. Order your free annual credit reports

Conslider visiting www.annualcreditreport.com or call 877-322-8228 to order your free annual credit
reports. Onge yo receive vour credit reports, review them for discrepancles, ldentify any accounts you
did not open, or Inquirles from creditors that you did not authorize. Verify all information is correct, If
you have guestions or notice any incorrect information, contact the credit reporting company.

Equifax Experfan TransUnion

P.Q. Box 740256 P.O. Box 2380 P.0. Box 1000

Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022

{B66) 510-4211 {866} 751-1323 (800) 888-4213

psol@equifax.com databreachinfo@experian.com https://tudatabreach.thnwreparts.com
www.equifax.com www.experian.com/ www.transunion.com

3. Manage your personal information

You can take steps that include carrying only essential documents with you, being aware of with whom
you share your personal information, and shredding recelpts, statements, and other sensitive
information,

4. Remove veurname from malling lists of pre-apurovad offers of credit far apnroximately six
maonths.

By calfing 1-888-567-8688, you can obtain a form to remove your name from pre-approved credit card
offers, You will need to share some personal information, such as your name, Social Security Number
and date of birth when you submit your request. For more information on opting out of prescreen offers
of credit, please refer to:

http://www.ftc.gov/bep/edu/pubs/consumer/credit/crel7.shtm
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5. Use Tools from Credit Providers

Carefuily review your credit reports and bank, credit card, and other account statements, Be proactive
and create alerts on your credit cards and bank accounts for notice of activity. If you discover
unauthorized or suspicious activity on your credit report or by any other means, contact your creditor or
bank immediately and file an identity theft report with your local police and contact a credit reporting
company,

6, Report suspected identity fraud

You can file a report of suspected incidents of identity theft with local law enforcement, your state
Attorney General, or the Federal Trade Commissian.

To obtain additional information about identity theft and ways to protect yourseif

Contact the Federal Trade Commission {“FTC") either by visiting www.ftc.gov,
www.consumer.gov/idtheft, or by calling (877) 438-4338. If you suspect or know that you are the victim
of identity theft, you can report this to the Fraud Department of the FTC, who will coliect alf information
and make it available to law-enforcement agencies. Contact information for the FTC ls: 877-4356-4338,
TTY 866-653-4261.

Federal Trade Commission
Consumer Response Center
600 Pennsylvanla Avenue
NW Washington, DC 20580

in addition to the FTC, you also may contact your state's attorney general’s office and the credit
reporting agencies above to provide you with Information about fraud alerts and security freezes.

What If | want to speak with GWS regarding this incident?

While call center representatives should be able to provide thorough assistance and answer most of
your questions, you may still feel the need to speak with GWS regarding this incident, If so, call Jill
Obando in our Humar:-Resources department at 703-625-0347 or email at jobando@gwsolutions.com.

At GWS, we take our responsibility to protect your personal information serlously and we regret any
concern this incident may cause you,

Regards,

lifl Obando
Head of HR/Payroll
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First Watch Identity Protection Services

Your Verification Code is;

To help safeguard you from misuse of your personal information, we have arranged to have First
Watch ID monitor your identity for suspicious activity within the United States for 12 months at
1o cost to you,

First Watch Identity Restoration is automatically available to you with no enrollment
required. If a problem arises, simply call 877-817-0173 and provide your Verification Code
(listed above). Our tecovery specialists will help bring your identity back to a “pre-theft” statys.

To mcei‘»_*e,_;(;x_cdit Monitoring and ldentity Protoction, enroflment is required. You ezn éign
up for this free service between now and August 20, 2022 using the Verification Code (listed
above). To enroll, simply cail 877-817-0173 Monday throngh Friday between the hours of 9:00

a.m. and 5:30 p.m, EST or 80 to www.firstwatchid.com, click on the Verification Code button
and follow the instruetions,

Credit Monitoring through TransUnion offers you eredit monitoring services with email alerts
and a once annual credit report and score. Following enrollment, additional steps are required by
you to activate your credit alerts and review your credit score and report.

Identity Protection through First Watch ID offers you proactive monthly identity monitoring,
$1 million identity theft insurance with $0 deductible, dark web monitoring, three bureay credit
report aceess and reminder service, and proactive phone alerts if suspicious activity is found.

Please save this letter in a safe place. Your Verification Code is required when calling First Watch ID
Customer Service,
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