28066

%L'—:‘ Providence To Enroll, Please Call:

1-833-423-0585
P.O Box 989728

West Sacramento, CA 95798-9728 . Or Visit: .
https://app.idx.us/account-creation/protect

Enrollment Code: <<Enrollment>>

<<First Name>> <<Last Name>>

<<Address1>>

<<Address2>>

<<City>>, <<State>> <<Zip>> June 27, 2022

Dear <<First Name>> <<Last Name>>,
I am writing with information about a recent incident that involves your personal information.

MCG Health, LLC, a third-party vendor that provides services to Providence determined on March 25, 2022 that it
experienced a breach that resulted in an electronic file containing some patient information being accessed by an
unauthorized source. Some of your data may have been included in this file.

The electronic file contained the full names, Social Security numbers, medical codes, postal and email addresses,
telephone numbers, dates of birth and genders of some patients.

While MCG has given no indication that your information has been used inappropriately, we want you to be aware of
what happened, the actions being taken and how you can further protect your information.

As a vendor that handles sensitive information, MCG is required to safeguard patient data. Upon learning of this
incident, MCG retained a leading forensic investigation firm, engaged law enforcement, and put in place additional
security enhancements.

In consideration of this incident, you now have available to you free identity protection services through IDX.
Information about how you can access this service is on the following pages.

For further information and assistance, please call IDX at 1-833-423-0585.

Sincerely,

Mo

Cambria Haydon
Chief Privacy Officer
Providence St. Joseph Health
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Information about free identity protection services through IDX available to you

You have available to you a 1-year membership of identity theft protection services through IDX at no cost to you. IDX,
a data breach and recovery services firm, offers IDX Identity services including: 12 months of credit and CyberScan
monitoring, a $1,000,000 insurance reimbursement policy, and comprehensive ID theft recovery services. As part of the
services, IDX will also assist in resolving matters if your information is compromised.

To accept IDX Identity services at no cost, please visit https://app.idx.us/account-creation/protect or call
1-833-423-0585. Please provide the enrollment code at the top of this letter. IDX experts are available Monday through
Friday from 6am to 6pm Pacific Time. Please note, you must enroll in the program by September 27, 2022 in order to
take advantage of the offer for free IDX Identity services.

As a precautionary measure, we recommend that you protect yourself against possible fraud and identity theft by
reviewing your account statements and monitoring credit reports closely. If you observe any suspicious activity with an
account, promptly notify the financial institution or company with which the account is maintained. You should also
promptly report any fraudulent activity or any suspected incidents of identity theft to law enforcement authorities,
including the police and your state’s attorney general, as well as the Federal Trade Commission (FTC). If you are
interested in more information about identity theft, visit https://www.ftc.gov/idtheft or call 1-877-ID-THEFT
(1-877-438-4338). You can also contact the FTC at: Federal Trade Commission, 600 Pennsylvania Avenue, NW,
Washington, DC 20580.

Credit Reports: You may obtain a free copy of your credit report once every 12 months from each of the three national
credit reporting agencies. Please visit http://www.annualcreditreport.com, call 1-877-322-8228, or complete an Annual
Credit Report Request Form and mailing it to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA
30348. You can print a copy of the request form at www.annualcreditreport.com.

You may also purchase your credit reports by contacting the national credit reporting agencies. Contact information for
the national credit reporting agencies is:

Equifax Experian TransUnion
1-800-349-9960 1-888-397-3742 1-800-888-4213
www.equifax.com WWW.experian.com WWW.transunion.com
P.O. Box 105788 P.O. Box 9554 P.O. Box 1000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19016

Fraud Alerts: Consider placing a fraud alert on your credit reports. A fraud alert notifies creditors of potential
unauthorized activity on your accounts and requests that the creditor contact you before establishing a new account in
your name. Your first fraud alert is free and will stay on your credit file for at least 90 days. To place a fraud alert on
your credit file, contact any of the three national credit reporting agencies using the contact information listed above.
Additional information is available at www.annualcreditreport.com.

Credit and Security Freezes: You may have the right to place a credit freeze (or security freeze) on your credit files. A
credit freeze prohibits any new credit account to be opened in your name without the use of a PIN number that is issued
to you when you initiate the freeze. Please note, if you set up a credit freeze, potential creditors will not be able to view
your credit report unless you lift the freeze and may delay your ability to obtain credit. Unlike a fraud alert, you have to
place a credit freeze on your credit file with each credit reporting company. The instructions for establishing a credit
freeze differ from state to state, so please contact the credit reporting companies as specified below for more
information:

Equifax Security Freeze Experian Security Freeze TransUnion Security Freeze
1-800-349-9960 1-888-397-3742 1-888-909-8872
www.equifax.com WWW.experian.com WWWw.transunion.com

P.O. Box 105788 P.O. Box 9554 P.O. Box 160

Atlanta, GA 30348 Allen, TX 75013 Woodlyn, PA 19094


https://app.idx.us/account-creation/protect
http://www.ftc.gov/idtheft
http://www.annualcreditreport.com
http://www.annualcreditreport.com
http://www.equifax.com
http://www.experian.com
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In order to start a credit freeze, you may need to provide the following information:
1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.)
2. Social Security Number
3. Date of birth
4. If you have moved in the past five (5) years, (provide the addresses where you have lived over the prior five
years)
Proof of current address (such as a current utility bill or telephone bill)
6. A legible photocopy of a government issued identification card (state driver’s license or ID card, military
identification, etc.)
7. Ifyou are a victim of identity theft (include a copy of either the police report, investigative report, or complaint
to a law enforcement agency concerning identity theft)
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The credit reporting agencies have three (3) business days to place a credit freeze on your file after you make a request.
They will send written confirmation to you within five (5) business days and provide you with a unique personal
identification number (PIN) or password, or both, that can be used by you to authorize the removal of the credit freeze.
To remove the credit freeze in order to allow a specific access to your credit file, you must call or send a written request
to the credit reporting agencies by mail and include proper identification (name, address, and social security number)
and the PIN number or password provided to you when you placed the credit freeze as well as the identity of the
individual you would like to receive your credit report or the specific period of time you want your credit file to
available. The credit reporting agencies have three (3) business days after receiving your request to remove the credit
freeze for those identified entities or for the specified period of time.

If you do not have internet access but would like to learn more about how to place a credit freeze on your credit report,
contact the California Attorney General’s Office at 1-916-445-9555.

Individuals interacting with credit reporting agencies have rights under the Fair Credit Reporting Act. We encourage
you to review your rights under the Fair Credit Reporting Act by visiting www.consumerfinance.gov/learnmore or by
requesting information in writing from the Consumer Response Center, Room 130-A, Federal Trade Commission, 600
Pennsylvania Ave. NW, Washington, DC 20580.

For further information and assistance, please call IDX at 1-833-423-0585.


http://www.consumerfinance.gov/f/201504_cfpb_summary_your-rights-under-fcra.pdf
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Notice of Nondiscrimination and Accessibility Rights

Providence Health & Services and its Affiliates (collectively “Providence”) comply with applicable Federal civil rights laws and do
not discriminate on the basis of race, color, national origin, age, disability, or sex. Providence does not exclude people or treat them
differently because of race, color, national origin, age, disability, or sex. Providence:

(1) Provides free aids and services to people with disabilities to communicate effectively with us, such as: (a) Qualified sign
language interpreters; and (b) Written information in other formats (large print, audio, accessible electronic formats, other
formats).

(2) Provides free language services to people whose primary language is not English, such as: (a) Qualified interpreters; and
(b) Information written in other languages.

If you need any of the above services, please contact the appropriate Civil Rights Coordinator below. If you need
Telecommunications Relay Services, please call 1-800-833-6384 or 7-1-1.

If you believe that Providence has failed to provide these services or discriminated in another way on the basis of race, color,
national origin, age, disability, or sex, you can file a grievance with Providence by contacting the Civil Rights Coordinator for your
state as listed below:

State/Service Civil Rights Coordinator

Alaska Civil Rights Coordinator, 3200 Providence Dr., Anchorage, AK 99508, Tel: 1-844-469-1775;
Interpreter Line:1-888-311-9127; Email: Nondiscrimination. AK @providence.org

California Civil Rights Coordinator, 501 S. Buena Vista Street, Burbank, CA 91505; Tel: 1-844-469-1775;
Interpreter Line: 1-888-311-9127; Email: Nondiscrimination.CA@providence.org

Montana Civil Rights Coordinator, 1801 Lind Ave. SW, Renton, WA 98057; Tel: 1-844-469-1775; Interpreter
Line: 1-888-311-9127; Email: Nondiscrimination. MT@providence.org

Washington Civil Rights Coordinator, 101 W. 8th Ave., Spokane, WA 99204; Tel: 1-844-469-1775; Interpreter
Line: 1-888-311-9127; Email: Nondiscrimination. WA @providence.org

Oregon Civil Rights Coordinator, 5933 Win Sivers Dr, Suite 109, Portland, OR 97220; Tel: 1-844-469-1775;
Interpreter Line: 1-888-311-9127; Email: Nondiscrimination.OR@providence.org

Senior Services Civil Rights Coordinator, 2811 S. 102nd Street, Suite 220, Tukwila, WA 98168, Tel:

(all states) 1-844-469-1775; Interpreter Line: 1-888-311-9127; Email: Nondiscrimination.pscs@providence.org

You can file a grievance in person or by mail, fax, or email. If you need help filing a grievance, one of the above-noted Civil Rights
Coordinators is available to help you.

You can also file a civil rights complaint with the U.S. Department of Health and Human Services, Office for Civil Rights
electronically through the Office for Civil Rights Complaint Portal, available at https://ocrportal.hhs.gov/oct/portal/lobby.jsf, or by
mail or phone at:

U.S. Department of Health and Human

Services, 200 Independence Avenue SW.,

Room 509F, HHH Building, Washington, DC

20201, 1-800-368-1019, 800-537-7697 (TDD).

Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html

! For purposes of this notice, “Affiliates” is defined as any entity that is wholly owned or controlled by Providence Health & Services or
Western HealthConnect, including but not limited to all Providence Health & Services-Washington, Providence Health & Services Alaska,
Providence Medical Group, and all subsidiaries, facilities, and locations operated by those entities.
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Providence /Kadlec/PacMed Translated Taglines:

Espafiol (Spanish) ATENCION: Si habla espafiol, tiene a su disposicion servicios gratuitos de
asistencia linglistica. Llame al 888-311-9127 (TTY: 711).
SKHiR3C (Chinese) TR nIRAGET S, BAM T LG R Ak e B th SORIER RS, REECE
888-311-9127 (TTY: 711 )

{\;?;%;’;?;se) CHU Y: Né&u ban néi Tiéng Viét, cac dich vu hd trg ngdn ngitr mién phi cé sin
danh cho ban. Goi s6 888-311-9127 (TTY: 711).

;ﬁ?gﬁg (Tagalog — PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga
serbisyo ng tulong sa wika nang walang bayad. Tumawag sa 888-311-9127
(TTY: 711).

=30 (Korean) FOl: S22 E MEDIAE B2, 9 X3 AMHIAE RE2 0/Z0ta
2 QI&LICH 888-311-9127 (TTY: 711) HO 2 F3l5H TAAIQ.

Pycckuit (Russian) BHUMAHME: Ecnv Bbl FOBOPUTE Ha PYCCKOM A3bIKe, TO BaM JOCTYMHbI

6ecnnaTHble ycayru nepesoaa. 3soHuTe 888-311-9127 (tenetann: 711).
3wypblu (Armenian) | NhTURCOPEBNRU. Bph jununid kp hugbpkl, wyw dkq fupnn ku
npudwnpyb] (kqulijut wewljgnipiut wmydwp swnwynipjniuubn:
Quiiquhwptp 888-311-9127 (hknwwnhy (TTY) 711).

.2l (Arabic) oS Lo 58 sie 45 sadl) sac busall cilada () 1 sale 18l yall 22l () 5l 258 13) 2oliii¥) oo )
o Bhaill s aend) Gl TTY 4 48 juall Jads 1) 1-888-311-9127 ilel) o 50 | shosi

, (711 80
w42 (Farsi) o a1 081 ) ey L) g (S (e Caina 8 L4 S 4
Persian (Farsi) 285 el (TTY:711) 888-311-9127 o i L 23L

AATE (Japanese) | V1 0 HAGEA RS NAYIE, SR 0 5B LB A SRR T T
888-311-9127 (TTY:711) £ T, BrEEAHIZ CTTHEAEIZI0.
Yrret (Punjabi) fonrs faG. 7 3t Uardt 9f& 9, 31 3 ufeg AafesT AT 3973 B He3

Panjabi*
Suwfa J1 888-311-9127 (TTY: 711) '3 S |

121 (Cambodian) MEGIHIEAN: (UR SIGIANA/HMN SUNWMaNISE

Mon-Khmer, RNANN SWIRAM AN SHUSEUESINSRHM N WRSSRIGY

Cambodian ESIRINISTIIE 888-311-9127 (TTY: 711)

e (Hinai) e & afe 3 &l ateray & &t 3o forw sy 31 T HETIAT Jard
3UeledT &1 888-311-9127 (TTY: 711) U &It HY|

Hmoob (Hmong) LUS CEEV: Yog tias koj hais lus Hmoob, koj tuaj yeem siv cov kev pab txhais
lus pub dawb. Hu rau 888-311-9127 (TTY: 711).

Mu'lng (Thai) Tdsansu: vnaauyan ' lneg aaduisaldusnisanuie
mRamane ' lalaalfia1ad3ne T11ns888-311-9127 (TTY: 711)

Deutsch (German) ACHTUNG: Wenn Sie Deutsch sprechen, stehen lhnen kostenlos sprachliche
Hilfsdienstleistungen zur Verfigung. Rufnummer: 888-311-9127 (TTY: 711).

s (Urdu) u.\‘)Sd\S.u#&_’@u&uzmﬁuﬁuhénaéu\.\);giﬁ ‘U#Cﬂ)-.’JJJ\ %ﬂ Jg\ PEPY

888-311-9127 .(TTY: 711)
Ykpainceka (Ukrainian) | yBATA! K10 BM pO3MOBASETE YKPAIHCHKOK MOBOIO, BU MOXKETE 3BEPHYTUCHA
Ukrainian* 1,0 6e3KOLITOBHOI CNYXK6U MOBHOI MiATPUMKM. TenedoHyiTe 3a Homepom 888-
311-9127 (tenetanin: 711).
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Frangais (French)

ATTENTION: Si vous parlez frangais, des services d'aide linguistique vous sont
proposés gratuitement. Appelez le 888-311-9127 (ATS: 711).

Diné Bizaad (Navajo)

Dii baa ako ninizin: Dii saad bee yanilti’go Diné Bizaad, saad bee aka’anida’
awo’dé¢’, t’aa jiik’eh, éi na holg, koji’ hodiilnih 1-888-311-9127 (TTY: 711.)

WIF2270 (Lao)

TVIBCOO: TINICSNWIFIIO, DBnou03nIngoeciismuwIgnos

Laotian Ocgoe {oeenuy. L 888-311-9127 (TTY: 711).
A%s21dl (Gujarati) YUall: %] AN oAl sllecll &, dl [(A:9es enl Ustal Al MRl
U2 BUAsH B. $lot 51 888-311-9127 (TTY: 711).
Cushite* XIYYEEFFANNAA: Afaan dubbattu Oroomiffa, tajaajila gargaarsa afaanii,
kanfaltiidhaan ala, ni argama. Bilbilaa 888-311-9127 (TTY: 711).
2""‘;“ (Ambharic) @A FOA: PTG RIR ATCET NPT OFHCHIR ACSF ECEPTINIR
mharic

ALTHPT +HIE+PA: ML MN+AD- &MC LLO-A 888-311-9127 (AP
A+ATFD: 711)

Romana (Romanian)
Romanian*

ATENTIE: Daca vorbiti limba romana, va stau la dispozitie servicii de asistenta
lingvistica, gratuit. Sunati la 888-311-9127 (TTY: 711).

Gagana fa'a Samoa
(Samoan)

Samoan*

MO LOU SILAFIA: Afai e te tautala i le Gagana Samoa, o loo iai auaunaga
fesoasoani, e leai se totogi mo oe, Telefoni maiile: 888-311-9127
(TTY:711)

llokano (llocano)
llocano*

AGATENSION: No agsasaokayo iti llocano, dagiti serbisio para ti tulong iti
pagsasao nga awan ti bayadan ket siaadda para kadakayo. Tawagan ti
888-311-9127 (TTY: 711).

Italiano (Italian)

ATTENZIONE: In caso la lingua parlata sia l'italiano, sono disponibili servizi
di assistenza linguistica gratuiti. Chiamare il numero 888-311-9127 (TTY:
711).

Polski (Polish)

UWAGA: Jezeli moéwisz po polsku, mozesz skorzysta¢ z bezptatnej pomocy
jezykowej. Zadzwon pod numer 888-311-9127 (TTY: 711).

Norsk (Norwegian)
Norwegian*

MERK: Hvis du snakker norsk, er gratis sprakassistansetjenester
tilgjengelige for deg. Ring 888-311-9127 (TTY: 711).

Deitsch (Pennsylvania
Dutch)

Wann du schwetzscht, kannscht du mitaus Koschte ebber gricke, ass dihr
helft mit die englisch Schprooch. Ruf selli Nummer uff: Call 888-311-9127
(TTY: 711).






