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Notice of Data Security Incident

Dear [ NG

I wanted to let you know about a data security incident that may have impacted some of your personal information,
including your name, address, Social Security number, bank account information, and other information provided
to me in order to prepare taxes. I may have your information if I prepared your tax returns, you were listed on a tax
return, or I provided you with other tax services. I take the privacy and security of your information seriously, and
sincerely apologize for any concern or inconvenience this may cause you. This letter contains information about
steps you can take to protect your information and resources I am making available to help you.

While I am not aware of any misuse of your information, I have arranged for you to receive credit monitoring and
identity protection services at no cost to you, as a precautionary measure, I am offering credit monitoring and
identity theft protection services through Cyberscout. Cyberscout identity protection services include: 60 months of
credit monitoring, fraud consultation, and identity theft restoration.

How to enroll in Cyberscout:

Although 1 do not believe there is any risk that your information will be misused, I am providing you with access to
Single Bureau Credit Monitoring* services at no charge. These services provide you with alerts for sixty (60)
months from the date of enroltment when changes occur to your credit file. This notification is sent to you the same
day that the change or update takes place with the bureau. 1 am also providing you with proactive fraud assistance
to help with any questions that you might have or in the event you become a victim of identity theft. These services
will be provided by Cyberscout through Identity Force, a company specializing in fraud assistance and remediation
services.

To enroll in  Credit = Monitoring* - services at mno -charge, please log on o
https://secure.ideatityforce.com/benefit/dmuckellcpa and follow the instructions provided, When prompted
please provide the following unique code to receive services: B [ order for you to receive the
monitoring services described above, you must enroll within 90 days from the date of this letter.

The enrollment requires an internet connection and e-mail account and may not be available to minors under the age
of 18 years of age. Please note that when signing up for monitoring services, you may be asked to verify personal
information for your own protection to confirm your identity.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are
the victim of identity theft, you also have the right to file a police report and obtain a copy of it

Massachusetts law also allows consumers to place a security freeze on their credit reports, and as of September 21,
2018, placing a freeze on your credit report is now free for all United States citizens. A sccurity freeze prohibits a



credit reporting agency from releasing any information from a consumer’s credit report without written
authorization. However, please be aware that placing a security freeze on your credit report may delay, interfere
with, or prevent the timely approval of any requesis you make for new loans, credit mortgages, employment, housing
or other services. Under federal law, you cannot be charged to place, lift, or remove a security freeze.

To place a security freeze on your credit report, consumers must contact each of the three major consumer credit
reporting agencies. Hach have a dedicated web page for security freezes and fraud alerts:

Equifax: https://www.equifax.com/personalf’credit-report-services/

Experian: https://www.experian.com/freeze/center.html

TransUnion: https:/www.transunion.com/credit-freeze

To request a security freeze by phone or mail, contact each of the three major consumer reporting agencies:

Fquifax (www.equifax.com); Experian (www.experian.com) and TransUnion (www transunion.com) by regular,
certified or overnight mail at the addresses below: :

Equifax Experian TransUnion
P.0. Box 105788 P.0. Box 9554 P.0. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.equifax.com/personal/ www.experian.com/ www.transunion.com/
credit-report-services freeze/center.html credit-freeze

If & request is made online or by phone, then the credit reporting agency must put the freeze in place no later than
the next business day. In order to request a security freeze, you may need to provide the following information:

1. Your full name (including middle initial as well as Jr., Sr., II, IIL, etc.);

2, Social Security number;

3. Date of birth;

4. The addresses where you have lived over the prior five years;

5 Proof of current address, such as a current utility bill, telephone bill, rental agreement, or deed;

6. A legible photocopy of a government issued identification card (state driver’s license or ID card, etc.);
7. Social Security Card, pay stub, or W2;

8. I you are a victim of identity theft, include a copy of either the police report, investigative report, or
complaint to a law enforcement agency concerning identity theft.

¥f the request is made online or by phone, a credit bureau must lift a freeze within one (1) hour. If the request is
made by mail, the credit reporting agencies have three (3) business days after receiving your request to place a
security freeze on your credit report. The credit bureaus must afso send written confirmation to you within five 5)
business days and provide you with a unique personal identification number (PIN) or password, or both that can be
used by you to authorize the removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must go
to the website provided above, call the toll-free nutmber, or send a written request to the credit reporting agencies by
mail, You will need proper identification (name, address, date of birth and social security number). Depending on
the method you use, a PIN or password provided to you when you placed the security freeze may be required as
well. You may also need to identify the entities or individuals you would like to receive your credit report or the
specific period of time you want the credit report available,

To remove the security freeze, you must go to the websites provided above, call the toll-free nurnber, or send a
written request to each of the three credit bureaus by mail. You will need proper identification (name, address, date



of birth and social security number). Depending on the credit reporting agency and method you used to freeze your
credit, a PIN or password provided to you when you placed the security freeze may be required or requested.

Additionally, if you know or suspect you are a victim of tax-related identity theft, the IRS recommends the following
steps:

e Respond immediately to any IRS written notice. The IRS will not contact you via phone.

o If you received a Letter 4883C or 6330C from the IRS indicating that they received a suspicious tax return
with your name on it, you should follow the instructions on that letter to verify your identity with the IRS.
Once you verify your identity, you can advise the IRS that you did not file the suspicious tax return.
Additionally, you may be asked to file a paper return for the current filing season.

« If you believe you may be a victim of tax fraud but have not received a Letter 4883C or 6330C from the
IRS, you should fill out and submit IRS Form 14039, which is available at TRS.gov. I can provide you with
a copy of that form and assist you with filling it out if you would like.

If you previously contacted the IRS and did not have a resolution, contact the IRS for specialized assistance at 1-
200-908-4490. The IRS has teams available to assist, You should also visit https://www.irs,gov/individuals/how-
irs-id-theft-victim-assistance-works for more information.

You may also want to consider contacting the IRS to obtain an E-File Pin to ensure your tax information is secure
when filing next year. This information can be obtained online at the following link: https://www irs.gov/identity-
theft-fraud-scams/get-an-identity-protection-pin, This online resource is the fastest way to obtain an E-File Pin, but
you can also call 844-545-5640 for more information.

T want to assure you that I have taken steps to prevent this kind of event from happening in the future. Since the
incident, the password to all systems was changed and I have purchased a new computer system. I also notified the
IRS of this incident.

If you have guestions about this incident:

Please call 203-778-8190 Monday through Friday from 9am — 5pm Eastern Time for assistance or for any additional
questions you may have. Your trust is our top priority and I deeply regret any inconvenience or concern this matter
may cause you.

Sincerely,
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Douglas G Muckell CPA,LLC





