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TIAA Bank
301 West Bay Street
Jacksonville, FL 32202

TIAABank.com

L TIAA Bank

[Date]

[Name
Address
Address]

RE: NOTICE OF DATA BREACH

Dear [Name]:

What happened and how we responded

Protecting the privacy and security of your information is extremely important to us. For this reason, we
are writing to inform you of an event that occurred on or around [date} where [describe what happened].

Once we became aware of this incident, we quickly [identify remediation steps]. This letter informs you of
what we are doing in response and how you can further protect your accounts.

What information was involved
[ldentify personal data elementsthat may have been involved.]

Whatyou can do

We recommend that you regularly review statements from your accounts and periodically obtain your
credit report from one or more of the national credit reporting companies.

In an abundance of caution, please consider signing up for our complimentary offer of credit monitoring
and fraud detection tools, as described below.



How you can sign up for credit monitoring

To further help protect your identity, we are offering complimentary access to Experian IdentityWorksSM
for 2 years at our sole cost and expense.

Please reach out to an Experian agent to activate the fraud detection tools available through
Experian IdentityWorks as a complimentary 2-year membership. This product provides you with
superior identity detection and resolution of identity theft. To start monitoring your personal
information, please follow the steps below:

= Ensure that you enroll by [date] (Yourcode will not work after this date.)
= Visit the Experian ldentityWorks website to enroll: https://www.experianidworks.com/RR3Bplus
= Provide your activation code:[code]

Additional details regarding your 2-year Experian IdentityWorks Membership
A credit card is not required for enroliment in Experian IdentityWorks.

You can contact Experian immediately regarding any fraud issues, and have access to the following
features once you enroll in Experian IdentityWorks:

= Experian credit report at signup: See what information is associated with your credit file. Daily
credit reports are available for online members only.*

= Credit Monitoring: Actively monitors Experian, Equifax and TransUnion files for indicators of
fraud.

= Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to
identify trading or selling of your personal information on the Dark Web.

= |dentity Restoration: Identity Restoration specialists are immediately available to help you
address credit and non-credit related fraud.

= Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even after your Experian IdentityWorks membership has expired.

= $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized
electronic fund transfers.

= |ost Wallet: Provides assistance with canceling/replacing lost or stolen credit, debit, and
medical cards.

= Child Monitoring: For 10 children up to 18 years old, Internet Surveillance and monitoring to
determine whether enrolled minors in your household have an Experian credit report are
available. Also included are Identity Restoration and up to $1 Million Identity Theft
Insurance™* *.

If you believe there was fraudulent use of your information elsewhere and would like to discuss how you
may be able to resolve those issues identity restoration assistance is immediately available to you. If,
after discussing your situation with an agent it is determined that identity restoration support is needed,
an Experian Identity Restoration agent is available to work with you to investigate and resolve each
incident of fraud that occurred from the date of the incident (including, as appropriate, helping you with
contacting credit grantors to dispute charges and close accounts; assisting you in placing a freeze on your
credit file with the three major credit bureaus; and assisting you with contacting government agencies to
help restore your identity to its proper condition).



https://www.experianidworks.com/RR3Bplus

Please note that Identity Restoration is available to you for 2 years from the date of this letter and does
not require any action on your part at this time. The Terms and Conditions for this offer are located at
www.ExperianIDWorks.com/restoration.

If you have questions about IdentityWorks or need assistance with Identity Restoration that arose as a
result of this incident or would like an alternative to enrolling in Experian IdentityWorks online, please
contact Experian’s customer care team at 1-877-XXX-XXXX by[date]. Be prepared to provide engagement
number [number] as proof of eligibility for the Identity Restoration services by Experian.



For more information

Please feel free to contact [name and title] directly at [contact # and email] or call us toll-free at 888-XXX-
XXXX and ask to be directed to your [role of contact] if you have any questions concerning this matter. For
more information, you can visit the Privacy and Security links on TIAABank.com.

Please know that we value your trust and take this matter very seriously.

Sincerely,

(SUGNATURE)

[printed name]
[title]



Other Important Information Including Information about Identity Theft Prevention

M onitor Your Accounts

We recommend that you regularly review statements from your accounts and periodically obtain your credit
report from one or more of the national credit reporting companies. You may obtain a free copy of your credit
reportonline at www.annualcreditreport.com, by calling toll-free 1-8 77-322-8 228, or by mailing an Annual Credit
Report Request Form (available at www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O.
Box 105281, Atlanta, GA, 30348-5281. You mayalso purchase a copy of your credit report by contactingone
or more of the three national credit reporting agencieslisted below.

Equifax® Experian TransUnion®
P.0.Box 740241 P.0.Box9701 P.0. Box 1000
Atlanta, GA30374-0241 Allen, TX 75013-9701 Chester, PA19016-1000
1-800-685-1111 1-888-397-3742 1-800-916-8800
www.equifax.com WwWw.experian.com www.transunion.com

Whenyou receive your credit reports, review them carefully. Look foraccounts or creditorinquiries that you did
notinitiate ordo notrecognize. Look forinformation, such as home address and Social Security number, that is
not accurate. If you see anythingyou do not understand oridentifyinformation that you believe is not correct,
callthe credit reportingagency at the telephone number on the report.

Credit Freeze

You have the right to put a security freeze, also known as a credit freeze, on your credit file, so that no new credit
can be openedinyour name without the use of a Personal Identification Number (PIN)that is issued to you when
you initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit
report without your consent. If you place a credit freeze, potential creditors and other third parties will not be
able to access your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay
your ability to obtain credit. Pursuant to federal law, you cannot be chargedto place or lift a credit freeze on your
credit report. Should you wish to place a credit freeze, please contact all three major consumer reporting
agencies listed below.

Equifax® Information Services Experian Security Freeze TransUnion® (FVAD)
P.0. Box 105788 P.0. Box9554 P.0. Box 160
Atlanta, GA30348-5788 Allen,TX 75013 Woodlyn, PA 19094
1-888-298-0045 1-888-397-3742 1-888-909-8872
www.equifax.com/personal/ www.experian.com/ www.transunion.com/credit-
credit-report-services freeze/center.ntml freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following
information shouldbe included whenrequesting a credit freeze:

1) Full name, with middle initial and any suffixes;

2) Social Securitynumber;

3) Date of birth (month, day, and year);

4) Currentaddress and previous addresses forthe past five (5) years;

5) Proof of current address, such as a current utility bill or telephone bill;

6) Legible photocopy of government-issuedidentification card (state driver's licenseorID card, military
identification, etc.);

7) If you are a victim of identity theft, include a copy of eitherthe police report, investigativereport, or
complaintto a law enforcement agency concerningidentity theft; and

8) Other personal information as required by the applicable credit reporting agency;

Note thatif you are requestinga credit report foryour spouse ora minorunder the age of 16, this information
must be provided forhim/heras well. If you request a credit freeze online or by phone, then the credit reporting
agencies have one (1)business day after receiving your requestto place a credit freeze on your credit file report.
If you requesta lift of the credit freeze online or by phone, then the credit reportingagency must lift the freeze


http://www.equifax.com/personal/credit-report-services
http://www.equifax.com/personal/credit-report-services
http://www.experian.com/freeze/center.html
http://www.experian.com/freeze/center.html
http://www.transunion.com/credit-freeze
http://www.transunion.com/credit-freeze

within one (1) hour. If you request a credit freeze or lift of a credit freeze by mail, then the credit agency must
place orlift the credit freeze no laterthan three (3) business days after getting your request.

Fraud Alerts

You also have the rightto place aninitial orextended fraudalert on yourfile at no cost. Aninitial fraud alert lasts
1-yearandis placed ona consumer’s credit file. Upon seeinga fraud alert display on a consumer’s credit file, a
business is required to take steps to verify the consumer’s identity before extending new credit. If you are a
victim of identitytheft, you are entitled to an extended fraud alert, which isa fraud alert lasting 7 years. Should
you wish to place afraud alert, please contactanyone of the agencies listed below. The agency you contact will
then contact the othertwo credit agencies.

Equifax® Information Services Experian TransUnion
P.0. Box 10569 P.0. Box 9554 P.0. Box 2000
Atlanta, GA30348-5069 Allen, TX 75013-9554 Chester, PA19016
1-800-525-6285 1-888-397-3742 1-800-680-7289
www.equifax.com/personal/ www.experian.com/ www.transunion.com/fraud-
credit-report-services fraud/center.html -alerts

Monitor Your Personal Health Information

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement
that you receive from your insurer. If you see any service that you believe you did not receive, please contact
yourinsureratthe numberon thestatement. If you do notreceive theregular explanation of benefits statements,
contactyour providerand request them to send such statements following the provisionof services in your name
or number.

You maywantto order copies of your credit reports and check forany medical bills that you do not recognize. If
you find anything suspicious, call the credit reportingagency atthe phone number onthe report. Keep a copy of
this notice foryour records in case of future problems with your medical records. You may also want to request
a copy of your medical records from your provider, to serve as a baseline. If you are a California resident, we
suggest that you visit the website of the California Office of Privacy Protection at www.privacy.ca.gov to find more
information about your medical privacy.

Additional Information

You can further educate yourself regarding identity theft and the steps you can take to protect yourself, by
contacting your state Attorney General or the Federal Trade Commission. Instances of known or suspected
identity theft should be reported to law enforcement, your Attorney General,and the FTC.

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-ID-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www.ftc.gov/idtheft

For residents of Hawaii, lllinois, lowa, Maryland, Michigan, Missouri, North Carolina, Virginia, and Vermont: Itis
recommended that you remain vigilant for incidents of fraud and identity theft by reviewing payment card
account statements and monitoringyour credit reports for unauthorized activity. You may obtain a copy of your
credit report, free of charge, whether or not you suspect any unauthorized activity on your account. You may
obtain a free copy of your credit report from each of the three nationwide credit reporting agencies. To order your
free credit report, please visit www.annualcreditreport.com, or call toll-free at 1-877-322-8228. You can also
order your annual free credit report by mailing a completed Annual Credit Report Request Form (available at
https://www.consumer.ftc.gov/articles/0155-free-credit-reports)to: Annual Credit Report Request Service, P.O.
Box 105281, Atlanta, GA, 30348-5281.

For residents of lowa: You are advised to report any suspected identity theft to law enforcement, or to the
Attorney General.


http://www.privacy.ca.gov/
http://www.ftc.gov/idtheft
http://www.annualcreditreport.com/
https://www.consumer.ftc.gov/articles/0155-free-credit-reports
http://www.equifax.com/personal/credit-report-services
http://www.equifax.com/personal/credit-report-services
http://www.experian.com/freeze/center.html
http://www.experian.com/freeze/center.html
http://www.transunion.com/fraud-
http://www.transunion.com/fraud-

For residents of Oregon: You are advised to reportany suspected identity theft to law enforcement, including the
Attorney General, and the Federal Trade Commission.

Forresidents of New Mexico: You are advised to review personal account statements and credit reports, as
applicable, to detect errors resulting from the security incident, and that you have rights pursuant to the federal
Fair Credit Reporting Act. Please see the contactinformation forthe Federal Trade Commission listed above.

For residents of lllinois, Maryland, New York, North Carolina, and Rhode Island: You can obtain informationfrom
the Maryland, New York, North Carolina, and Rhode Island Offices of the Attorney General and the Federal Trade
Commission about fraud alerts, security freezes, and steps you can take toward preventing identity theft.

Maryland Office of the New York Office of the North Carolina Office of Rhode Island Office of

Attorney General Attorney General the Attorney General the Attorney General
Consumer Protection ConsumerFrauds & Consumer Protection Consumer Protection
Division Protection Bureau Division 150 South Main Street
200 St. Paul Place 120 Broadway-3rd Floor 9001 Mail Service Providence RI02903
Baltimore, MD 21202 New York,NY 10271 Center 1-401-274-4400
1-888-743-0023 breach.security@ag.ny.go  Raleigh, NC276999001 www.riag.ri.gov

v 1-877-566-7226

www.ncdoj.com

For residents of Rhode Island: You havethe right to obtain a police reportif you are a victim of identity theft.

e TIAA Bank® is a division of TIAA, FSB.
_ch ©2021 and prior years TIAA, FSB.
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