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Re: Notice of Data Breach

Dear Sample A. Sample{, Dependents_all]:

Sequoia Benefits and Insurance Services LLC (“Company™) recently became aware that an unauthorized party may
have accessed a cloud storage system that contained personal information provided in connection with the
Company’s services to its clients, including your employer or, if you are a dependent, your family member’s
employer.

What Happened? As soon as the Company became aware of the situation, a response plan was initiated and a
number of immediate actions were completed, including working with outside counsel to initiate a forensic review
by Dell Secureworks, a leading global security firm. That forensic review is now complete, which resulted in the
following findings:

No placement of malicious tools or other software such as ransomware was found.

No evidence of any threat to client or Company networks was found.

No evidence of compromise of Company endpoints was found.

No evidence of data being used or distributed has been found to date.

No evidence of continuing unauthorized activity in Company systems was found.

Unauthorized access of information in a cloud storage system occurred between September 22 and
October 6, 2022.

¢ The access was “read only,” and there is no evidence that the unauthorized party changed any client data.

Further, based on internal investigation, there have been no instances of service interruption for any client or
individuals from this situation. Even though the forensic review found no evidence that the unauthorized party
misused or distributed data, the Company is notifying clients and individuals and offering three years of identity
protection services through Experian to impacted individuals.

How did Company Respond?

As soon as the Company became aware that an unauthorized party may have accessed a cloud storage systcm, the
Company initiated a response plan and completed a number of actions, including, retaining outside counsel to assist
in investigating this matter, activating through counsel Dell Secureworks to conduct a thorough forensic review, and
engaging through counsel a separate global consulting firm with cybersecurity expertise to serve as technical advisors
to counsel to supplement the sccurity review.

What Information Was Potentially Involved? The unauthorized party may have been able to access some personal
information, including demographic information such as name, address, date of birth, gender, marital status, and
employment status, social security number, work email address, member ID, wage data for benefits, attachments that
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may have been provided for advocate services (if any), and ID cards and any COVID test results or vaccine card that
may have been uploaded.

Description of Experian Services:
As mentioned above, there was no evidence of unauthorized use or distribution of personal information; however, the
Company is offering complimentary access to Experian IdentityWorks™ for 36 months.

If you believe there was fraudulent use of your or your dependent’s information as a result of this sitnation and would
like to discuss how you may be able to resolve those issues, please reach out fo an Experian agent. Please note that
Identity Restoration is available to you and your dependents for 36 months from the date of this letter and does not
require any action on your part at this time. The Terms and Conditions for this offer are located at
www.ExperianTDWorks. comy/restoration.

While identity restoration assistance is immediately available to you and your dependents, we also encourage you to

activate the fraud detection tools available through Experian IdentityWorks as a complimentary 36-month
membership. This product provides you and your dependents with superior identity detection and resolution of identity

theft. To start monitoring personal information, please follow the steps below:

= EHnsure that you envell by (Your code will not work after tlus date.)

»  Visit the Experian IdentityWorks website to enroll: https://wrww.experianidworks.com/phis
*  Provide this activation code:
= Ifasked, please provide engagement

If you are enrolling your minor dependent(s), to whom this letter also is addressed, please follow the steps below:
= Ensure that you enroll your dependent(s) by“ (Your code will not work after this date.)
= Visit the Experian IdentityWorks website fo enroll: https://www experianidworks.comyminorplus
= Provide this activation code for each dependent being envolied:
= If asked, please provide the minor dependent engagement #

If you have questions about the product. need assistance with Identity Restoration that arose as a result of this matter
or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian's customer care
team at 844-850-0017 by |G : p:reparcd to provide the applicable engagement number above as proof
of eligibility for the Identity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 36-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian inmediately
regarding any fraud issues, and have access to the following features once you enroll in Experian IdentityWorks:

= Experian credit report at signup: See what mformation is associated with your credit file. Daily credit
reports are available for online members only. *

= Credit Monitering: Actively monitors Experian file for indicators of fraud.

= Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify trading
or selling of your personal information on the Dark Web,

= Tdentity Restoration: Identity Restoration specialists are immediately available to help you address credit
and non-credit related fraud.

= Experian IdentityWorks ExtendCARE™!; You receive the same high-leve} of Tdentity Restoration support
even after your Experian Identity Works membership has expired.

=  $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

* Offline members will be eligible fo call for additional reports quarterly after enrolling.

** The Identity Theft Insurance is vaderwritten and administered by American Bankers Insurance Company of Flonida, an Assurant company.
Please refer to the actual policies for tenms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.
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For your minor dependent enrollees, the Identity Works service includes the following features:

= Social Security Number Trace: Monitoring fo determine whether enrolled minors in your household have
an Experian credit report. Alerts of all names, aliases and addresses that become associated with your
minor’s Social Security Number (SSN} on the Experian credit report.

= Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify trading
or selling of your personal information on the Dark Web.

= Identity Restoration: Identity Restoration specialists are immediately available to help you address credit
and non-credit related frand.

= Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration support
even after your Expetian IdentityWorks membership has expired.

= $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

What You Can De.

To further protect your information, you can take steps to monitor your accounts, obtain your credit reports, or place
a fraud alert or security freeze on your credit account. For information on each of these steps, please review
Attachment A. Depending on your jurisdiction, you may also have additional rights available to you, which you can
review in Attachment B.

For More Information.

If you have further questions or concerns, or would like an alternative to enrolling online, please call 844-850-0017
toll-free Monday through Friday from 8 am - 10 pm Central, or Saturday and Sunday from 10 am — 7 pm Central
(excluding major 1J.8. holidays). Be prepared to provide your engagement number and/or your minor dependent’s
engagement number as listed above.

** The Identity Theft Insurance is underwritten and adminisiered by American Bankers Insurance Compary of Florida, an Assurant company.
Piease refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.
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Attachment A: Additional Information on Protecting Your Information

Monitor Your Accounts

We recommend that you regularly review statements from your accounts and periodically obtain your credit report from
one or more of the national credit reporting companies. You may obtain a free copy of your credit report online at
www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request Form
(available at www.annualcreditreport.com) to Annual Credit Report Request Service, PP.O. Box 105281, Atlanta, GA,
30348-5281. You may also purchase a copy of your credit report by confacting one or more of the three national credit
reporting agencies listed below.

Equifax® Experian TransUnion®
P.0O. Box 740241 P.O. Box 9701 P.O. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013-9701 Chester, PA 19016-1000
1-800-685-1111 1-888-397-3742 1-800-888-4213
www.equifax.com wWww.experian.com WWW, lransunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not initiate
or do not recognize. Look for information, such as home address and Social Security number that is not accurate. If you see
anything you do not understand, call the credit reporting agency at the telephone number on the report.

Credit Freeze :

You have the right to put a security freeze, alse known as a credit freeze, on your credit file, so that no new credit can be
opened in your name without the use of 2 Personal Identification Number (PIN) that is issued to you when you initiate a
freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report without your consent,
If you place a credit freeze, potential creditors and other third parties will not be able to access your credit report unless you
temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to obtain credit. Pursuant to federal law,
you cannot be charged to place or lift a credit freeze on your credit report. Should you wish to place a credit freeze, please
contact all three major consumer reporting agencies listed below,

Equifax Experian TransUnion
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 . 1-888-909-8872
www.equifax.com/personal/ www.experian.com/ www.transunion.com/
credit-report-services freeze/center html credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following information
should be included when requesting a credit freeze:

)] Full name, with middle initial and any suffixes;

2) Social Security number;

3 Date of birth (inonth, day, and year),

4) Current address and previous addresses for the past five (5) years;

5 Proof of current address, such as a current utility bilt or telephone bill;

6) Other personal information as required by the applicable credit reporting agency;

If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day after receiving
your request fo place a credit freeze on your credit file report. If you request a lift of the credit freeze online or by phone,
then the credit reporting agency must lift the freeze within one (1) hour. If you request a credit freeze or lift of a credit freeze
by mail, then the credit agency must place or lift the credit freeze no later than three (3) business days afer getting your
request.

Fraud Alerts

You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert lasts I-year
and is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit file, a business is required
to take steps to verify the consumer’s identity before extending new credit. If you are a victim of identity theft, you are
entitled to an extended fraud alert, which is a fraud alert lasting 7 years. Should you wish to place a fraud alert, please contact
any one of the agencies listed below. The agency you contact will then contact the other two credit agencies.
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Equifax Experian FransUnion

P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-888-766-0008 1-888-397-3742 1-800-680-7289
www.equifax.com/personal/ www.experian.com/ www. transunion. com/fraud-
credit-report-services fraud/center him! victim-resource/place-fraud-alert

Monitor Your Personal Health Information

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer. If you see any service that you believe you did not receive, please contact your insurer at the
number on the statement. If you do not receive the regular explanation of benefits statements, contact your provider and
request them to send such statements following the provision of services in your name or number.

You may want to order copies of your credit reports and check for any medical bills that you do not recognize. If you find
anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice for your
records in case of future problems with your medical records. You may also want to request a copy of your medical records
from your provider, to serve as a baseline, If you are a California resident, we suggest that you visit the website of the
California Office of Privacy Protection at www.privacy.ca.gov fo find more information about your medical privacy.

Additional Information

You can further educate yourself regarding identify theft and the steps you can take to profect yourself, by contacting your
state Aftorney General or the Federal Trade Commission. Instances of known or suspected identity theft should be reported
to law enforcement, your Attorney General, and the FTC.

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-1D-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www fic.gov/idtheft
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Attachment B: Additional State Law Information

For residents of the District of Columbia, fowa, Marvland, North Carolina, Oregon, and Rhode Island

You may contact your Attorney General for additional information about avoiding identity theft. If you are a
Rhode Istand resident, you may also file a police report by contacting local or state law enforcement agencies,
You may use the following information to contact your attorney general:

Office of the Attorney General
Office of Consumer Protection
400 6™ Street NW
Washington, DC 20001
(202) 442-9828
www.oag.dc.gov

North Carolina
Department of Justice
9001 Mail Service Center
Raleigh, NC 27699-5001
(919) 716-6000
www ncdoj.gov

Office of the
Attorney General of Towa
Hoover State Office Building
1305 E. Walnut Street
Des Moines, 1A 50319
{515) 281-5926 / (888) 777-4590
www.iowaattorneygeneral.gov

Oregon Department of Justice
1162 Court Street NE
Salem, OR 97301-4096
(877) 877-9392
www.doj.state.or.us

Maryland Office of
the Attorney General
Consumer Protection Division
200 St. Paul Place
Baltimore, MD 21202
(410) 528-8662
www marylandattorneygeneral.gov

Rhode Island Office of
the Attorney General
Consumer Protection Division
150 South Main Street
Providence, RI 02903
1 (401) 274-4400
WwWW riag ri.gov

For residents of Massachusetts:

Under Massachusetts law, you have the right to obtain any police report filed in connection to the incident, If
you are the victim of identity theft, you also have the right to file a police report and obtain a copy of it.

For residents of New Mexico:

You have rights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right
to know what is in your file; to dispute incomplete or inaccurate information; and to have consumer reporting
agencies correct or delete inaccurate, incomplete, or unverifiable information. For more information about the
FCRA, please visit www fic.gov.
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Re: Notice of Data Breach

Dear Sample A. Sample:

Sequoia Benefits & Insurance Services LLC (“Company™) recently became aware that an unauthorized party may
have accessed a cloud storage system that contained personal information provided in connection with the
Company’s services to its clients, including your employer,

What Happened? As soon as the Company became aware of the situation, a response plan was initiated and a
number of immediate actions were completed, including working with outside counsel to initiate a forensic review
by Dell Secureworks, a leading global security firm. That forensic review is now complete, which resulted in the
following findings:

No placement of malicious tools or other software such as ransomware was found.

No evidence of any threat to client or Company networks was found,

No evidence of compromise of Company endpoints was found,

No evidence of data being used or distributed has been found to date.

No evidence of continuing unauthorized activity in Company systems was found.

Unauthorized access of information in a clond storage system occurred between September 22 and
October 6, 2022.

*  The access was “read only,” and there is no evidence that the unauthorized party changed any client data.

Further, based on internal investigation, there have been no instances of service interruption for any client or
individuals from this situation. Even though the forensic review found no evidence that the unauthorized party
misused or distributed data, the Company is notifying clients and individuals and offering three years of identity
protection services through Experian to impacted individuals.

How did Company Respond? As soon as the Company became aware that an unauthorized party may have
accessed a cloud storage system, the Company initiated a response plan and completed a number of actions,
including, retaining outside counsel to assist in investigating this matter, activating through counsel Dell
Secureworks to conduct a thorongh forensic review, and engaging through counsel a separate global consulting firm
with cybersecurity expertise to serve as technical advisors to counsel fo supplement the security review.

What Information Was Potentially Invelved? The unauthorized party may have been able to access some of your
personal information, including demographic information such as your name, address, date of birth, gender, marital
status, and employment status, social security number, work email address, member IDs, wage data for benefits,
attachments you may have provided for advocate services (if any), and ID cards and any COVID test results, or vaccine
card that you may have uploaded.
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Description of Experian Services. As mentioned above, there was no evidence of unauthorized use or distribution
of personal information: however, the Company is offering complimentary access to Experian IdentityWorks™ for
36 months.

If you believe there was fraudulent use of your information as a result of this situation and would like to discuss how
you may be able to resolve those issues, please reach out to an Experian agent. Please note that Identity Restoration is
available to yon for 36 months from the date of this letter and does not require any action on your part at this time.
The Terms and Conditions for this offer are located at www.ExperianlD Works.com/restoration.

While identify restoration assistance is immediately available to you, we also encourage you to activate the frand
detection tools available through Experian IdentityWorks as a complimentary 36-month menibership. This product
provides you with superior identity detection and resclution of identity theft. To start monitoring personal information,
please follow the steps below:

= Ensure that you envoll b_v“ (Your code will not work after this date.)

= Visit the Experian IdentityWorks website to enroll: hitps://www experianidworks.com/plus
»  Provide your activation code:
= If asked, please provide engagement #

If you have questions about the product, need assistance with Identity Restoration that arose as a result of this matter
or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s customer care
team at 844-850-0017 by Be prepared to provide the engagement mm}ber- as proof of
eligibility for the Identity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 36-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP

A eredit card is not required for enroliment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues, and have access to the following features once you enroll in Experian IdentityWorks:

= Experian credit report at signap: See what information is associated with your credit file. Daily credit
reports are available for online members only.*

»  Credit Monitoring: Actively monitors Experian file for indicators of fraud.

= Infernet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify trading
or selling of your personal information on the Dark Web.

= Identity Restoration: Identity Restoration specialists are immediately available to help you address credit
and non-credit related fraud. _

»  Experian IdentityWorks Extend CARE™: You receive the same high-level of Identity Restoration support
even after your Experian IdentityWorks membership has expired.

= $1 Million Identity Theft Insurance**: Provides coverage for cerfain costs and unanthorized electronic
fund transfers.

‘What You Can De. To further protect your information, you can take steps to monitor your accounts, abtain your
credit reports, or place a fraud alert or security freeze on your credit account. For information an each of these steps,
please review Attaclunent A. Depending on your jurisdiction, you may also have additional rights available to you,
which you can review in Attachment B.

For More Information. If you have further questions or concerns, or would like an alternative to enrolling online,
please call 844-850-0017 toll-free Monday through Friday from 8 am - 10 pm Central, or Saturday and Sunday from
10 am — 7 pm Central (excluding major U'S. holidays). Be prepared to provide your engagement numberﬁ

* Offline members will be eligible o call for additional reporis quarterly after enrolling.

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company.
Please refer ta the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in ali jurisdictions.




Attachment A: Additional Information on Protecting Your Information

Monitor Your Accounts

We recommend that you regularly review statements from your accounts and periodically obtain your credit report from
one or more of the national credit reporting companies. You may obtain a free copy of your credit report online at
www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request Form
{available at www.annuaicreditreport.com) to Annual Credit Report Request Service, P.O, Box 105281, Atlania, GA,
30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national credit
reporting agencies listed below.

Equifax® Experian ‘FranstUnion®
P.O. Box 740241 P.O. Box 9701 P.O. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013-9701 Chester, PA 19016-1000
1-800-685-1111 1-888-397-3742 1-800-888-4213
www.equifax.com WWW.EXperian,com WWW,{ransunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not initiate
or do not recognize. Look for information, such as home address and Social Security number that is not accurate. If you see
anything you do not understand, call the credit reporting agency at the telephone number on the report.

Credit Freeze

You have the right to put a security freeze, also known as a credit freeze, on your credit file, so that no new credit can be
opened in your name without the use of a Personal Identification Number (PIN) that is issued to you when you initiate a
freeze. A credit freeze is designed o prevent potential credit grantors from accessing your credit report without your consent.
Hyou place a credit freeze, potential creditors and other third parties will not be able to access your credit report unless you
temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to obtain credit. Pursuant to federal law,
you cannot be charged to place ot 1ift a credit freeze on your credit report. Should you wish to place a credit freeze, please
contact all three major consumer reporting agencies listed below.

Equifax Experian TransUnicn
P.0O. Box 105788 P.O, Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 1-888-509-8872
www.equifax.com/personal/ Www.experian.com/ www.iransunion.com/
credit-report-services freeze/center html credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following information
should be included when requesting a credit freeze:

1) Full name, with middle initial and any suffixes;

2) Social Security number;

3) Date of birth (month, day, and year);

4y Current address and previous addresses for the past five (5) years;

5) Proof of current address, such as a current utility bill or telephone bill;

6) Qther personal information as required by the applicable credit reporting agency;

If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day after receiving
your request to place a credit freeze on your credit file report. If you request a lift of the credit freeze online or by phone,
then the credit reporting agency must lift the freeze within one (1) hour. If you request a credit freeze or lift of a credit freeze
by mail, then the credit agency must place or lift the credit freeze no later than three (3) business days after getting your
request.

Fraud Aleris

You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert lasts 1-year
and is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit file, a business is required
to take steps to verify the consumer’s identity before extending new credit. If you are a victim of identity theft, you are
entitled to an extended fraud alert, which is a fraud alert lasting 7 years. Should you wish to place a fraud alert, please contact
any one of the agencies Hsted below, The agency you contact will then contact the other two credit agencies.
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Equifax Experian TransUnion

P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-888-766-0008 1-888-397-3742 1-800-680-7289
www.equifioc.com/personal/ Www.experian.com/ www.iransunion.comy/fraud-
credit-report-services fraud/center html victim-resource/place-fraud-alert

Moenitor Your Personal Health Information

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer. If you see any service that you believe you did not receive, please contact your insurer at the
number on the statement. I you do not receive the regular explanation of benefits statements, contact your provider and
request them to send such statements following the provision of services in your name or number.

You may want to order copies of your credit reports and check for any medical bills that you do not recognize. If you find
anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice for your
records in case of future problems with your medical records. You may also want to request a copy of your medical records
from your provider, to serve as a baseline, If you are a California resident, we suggest that you visit the website of the
California Office of Privacy Protection at www.privacy.ca.gov to find more information about your medical privacy.

Additional Infermation .
You can further educate yourself regarding identity theft and the steps you can take to protect yourself, by contacting your
state Aftormey General or the Federal Trade Commission. Instances of known or suspected identity thefl should be reported
to law enforcement, your Aftorney General, and the FTC.

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-1D-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www, ftc.gov/idiheft
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Attachment B: Addiﬁonai State Law Information

For residents of the District of Columbin, Iowa, Marviand, North Carolina, Oregon, and Rhode Island

You may contact your Attorney General for additional information about avoiding identity theft. f you are a
Rhode Island resident, you may also file a police report by contacting local or state law enforcement agencies.
You may uvse the following information to contact your attorney general:

Office of the Attorney General
Office of Consumer Protection
400 6™ Street NW
Washington, DC 20001
(202) 442-9828
www.0ag.dc.gov

Office of the
Attorney General of lowa
Hoover State Office Building
1305 E. Walnut Street
Des Moines, 1A 50319
(515) 281-5926 / (888) 777-4550
www.iowaattorneygeneral.gov

Maryland Office of
the Attorney General
Consumer Protection Division
200 St. Paul Place
Baltimore, MD 21202
(410) 528-8662
www marylandattorneygeneral.gov

North Carolina Oregon Department of Justice Rhode Island Office of
Department of Justice 1162 Court Street NE the Attorney General
9001 Mail Service Centfer Salem, OR 97301-4096 Consumer Protection Division
Raleigh, NC 27699-9001 (877) 877-9392 150 South Main Street
(919) 716-6000 www.doj.state.or.us Providence, R1 02903

1 (401) 274-4400
www riag ri.gov

www ncdoj.gov

For residents of Massachusetts:

Under Massachusetts law, you have the right to obtain any police report filed in connection to the incident. If
you are the victim of identity theft, you also have the right to file a police report and obtain a copy of it.

For residents of New Mexico:

You have rights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right
to know what is in your file; to dispute incomplete or inaccurate information; and fo have consumer reporting
agencies correct or delete inaccurate, incomplete, or unverifiable information, For more information about the
FCRA, please visit www ftc.gov.

Engagement # -



Return Mai! Processing
PO Box 999
Suwanee, GA 30024

Decermnber 7, 2022

221 4847 ***************t*ttit##t***********SNG{JP
SAMPLE A. SAMPLE -1.02
APT ABC

% 123 ANY ST
= ANYTOWN, US 123456789

"llllIl'lI'IIIII!H!ilﬁillt;!*;!illlllIII"III"IIIIIIIIIIIII"

Re: Notice of Data Breach

Dear Sample A. Samplef, Dependents_all]:

Sequoia One PEQ LLC (“Company™) recently became aware that an unauthorized party may have accessed a cloud
storage system that contained personal information provided in connection with its services to the Company’s clients,.
including either for your employer or, if you are a dependent, your family member’s employer.

‘What Happened? As soon as the Company became aware of the situation, a response plan was initiated and a number of
immediate actions were completed, including working with outside counsel to initiate a forensic review by Dell
Secureworks, a leading global security firm. That forensic review is now complete, which resulted in the following findings:

»  No placement of malicious tools or other sofiware such as ransomware was found.

»  No evidence of any threat to client or Company networks was found.

No evidence of compromise of Company endpoints was found.

No evidence of data being used or distributed has been found to date.

No evidence of continuing unauthorized activity in Company systems was found.

Unauthorized access of information in a cloud storage system occurred between September 22 and
Qctober 6, 2022.

¢ The access was “read only,” and there is no evidence that the unauthorized party changed any client data.

Further, based on internal investigation, there have been no instances of service interruption for any client or
individuals from this situation. Even though the forensic review found no evidence that the unauthorized party misused
ot distributed data, the Company is notifying clients and individuals and offering three years of identity protection
services through Experian to impacted individuals,

How did the Company Respond? As soon as the Company became aware that an unauthorized party may have
accessed a cloud storage system, the Company initiated a response plan and completed a number of actions, including,
retaining outside counsel to assist in investigating this matter, activating through counsel Dell Secureworks to conduct
a thorough forensic review, and engaging through counsel a separate global consulting firm with cybersecurity
expertise to serve as technical advisors to counsel to supplement the security review.

What Information Was Potentially Involved? The unauthorized party may have been able to access some of your
persenal information, including demographic information such as your name, address, date of birth, gender, marital
status, and employment status, social security number, work email address, member IDs, wage data for benefits,
attachments you may have provided for advocate services (if any), and ID cards and any COVID test results or vaccine
card that you may have uploaded. '
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Description of Experian Services. As mentioned above, there was no evidence of unauthorized use or distribution
of personal information; however, the Company is offering complimentary access to Experian IdentityWorks™ for
36 months.

If you believe there was fraudulent use of your or your dependent’s information as a result of this situation and would
like to discuss how you may be able to resolve those issues, please reach out to an Experian agent. Please note that
Identity Restoration is available to you and your dependents for 36 months from the date of this letter and does not
require any action on your part at this time. The Temms and Conditions for this offer are located at
www ExperianlD Works.com/restoration.

While identity restoration assistance is immediately available to you and your dependents, we also encourage you to
activate the fraud detection tools available through Experian IdentityWorks as a complimentary 36-month
membership. This product provides you and your dependents with superior identity detection and resolution of identity
theft. To start monitoring personal information, please follow the steps below:

= Ensure that you enroll by (Your code will not work after this date.)
»  Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/plus
= Provide this activation code:

= If asked, please provide engagement

If you are enrolling your minor dependent(s), to whom this fetter also is addressed, please follow the steps below:

= Ensure that you enroll your dependent(s) bym {Your code will not work after this date.)
= Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/minorplus

»  Provide this activation code for each dependent being enrolled.
»  Ifasked, please provide the minor dependent engagement #

If you have questions about the product, need assistance with Identity Restoration that arose as a result of this matter
or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian's customer care
team at 844-850-0017 by . Be prepared to provide the applicable engagement number above as proof
of eligibility for the Idennity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 36-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian inmmediately
regarding any fraud issues, and have access to the following features once you enroll in Experian IdentityWorks:

»  Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.*

= Credit Monitoring: Actively monitors Experian file for indicators of frand.

s Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify trading
or selling of your personal information on the Dark Web.

»  Identity Restoration: Identity Restoration specialists are immediately available to help you address credit
and non-credit related fraud.

= Experian IdentityWorks ExtendCARE™!: You receive the same high-level of Identify Restoration support
even after your Experian IdentityWorks membership has expired.

»  $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund iransfers.

* Offline members will be eligible to cal for additional reports quarierly after enrolling.

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company.
Please refer to the actal policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.

Engagencat 4



For your minor dependent enrollees, the IdentityWorks service includes the following features:

= Social Security Number Trace: Monitoring to determine whether enrolled minors in your houschold have
an Experian credit report. Alerts of all names, aliases and addresses that become associated with your
minor’s Social Security Number (SSN) on the Experian credit report.

=  TInternet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify trading
or selling of your personal information on the Dark Web.

v Identity Restoration: Identity Restoration specialists are immediately available to help you address credit
and non-credit related fraud.

*  Experian IdentityWorks Extend CARE™: You receive the same high-level of ldentity Restoration support
even after your Experian Identity Works membership has expired.

=  $1 Million Identity Thefi Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

What You Can Po. To further protect your information, you can take steps to monitor your accounts, obtain your.
credit reports, or place a fraud alert or security freeze on your credit account. For information on each of these steps,
please review Attachment A. Depending on your jurisdiction, you may also have additional rights available to you,
which you can review in Attachment B.

For More Information. ‘

If you have further questions or concerns, or would like an alternative to enrolling online, please call 344-850-0017
toll-free Monday through Friday from 8 am — 10 pm Central, or Saturday and Sunday from 10 am -- 7 pm Central
{excluding major U.8, holidays). Be prepared to provide your engagement number and/or your minor dependent’s
engagement number.

## The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company.
Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.
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Attachment A: Additional Information on Protecting Your Information

Monitor Your Accounts

We recommend that you regularly review statements from your accounts and periodicaily obtain your credit report from
one or more of the national credit reporting companies. You may obtain a free copy of your credit report online at
www.anmualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request Form
(available at www.anmualcreditreport.com) to Annual Credii Report Request Service, P.O. Box 105281, Atlanta, GA,
30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national credit
reporting agencies listed below.

Equifax® Experian TransUnion®
P.O. Box 740241 P.O.Box 9701 P.O. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013-9701 Chester, PA 19016-1000
1-800-685-1111 1-888-397-3742 1-800-888-4213
www.equifax.com WWW.experian.com WWw.transunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not initiate
or do not recognize. Look for information, such as home address and Social Security number that is not accurate. If you see
anything you do not understand, call the credit reporting agency at the telephone number on the report.

Credit Freeze ]

You have the right to put a security freeze, also known as a credit freeze, on your credit file, so that no new credit can be
opened in your name without the use of a Personal Identification Number (PIN) that is issued to you when you initiate a
freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report without your consent.
Ifyou place a credit freeze, potential creditors and other third parties will not be able to access your credit report unless you
temporarily fift the freeze. Therefore, using a credit freeze may delay your ability to obtain credit. Pursuant fo federal law,
you cannot be charged to place or lift a credit freeze on your credit report. Should you wish to place a credit freeze, please
cortact all three major consumer reporting agencies listed below.

Equifax _ Experian TransUnion
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.equifax.com/personal/ www.experian com/ Www.transunion.com/
credit-report-services freeze/center himl credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following information
should be included when requesting a credit freeze:

1) Full name, with middle initial and any suffixes;

2) Social Security number;

3) Date of birth (month, day, and year);

4} Current address and previous addresses for the past five (5) years;

5} Proof of current address, such as a current utility bill or telephone bill;

6} Other personal information as required by the applicable credit reporting agency;

If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day after receiving
your request to place a credit freeze on your credit file report. If you request a lift of the credit freeze online or by phone,
then the credit reporting agency must lift the freeze within one (1) hour. If vou request a credit freeze or lift of a credit freeze
by mail, then the credit agency must place or lift the credit freeze no later than three (3) business days afier getting your
request.

Fraud Alerts

You also have the right to place an initial or extended frand alert on your file at no cost. An initial fraud alert lasts 1-year
and is placed on a consumer’s credit file, Upon seeing a fraud alert display on a consumer’s credit file, a business is required
to take steps to verify the consumer’s identity before extending new credit. If you are a victim of identity thefi, you are
entitled to an extended fraud alert, which is a fraud alert lasting 7 years. Should you wish to place a fraud alert, please contact
any one of the agencies listed below. The agency you contact will then contact the other two credit agencies.
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Equifax Experian TransUnion

P.O. Box 105788 P.0O. Box 9554 P.0O. Box 2000
Atlanta, GA 30348-5788 Alllen, TX 75013-9554 Chester, PA 19016-2000
1-888-766-0008 1-888-397-3742 1-800-680-7289
www.equifax.com/personal/ WWW.experian.com/ www.transunion.com/fraud-
credit-report-services fraud/center html victim-resource/place-fraud-alert

Monitor Your Personal Health Information

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer. If you see any service that you believe you did not receive, please contact your insurer at the
number on the statement. If you do not receive the regular explanation of benefits statements, contact your provider and
request them to send such statements following the provision of services in your name or number.

You may want to order copies of your credit reports and check for any medical bilis that you do not recognize. If you find
anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice for your
records in case of future problems with your medical records. You may also want to request a copy of your medical records
from your provider, to serve as a baseline. If you are a California resident, we suggest that you visit the website of the
California Office of Privacy Protection at www.privacy.ca.gov to find more information about your medical privacy.

Additional Information :
You can further educate yourself regarding identity theft and the steps you can take to protect yourself, by contacting yo
state Attorney General or the Federal Trade Commission. Instances of known or suspected identity theft should be reported
to law enforcement, your Attorney General, and the FTC.

Fhe Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-1D-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www. ftc.gov/idtheft
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Attachment B: Additional State Law Information

For residents of the District of Columbia, Iowa, Marviand, North Careling, Qregon, and Rhode Island

You may contact your Attorney General for additional information about avoiding identity theft. If you are a
Rhode Island resident, you may also file a police report by contacting local or state law enforcement agencies.
You may use the following information fo contact your attorney general:

Office of the Attorney General
Office of Consumer Protection
400 6 Street NW
‘Washington, DC 20001
(202) 442-9828
www.oag.dc.gov

Office of the
Attorney General of lowa
Hoover State Office Building
1305 E. Walnut Street
Des Moings, [A 50319
(515).281-5926 / (888) 777-4550
www.lowaattorneygeneral.gov

Maryland Office of
the Attorney General
Consumer Protection Division
200 St. Paul Place
Baltimore, MD 21202
(410) 528-8662
www marylandattorneygeneral. gov

North Carolina Oregon Department of Justice Rhode Island Office of
Department of Justice 1162 Court Street NE the Attorney General
9001 Mail Service Center Salem, OR 97301-4096 Consumer Protection Division
Raleigh, NC 27699-9001 (877} 877-9392 150 South Main Street

Providence, RI 02903
1{401) 274-4400
WWW Tiag ri.gov

{919) 716-6000
www ncdoj.gov

www.doj.state.or.us

For residents of Massachusetts:

Under Massachusetts law, you have the right to obtain any police report filed in connection to the incident, If
you are the victim of identity thefl, you also have the right to file a police report and obtain a copy of it,

For residents of New Mexico:

You have rights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right
to know what is in your file; to dispute incomplete or inaccurate information; and to have consumer reporting
agencies correct or delete inaccurate, incomplete, or unverifiable information. For more information about the
FCRA, please visit www fic.gov.

—



Return Mail Processing
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Suwanee, GA 30024

December 7, 2022
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Re: Notice of Data Breach

Dear Sample A. Sample:

Sequoia One PEO LLC (“Company™) recently became aware that an unauthorized party may have accessed a cloud
storage system that contained personal information provided in connection with the Company’s services to its
clients, including your employer.

What Happened? As soon as the Company became aware of the sifuation, a response plan was initiated and a
number of immediate actions were completed, including working with outside counsel to initiate a forensic review
by Dell Secureworks, a leading global security firm. That forensic review is now complete, which resulied in the
following findings:

No placement of malicious tools or other software such as ransomware was found.

No evidence of any threat to client or Company networks was found.

No evidence of compromise of Company endpoints was found.

No evidence of data being used or disiributed has been found to date.

No evidence of continuing unauthorized activity in Company systems was found.

Unauthorized access of information in a cloud storage system occurred between September 22 and
October 6, 2022. '

»  The access was “read only,” and there is no evidence that the unauthorized party changed any client data.

Further, based on internal investigation, there have been no instances of service interruption for any client or
individuals from this sifuation. Even though the forensic review found no evidence that the unauthorized party
misused or distributed data, the Company is notifying clienis and individuals and offering three years of identity
protection services through Experian to impacted individuals.

How did the Company Respond? As soon as the Company became aware that an unauthorized party may have
accessed a cloud storage system, the Company initiated a response plan and completed a2 mumber of actions,
including, retaining outside counsel to assist in investigating this matter, activating through counsel Del
Secureworks to conduct a thorough forensic review, and engaging through counsel a separate global consulting firm
with cybersecurity expertise to serve as technical advisors to counsel to supplement the security review.

What Information Was Potentially Involved? The unauthorized party may have been able to access some of your
personal information, including demographic information such as your name, address, date of birth, gender, marital
status, and employment status, social security number, work email address, member IDs, wage data for benefits,
attachments you may have provided for advocate services (if any), and ID cards, any COVID test results or vaccine
card that you may have uploaded.
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Description of Experian Services. As mentioned above, there was no evidence of unauthorized use or distribution
of personal information; however, the Company is offering complimentary access to Experian IdentityWorks™™ for
36 months.

If you believe there was fraudulent use of your information as a result of this situation and would like to discuss how
you may be able to resolve those issues, please reach out to an Experian agent. Please note that Identity Restoration is
available to you for 36 months fron: the date of this letter and does not require any action on your part at this time.
The Terms and Conditions for this offer are located at www ExperianilD'Works.comy/restoration.

While identity restoration assistance is immediately available to yous, we also encourage you to activate the frand
detection tools available through Experian IdentityWorks as a complimentary 36-month membership. This preduct
provides you with identity detection and resolution of identity theft. To start monitoring personal information. please
follow the steps below:

»*  Enstre that you enroll by? (Your code will not work after this date.)

= Visit the Experian IdentityWorks website to enroll: hitps://www.experianidworks.com/plus
=  Provide your activation code:
»  If asked, please provide engagement

If you have guestions about the product, need assistance with Identity Restoration that arose as a result of this matter
or would like an alternative to enrolling in Fxperian IdentityWorks online, please contact Experian’s customer care
team at 844-850-0017 by‘Be prepared to provide the engagement :mmber- as proof of
eligibility for the Tdentity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 36-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues, and have aceess to the following features once you enroll in Experian IdentityWorks:

» Kxperian credif report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.*

= Credit Monitoring: Actively monitors Experian file for indicators of fraud.

= TInternet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify trading
or selling of your personal information on the Dark Web.

= Identity Restoration: Identity Restoration specialists are immediately available to help you add.ress credit
and non-credit related fraud.

= Experian IdentityWorks Extend CARE™!: You receive the same high-level of Identity Restoration support
even after your Experian IdentityWorks membership has expired,

«  $1 Millicn Fdentity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

What You Can De. To further protect your information, you can take steps to monitor your accounts, obtain your
credit reports, or place a fraud alert or security freeze on your credit account. For information on each of these steps,
please review Attachment A. Depending on your jurisdiction, you may also have additional rights available to you,
which you can review in Attachment B.

For More Information. If you have further questions or concems, or would like an alternative to enrolling online,
please call 844-850-0017 toll-free Monday through Friday from 8 am — 10 pm Central, or Saturday and Sunday from
10 am — 7 pm Central (excluding major U.S. holidays). Be prepared to provide your engagement numberﬁ

* Offline members will be eligible to call for additional reports quarterly after enrolling.

** The Identity Theft Insurance is underwritten and administered by American Baokers Insurance Company of Florida, an Assurant company.
Please refer 1o the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.
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Attachment A: Additional Information on Protecting Your Information

Moniter Your Accounts

We recommend that you regularly review statements from your accounts and periodically obtain your credit report from
one or more of the national credit reporting companies. You may obtain a free copy of your credit report online at
www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request Form
{available at www.annualcreditreport.com) to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA,
30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national credit
reporting agencies listed below,

Equifax® Experian TransUnion®
P.O. Box 740241 P.O. Box 9701 P.O. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013-9701 Chester, PA 19016-1000
1-800-685-1111 1-888-397-3742 1-800-888-4213
www.equifax.com Www.experian,com www.fransunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inguiries that you did not initiate
or do not recognize. Look for information, such as home address and Social Security number that is not accurate, 1f you see
anything you do not understand, call the credit reporting agency at the telephone number on the report,

Credit Freeze

You have the right to put a security fieeze, also known as a credit freeze, on your credit file, so that no new credit can be
opened in your name without the use of a Personal Identification Number (PTN) that is issued to you when you initiate a
freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report without your consent.
If you place a credit freeze, potential creditors and other third parties will not be able to access your credit report unless you
temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to obtain credit. Pursuant to federal law,
you cannot be charged to place or lift a credit freeze on your credit report. Should you wish to place a credit freeze, please
contact all three major consumer reporting agencies listed below.

Equifax Experian TransUnicn
P.O. Box 105788 P.O.Box 9554 P.O. Box 2600
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 15016-2000
1-800-685-1111 i-888-397-3742 1-888-909-8872
www.equifax.com/personal/ Www.experian.com/ www.transunion.com/
credit-report-services freeze/center html credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following information
should be included when requesting a credit freeze:

1) Fuil name, with middle initial and any suffixes;

2) Social Security number;

3 Date of birth (month, day, and year),

4) Current address and previous addresses for the past five (5) years;

5) Proof of current address, such as a current utility bill or telephone bill;

6) Other personal information as required by the applicable credit reporting agency;

If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day after receiving
your request to place a credit freeze on your credit file report. If you request a lift of the credit freeze online or by phone,
then the credit reporting agency must lift the freeze within one (1) hour. If you request a credit freeze or lift of a credit freeze
by mail, then the credit agency must place or lift the credit freeze no later than three (3) business days after getting your
request.

Fraud Alerts

You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert lasts 1-year
and is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit file, a business is required
fo take steps to verify the consumer’s identity before extending new credit. If you are a victim of identity theft, you are
entitled to an extended fraud alert, which is a fraud alert lasting 7 years. Should you wish to place a fraud alert, please contact
any one of the agencies listed below. The agency you contact will then contact the other two credit agencies,
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Equifax Experian TransUnion

P.O. Box 105788 P.O. Box 9554 P.0. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-888-766-0008 1-888-397-3742 1-800-680-7289
www.equifax.com/personal/ www.experian.com/ www.transunion.comy/fraud-
credit-report-services fraud/center html victim-resource/place-fraud-alert

Monitor Your Personzl Health Infermation

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer, If you see any service that you believe you did not receive, please contact your insurer at the
number on the statement. If you do not receive the regular explanation of benefits statements, contact your provider and
request them fo send such statements following the provision of services in your name or number.

You may want to order copies of your credit reports and check for any medical bills that you do not recognize. If you find
anything suspicious, calt the credit reporting agency at the phone number on the report. Keep a copy of this notice for your
records in case of future problems with your medical records. You may also want to request a copy of your medical records
from your provider, to serve as a baseline, If you are a California resident, we sugpest that you visit the website of the
California Office of Privacy Protection at www.privacy.ca.gov to find more information about your medical privacy.

Additional Information

You can further educate yourself regarding identity thefi and the steps you can take fo protect yourself, by contacting your
state Attorney General or the Federal Trade Commission. Instances of known or suspected identity theft should be reported
to law enforcement, your Attorney General, and the FTC.

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-ID-FTHEFT (1-877-438-4338)
TTY: 1-866-653-4261
www.fic.gov/idtheft
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Attachment B: Additional State Law Information

For residents of the District of Columbia, lowa, Maryland, North Carolina, Qregon, and Rhode Island

You may contact your Attorney General for additional information about avoiding identity theft. If you are a
Rhode Island resident, you may also file a police report by contacting local or state law enforcement agencies.
You may use the following information to contact your attorney general;

Office of the Attorney General
Office of Consumer Protection
400 6% Street NW
‘Washington, DC 20001
(202) 442-9828
www.oag.de.gov

Office of the
Attorney General of lowa
Hoover State Office Building
1305 E, Walnut Street
Des Moines, 1A 50319
{515) 281-5926 / (888) 777-4590

Maryland Office of
the Attorney General
Consumer Protection Division
200 St. Paul Place
Baltimore, MD 21202
(410) 528-8662

www.jowaattorneygeneral.gov  www marylandattorneygeneral.gov

Rhode Island Office of
the Attorney General
Consumer Protection Division
150 South Main Street
Providence, RI 02903
1 (401) 274-4400
wWww riag ri.gov

North Carolina
Department of Justice
3001 Mail Service Center
Raleigh, NC 27699-9001
(919) 716-6000
www ncdoj.gov

Oregon Department of Justice
1162 Court Strect NE
Salem, OR 97301-4096
(877) 877-9392
www.doj.state.or.us

For residents of Massachusetis:

Under Massachusetts law, you have the right to obtain any police report filed in connection to the incident. If
you are the victim of identity theft, you also have the right to file a police report and obtain a copy of it.

For residents of New Mexico:

You have rights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right
to know what is in your file; to dispute incomplete or inaccurate information; and to have consumer reporting
agencies correct or delete inaceurate, incomplete, or unverifiable information. For more information about the
FCRA, please visit www fic.gov.
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Re: Notice of Data Breach

Pear Sample A. Sample:

Sequoia Benefits & Insurance Services LLC (“Company™) has become aware that an unauthorized party accessed and
acquired your information provided in conmection with the Company’s services to its clients, including your
employer.

What Happened? As soon as the Company became aware of the situation, a response plan was inifiated and a number
of immediate actions were completed, including working with outside counsel to initiate a forensic review by Dell
Secureworks, a leading global security firm. That forensic review is now complete, which found that unauthorized
access occurred between September 22 and October 6, 2022 and that there was no evidence of continuing unauthorized
activity in Company systems. Further, based on internal investigation, there have been no instances of service
interruption for any client or individuals from this situation.

The Company is notifying clients and individuals and offering three vears of identity protection services through
Experian to impacted individuals,

How did Company Respond? As soon as the Company became aware that an unauthorized party may have accessed
a cloud storage system, the Company initiated a response plan and completed a number of actions, including, retaining
outside counsel to assist in investigating this matter, activating through counsel Dell Secureworks to conduct a
thorough forensic review, and engaging through counsel a separate global consulting firm with cybersecurity expertise
to serve as technical advisors to counsel to supplement the security review.

What Information Was Involved? The unauthorized party was able to access your personal information, including
demographic information including your name, address, date of birth, gender, marital status, and employment status,
social security number, work email address, member IDs, wage data for benefits, and attachments you may have
provided for advocate services (if any).

Description of Experian Services. As mentioned above, the Company is offering complimentary access to
Experian Identity Works™ for 36 months.

H you beligve there was fraudulent use of your information as a result of this situation and would like to discuss how
you may be able to resolve those issues, please reach out to an Experian ageni. Please note that Identity Restoration is
available to you for 36 months from the date of this letter and does not require any action on your part at this time.
The Terms and Conditions for this offer are located at www.ExperianiDWorks.com/restoration.

While identity restoration assistance is immediately available to you, we also encourage you to activate the fraud
detection tools available through Experian IdentityWorks as a complimentary 36-month membership. This product
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provides you with superior identity detection and resolution of identity theft. To start monitoring personal information,
please follow the steps below:

s Ensure that you enroll bym (Your code will not work after this date.)

= Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/plus
s Provide your activation code:
s If asked, please provide engagement

If you have questions about the product, need assistance with Identity Restoration that arose as a result of this matter
or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s customer care
team at 844-850-0017 by . Be prepared fo provide the engagement number -as proof of
eligibility for the Identity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 36-MONTH EXPERIAN IDENTITYWORKS
: MEMBERSHIP

A credit card is not required for enrollment in Experian IdentityWorks, You can contact Experian imumediately
regarding any fraud issues, and have access to the following features once you enroll in Experian IdentityWorks:

= Experian credit report at signup: See what infonnation is associated with ydur credit file. Daily
credit reports are available for online members only *

»  Credit Monitoring: Actively monitors Experian file for indicators of fraud.

« Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify
trading or selling of your personal information on the Dark Web.

»  Identity Restoration: Identity Restoration specialists are nnmediately available to help you address
credit and non-credit related fraud.

»  Experiann IdentityWorks ExtendCARE™: You receive the same ligh-level of Identity
Restoration support even after your Experian IdentityWorks membership has expired.

» 31 Millior Identity Theft Insurance**: Provides coverage for certain costs and unauthorized
electronic fund transfers.

What You Can De. To further protect your information, you can take steps to monitor your accownts, obtain your
credit reports, or place a fraud alert or security freeze on your credit account, For information on each of these steps,
please review Attachment A. Depending on your jurisdiction, you may also have additional rights available to you,
which you can review in Attachment B.

For More Information. If you have further questions or concerns, or would like an alternative to enrolling online,
please call 844-850-0017 toll-free Monday through Friday from 8 am — 10 pm Central, or Saturday and Sunday from
10 am — 7 pm Central (excluding major U.S. holidays). Be prepared to provide your engagement munberﬁ

.

* Offline members will be eligible to call for additional reports guarterly after enrolling.

** The Identity Theft Insurance is underwritten and administered by American Bankers Tnsurance Company of Flonda, an Assurant company.
Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available i all jurisdictions.




Attachment A: Additional Information on Protecting Your Information

Monitor Your Accounts

We recommend that you regularly review statements from your accounts and periodically obtain your credit report
from one or mote of the national credit reporting companies. You may obtain a free copy of your credit report online
at www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request
Form (available at www.annualcreditreport.com) to Annual Credit Report Request Service, P.O. Box 105281, Atlanta,
GA, 30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national
credit reporting agencies listed below.

Equifax® Experian TransUnion®
P.O. Box 740241 P.O. Box 9701 P.0. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013-9701 Chester, PA 19016-1000
1-800-685-1111 1-888-397-3742 1-800-888-4213
www.equifax.com " www.experian.com WWW.ITansunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not
initiate or do not recognize. Look for information, such as home address and Social Security number that is not
accurate. If you see anything you do not understand, call the credit reporting agency at the telephone number on the
report,

Credit Freeze

You have the right to put a security freeze, also known as a credit freeze, on your credit file, so that no new credit can
be opened in your name without the use of a Personal Identification Number (PIN) that is issued to you when you
initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report
without your consent. If you place a credit freeze, potential creditors and other third parties will not be able to access
your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to
obtain credit. Pursuant to federal law, you cannot be charged to place or lift a credit freeze on your credit report.
Should you wish to place a credit freeze, please contact all three major consumer reporting agencies listed below.

Equifax Experian TransUnion
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.equifax.com/personal/ www.experian.com/ www.transunion.com/
credit-report-services freeze/center html credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following information
should be included when requesting a credit freeze: ‘

Full name, with middle initial and any suffixes;

Social Security number;

Date of birth (month, day, and year);

Current address and previous addresses for the past five (5) years;

Proof of current address, such as a current ufility bill or telephone bill;

Other personal information as required by the applicable credit reporting agency;

A o S

If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day after
receiving your request to place a credit freeze on your credit file report. I you request a lift of the credit freeze online
or by phone, then the credit reporting agency must lift the freeze within one (1) hour. If you request a credit freeze or
1ift of a credit freeze by mail, then the credit agency must place or lift the credit freeze no later than three (3) business
days after getting your request.

%
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Fraud Alerts :

You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert lasts
1-year and is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit file, a
business is required to take steps to verify the consumer’s identity before extending new credit. If you are a victim of
identity thefi, you are entitled to an extended fraud alert, which is a fraud alert lasting 7 years. Should vou wish to
place a fraud alert, please contact any one of the agencies listed below, The agency you contact will then contact the
other two credit agencies.

Equifax Experian TransUnion
.P.O. Box 105788 P.O.Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-888-766-0008 1-888-397-3742 1-800-680-7289
www.equifax.com/personal/ www.experian.com/ www.iransunion.com/fraud-

credit-report-services fraud/center html victim-resource/place-fraud-alert

Moenitor Your Personal Health Information

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer. If you see any service that you believe you did not receive, please contact your insurer at
the number on the statement. If you do not receive the regular explanation of benefits statements, contact your provider
and request them to send such statements following the provision of services in your name or number.

You may want to order copies of your credit reports and check for any medical bills that you do not recognize. If you
find anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice
for your records in case of future problems with your medical records. You may also want to request a copy of your
medical records from your provider, to serve as a baseline, If you are a California resident, we suggest that you visit
the website of the California Office of Privacy Protection at www.privacy.ca.gov to find more information about your
medical privacy.

Additional Information :
You can further educate yourself regarding identity theft and the steps you can take fo protect yourself, by contacting
your state Attorney General or the Federal Trade Commission. Instances of known or suspected identity theft should
be reported to law enforcement, your Attorney General, and the FTC.

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-ID-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www fic.goviidtheft
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Attachment B: Additional State Law Information

For residents of the District of Columbia, fowa, Maryland, North Caroling, Oregon, and Rhode Island

You may contact your Attorney General for additional information about avoiding identity theft. If you are a
Rhode Island resident, you may also file a police report by contacting local or state law enforcement agencies,
You may use the following information to contact your attorney general:

Office of the Attorney General
Office of Consumet Protection
400 6* Strest NW
Washington, DC 20001

. (202) 442-9828
www.oag.dc.gov

North Carclina
Department of Justice
9001 Mail Service Center
Raleigh, NC 27699-9001
(919) 716-6000
www.ncdoj.gov

Office of the
Attorney General of lowa
Hoover State Office Building
1305 E. Walnut Street
Des Moines, 1A 50319
(515) 281-5926 / (888) 777-4590
www.iowaattorneygencral gov

Oregon Department of Justice
1162 Court Street NE
Salem, OR 97301-4096
(877) 877-9392
www.doj.state.or.us

Maryland Office of
the Attorney General
Consumer Protection Division
200 St. Paul Place
Baltimore, MDD 21202
(410) 528-8662
www marylandattorneygeneral . gov

Rhode Island Office of
the Attorney General
Consumer Protection Division
150 South Main Street
Providence, R1 02903
1(401) 274-4400
www riag ri.gov

For residents of Massachusetts:
Under Massachusetts law, you have the right to obtain any police report filed in connection to the incident. If
yon are the victim of identity theft, you also have the right to file a police report and obtain a copy of it.

For residents of New Mexico:

¥ ou have rights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right to
know what is in your file; to dispute incomplete or inaccurate information; and to have consumer reporting
agencies correct or delete inaccurate, incomplete, or unverifiable information, For more information about the
FCRA, please visit www fic.gov.
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Return Mail Processing
PO Box 999
Suwanee, GA 30024

December 12, 2022
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% 123 ANY ST
ANYTOWN, US 12345-6789
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Re: Notice of Data Breach

Dear Sample A. Sample[, Dependents_all]:

Sequoia Benefits and Insurance Services LLC (“Company™) became aware that an unauthorized party accessed and
acquired your personal information provided in connection with the Company’s services to its clients, including your
employer or, if you are a dependent, your family member’s employer,

What Happened? As soon as the Company became aware of the situation, a response plan was initiated and a number
of immediate actions were completed, including working with outside counsel to initiate a forensic review by Dell
Secureworks, a leading global security firm. That forensic review is now complete, which found that unauthorized
access occurred between September 22 and October 6, 2022, and that there was no evidence of continuing
unauthorized activity in Company systems. Further, based on internal investigation, there have been no instances of
service interruption for any client or individuals from this situation.

The Company is notifying clients and individuals and offering three years of identity protection services through
Experian to impacted individuals.

How did Company Respond?

As soon as the Company became aware that an unauthorized party may have accessed a cloud storage system, the
Company initiated a response plan and completed a number of actions, including, retaining outside counsel to assist
in investigating this matter, activating through counsel Dell Secureworks to conduct a thorough forensic review, and
engaging through counsel a separate global consulting firm with cybersecurity expertise to serve as technical advisors
to counsel to supplement the security review.

What Information Was Involved? The unauthorized party was able to access your personal information, including
demographic information including name, address, date of birth, gender, marital status, and employment status, social
security number, work email address, member 1D, wage data for benefits, and attachments that may have been
provided for advocate services (if any).

Description of Experian Services:
As mentioned above, the Company is offering complimentary access to Experian Identity Works™ for 36 months.

If you belicve there was fraudulent use of your or your dependent’s information as a result of this situation and would
like to discuss how you may be able to resolve those issues, please reach out to an Experian agent. Please note that
Identity Restoration is available to you and your dependents for 36 months from the date of this letter and does not
require any action on your part at this time. The Terms and Conditions for this offer are located at
www.Experian]DWorks.com/restoration. '
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While identity restoration assistance is immediately available to you and your dependents, we also encourage you to
activate the fraud detection tools available through Experian IdentityWorks as a complimentary 36-month
membership. This product provides you and your dependents with superior identity detection and resolution of identity
theft. To start monitoring personal infornnation, please follow the steps below:

= Ensure that you envolf by- our code will not work after this date.)

= Visit the Experian IdentityWorks website to enroll: https://www experianidworks.com/plus
= Provide this activation code:
= If asked, please provide engagement

If you are enrolling your minor dependeni(s). to whom this letter also is addressed, please follow the steps below:

= Ensure that you enroll your dependent(s) by (Your code will not work after this date.)
»  Visit the Experian IdentityWorks website fo enroil: https://www.experianidworks.com/minoiplus

= Provide this activation code for each dependent being enrolled:
»  If asked, please provide the minor dependent engagement #

If you have questions about the product, need assistance with Identity Restoration that arose as a result of this matter
or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s customer care
team at 844-850-0017 by . Be prepared to provide the applicable engagement number above as proof
of eligibility for the Identity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 36-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues, and have access o the following features once you enroll in Experian Identity Works:

= Experian credit report af signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.*

= Credit Monitoring: Actively monitors Experian file for indicators of fraud.

» Internet Surveillance: Technology searches the web. chat rooms & bulletin boards 24/7 to identify
trading or selling of your personal information on the Dark Web.

= Identity Restoration: Identity Restoration specialists are immediately available to help you address
credit and non-credit related fraud.

= Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even after your Experian Identity Works membership has expired.

»  $1 Millior Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

* Offline members will be eligible to call for additional reports quarterly after enrolling.

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company.
Please refer io the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available 1o all jurisdictions.
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For your minor dependent enrollees, the Tdentity Works service includes the following features:

= Social Security Number Trace: Monitoring to determine whether enrolled minors in your household
have an Experian credit report. Alerts of all names, aliases and addresses that become associated with
your minor’s Social Security Number (SSN) on the Experian credit report.

= Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify
trading or selling of your personal information on the Dark Web.

= Identity Restoration: Identity Restoration specialists are immediately available to help you address
credit and non-credit related fraud.

=  Experian ldentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even afier your Experian Identity Works membership has expired.

= $1 Million Identity Theft Insuranee**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

What You Can Do.

To further protect your information, you can take steps to monitor your accounts, obtain your credit reports, or place
a fraud alert or security freeze on your credit account. For information on each of these steps, please review
Attackment A. Depending on your jurisdiction, you may also have additional rights available to you, which you can
review in Attachment B. .

For More Information.

If you have further questions or concerns, or would like an alternative to enrolling online, please call 844-850-0017
toll-free Monday through Friday from 8 am — 10 pm Central, or Saturday and Sunday from 10 am — 7 pm Central
(excluding major U.S. holidays). Be prepared to provide your engagement number and/or your minor dependent’s
engagement number as listed above.

*#+ The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company.
Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.
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Attachment A: Additionzl Information on Protecting Your Information

Monitor Your Accounts

We recommend that you regularly review statements from your accounts and periodically obtain your credit report
from one or more of the national credit reporting companies. You may obtain a free copy of your credit report online
at www.annualcreditreport.com, by calling totl-free 1-877-322-8228, or by mailing an Annual Credit Report Request
Form (available at www.annualcreditreport.com) to Annual Credit Report Request Service, P.O. Box 105281, Atlanta,
GA, 30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national
credit reporting agencies listed below,

Equifax® Experian TransUnion®
P.O. Box 740241 P.O. Box 9701 P.O. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013-9701 Chester, PA 19016-1000
1-800-685-1111 1-888-397-3742 1-800-888-4213
www.equifax.com WWW experian.com WWW.transunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not
initiate or do not recognize. Look for information, such as home address and Social Security number that is not
accurate. If you see anything you do not understand, call the credit reporting agency at the telephone number on the
report.

Credit Freeze

You have the right to put a security freeze, also known as a credit freeze, on your credit file, so that no new credit can
be opened in your name without the use of a Personal Identification Number (PIN) that is issued to you when you
initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report
without your consent. I you place a credit freeze, potential creditors and other third parties will not be able to access
your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to
obtain credit. Pursuant to federal law, you cannot be charged to place or lift a credit freeze on your credit report,
Should you wish to place a credit freeze, please contact all three major consumer reporting agencies listed below.

Equifax Experian TransUnion
P.O. Box 105788 P.O. Box 9534 P.0. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www equifax.com/personal/ www.experian.com/ www.transunion.com/
credit-report-services freeze/center.htm! credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following information
should be included when requesting a credit freeze:

Full name, with middle initial and any suffixes;

Social Security number;

Date of birth (month, day, and year);

Current address and previous addresses for the past five (5) years;

Proof of current address, such as a current utility bill or telephone bill;

Other personal information as required by the applicable credit reporting agency;

I e A

If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day after
receiving your request to place a credit freeze on your credit file report. If you request a lift of the credit freeze online
or by phone, then the credit reporting agency must lift the freeze within one (1) hour. If you request a credit freeze or
lift of a credit freeze by mail, then the credit agency must place or lift the credit freeze no later than three (3) business
days after getting your request.
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Fraud Alerts )

You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert lasts
i-year and is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit file, a
business is required to take steps to verify the consumer’s identity before extending new credit. If you are a victim of
identity thefi, you are entitled to an extended fraud alert, which is a fraud alert lasting 7 years. Should you wish to
place a fraud alert, please contact any one of the agencies listed below. The agency you contact will then contact the
other two credit agencies.

Equifax Experian PTOraESO‘inzlggo
P.O. Box 105788 P.O. Box 9554 Ches’se'r 'PA 19016-2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 1-82)0— 680-7289
1-888-766-0008 1-888-397-3742 ¢ . fraud-
www.equifax.com/personal/ www.experian.com/ WWW. ransunion.com/ au
victim-resource/place-fraud-

credit-report-services fraud/center.html
] alert

Monitor Your Personal Health Information

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer. If you see any service that you believe you did not receive, please contact your insurer at
the number on the statement. If you do not receive the regular explanation of benefits statements, contact your provider
and request them to send such statements following the provision of services in your name or number.

You may want to order copies of your credit reports and check for any medical bills that you do not recognize. If you
find anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice
for your records in case of fiture problems with your medical records. You may also want to request a copy of your
medical records from your provider, to serve as a baseline. If you are a California resident, we suggest that you visit
the website of the California Office of Privacy Protection at www privacy.ca.gov to find more information about your
medical privacy.

Additional Information

You can further educate yourself regarding identity theft and the steps you can take to protect yourself, by contacting
your state Attorney General or the Federal Trade Commission. Instances of known or suspected identity theft should
be reported to law enforcement, your Attorney General, and the FTC.

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580 _
1-877-ID-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www fic.cov/idthefi
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Attachment B: Additional State Law Information

For residents of the District of Columbia, fowa, Maryland, North Carolina, Oregon, and Rhode Island

You may contact your Attorney General for additional information about avoiding identity theft, If you are a Rhode
Island resident, you may also file a police report by contacting local or state law enforcement agencies. You may
use the following information to contact your attorney general:

Office of the Attorney General Office of the Maryland Office of
Office of Consumer Protection Aftorney General of lowa the Attorney General
400 6" Street NW Hoover State Office Building Consumer Protection Division
‘Washington, DC 20001 1305 E. Walnut Street 200 St, Paul Place
(202) 442-9828 Des Moines, 1A 50319 Baltimore, MD 21202
www.oag.dc.gov {515)281-5926 / (888) 777-4590 (410) 528-8662

www.iowaattorneygeneral.gov www marylandattorneygeneral gov

North Carolina Oregon Department of Justice Rhode Island Office of
Department of Justice 1162 Court Street NE the Attorney General
9001 Mail Service Center Salem, OR 97301-409¢6 Consumer Protection Division
Raleigh, NC 27699-9001 (877) 877-9392 150 South Main Street
(919) 716-6000 www.doj.state.or.us Providence, RI 02603
www.nedoj.gov 1(401)274-4400

www.riag.ri.gov

For residents of Massachusetts:
Under Massachusetts law, you have the right to obtain any police report filed in connection to the incident, If you
are the victim of identity theft, you also have the right to file a police report and obtain a copy of it.

For residents of New Mexico:

You have rights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right to
know what is in your file; to dispute incomplete or inaccurate information; and to have consumer reporting
agencies correct or delefe inaccurate, incomplete, or unverifisble information, For more information about the
FCRA, please visit www.fic.gov.
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