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www.redfirefarm.com

Red Fite Farm

184 Meadow Road
Montague, MA
01351
413-467-7645

Notice of Data Incident and Potential Access to Personally Identifiable Information

We ate providing you with formal notification of a recent computer incident involving Red Fire Farm {the
Fatm) 184 Meadow Road, Montague, MA 01351 described n further detail below to make you aware that as 2
result of the incident, petsonally identifiable information (P1I) relating to you or your family which existed on
out computer system may have been accessed or even transferred dunng the event. We understand that the
PII accessed or taken may include your social secutity number (SSIN) and that such records and others may
reflect telephone and address information among other information which may have been resident on our
system. We ate very sorry for the possible breach of information and any inconvenience it may cause!

The incident involving the farm’s computers was determined to have happened on May 24, 2022,

The Farm has consulted with a forensic consultant and retained counsel to assist in our response to this
incident. Although forensic efforts continue, the investigation suggests that your PII may have been exposed
and/ot exfiltrated during the incident. We have received no information to date that any individual’s PIT has
int fact been exfiltrated or otherwise used.

We are offering to pay for the costs of credit rnonitoﬁng/ identity theft protection for you from Equifax
Cotnplete Premier * for the next 18 months, and would urge you to lock your credit with the credit reporting
agencies if you have not already done so. Credit locking/freezing is addressed in a sepatate section below:
While some commentatots believe that third party credit and/or identity theft monitoting is unnecessary if
your credit reports are locked, we leave that decision to you. If you decide you do want the credit monitoring
option, please email us within 60 days of receiving this athr{@redfirefarm, com to coordinate next steps.

What You Can Do To Minimize Your Credit and Identity Theft Risks

The principal fisks from stolen PII incinde unauthorized credit risks and risks to governmental transactions
including tax returns and government benefits. With respect to risks involving tax refunds and social security
benefits, we include 2 copy of a detailed IRS pamphlet: “Securing Today and Tomorrow™ as an attachment to
this letter which includes further specific web addresses for reporting and monitoring.

*The Equifax Complete Premier per person plan is described here:
https:/fwww.equifax.com/personal/products/credit/manitoring-product-comparison/



MASSACHUSETTS MANDATED NOTICE INFORMATION

Under Massachusetts law, you have the tight to obtain any police report filed in regard to this incident. If you
are the victim of identity theft, you also have the right to file a police report and obtain a copy of it.

You may also place a secutity freeze on your credit reports, free of charge. A security freeze prohibits a credit
reporting agency from teleasing any information from a consutmner's credit report without written
authorization. Howevet, please be aware that placing a secutity freeze on your credit report may delay,
interfere with, or prevent the timely approval of any requests you make for new loans, credit mortgages,
employment, housing or other services. Under federal law, you cannot be charged to place, lift, or remove a
security freeze.

You mmust place your request for a freeze with each of the three major consumer reporting agencies: Equifax
(www.equifax.com); Experian {www.experian.com); and TransUnion {www.transunion.com). To place a
secutity freeze on your credit report, you may send a written request by regular, certified or overnight mail at
the addresses below. You may also place a secutity freeze through each of the consumer reporting agencies'
websites or over the phone, using the contact information below:

Fquifax Security Freeze
PO. Box 105788
Atlanta, GA 30348
1-800-349-9960

hups . Swwwegaifax com//personal/credit-reportservices /

Expertan Security Freeze
P.O. Box 9554

Allen, TX 75013
1-888-397-3742

hitps: /S werwexperian.com/ fregze S conter huml

TransUnion Security Freeze
PO. Box 160

Woodlyn, PA 19094
1-888-009-8872

hitps:/ S wwwiransunion.com/ credit-freeze

In order to request a security freeze, you will need to provide some or all of the following information to the
credit reporting agency, depending on whethet you do so online, by phone, or by mail:

1. Your full name (including middle mitial as well as Jr., S¢., I, TIT, etc);

2. Social Security Number,

3. Date of birth;

4, If you have moved in the past five (5) years, the addresses where you have lived over the prior five
years;

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement, or deed;

6. A legible photocopy of a government issued identification card (state driver's license or I3 card,

military identification, etc.);



7. Social Security Catd, pay stub, or W2;

8. If you are a victim of identity theft, include a copy of either the police report, investigative repott, ot
complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one (1) to three (3) business days after receiving your request to place a
security freeze on your credit repott, based upon the method of your request. The credit bureaus must also
send written confirmation to you within five (5) business days and provide you with 2 unique personal
identification number (PTN) or password (or both) that can be used by you to authorize the removal ot lifting
of the security freeze. It is important to maintain this PIN /password in 2 secure place, as you will need it to
lift or remove the securty freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit repott, you must
make a request to each of the credit reporting agencies by mail, through their website, or by phone (using the
contact information above). You must provide propet identification (including name, address, and social
secutity number) and the PIN number ot password provided to you when you placed the security freeze, as
well as the identities of those entities or individuals you would like to receive your credit report. You may also
temporarily lift a security freeze for 2 specified period of time rather than for a specific entity or individual,
using the same contact information above. The credit bureaus have between one (1) hour (for requests made
online) and three (3) business days {for request made by mail) after receiving your request to kift the security
freeze For those identified entities or fort the specified period of time.

'To remove the secutity freeze, you must make 2 request to each of the credit repotting agencies by mail,
through their website, or by phone (using the contact information above). You must provide proper
identification {name, address, and social secutity number) and the PIN numbet or passwotd provided to you
when you placed the security freeze. The credit bureaus have between one (1) hour (for requests made online)
and three (3) business days (for requests made by mail) after receiving your request to remove the security
freeze.

Conclusion

We are in the process of teporting the incident to the relevant law enforcement authotities. While such events
have unfortunately become much more commonplace, we apologize in advance for any inconventence
resulting from this incident. Please contact us at ht@tedfirefarm.com if you have any questions regarding
this notice, or believe you have been impacted by the incident other than as reported in this letter.

Regards,

Sarah Voiland
Co-Ownet
Red Fire Farm
413-467-7645
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Identity Theft
and Your Social
Security Number




identity theft is one of the fastest
growing crimes in America. A dishonest
person who has your Social Security
number can use it to get other personal
information about you. ldentity thieves
can use your number and your good
credit to apply for more credit in

your name. Then, when they use the
credit cards and don’t pay the bills, it
damages your credit. You may not find
out that someone is using your number
until you're turned down for credit, or
you begin to get calls from unknown
creditors demanding payment for items
you never bought.

Someone illegally using your Social
Security number and assuming your
identity can cause a lot of problems.

Your number is confidential

The Social Security Administration
protects your Social Security number
and keeps your records confidential.
We don’t give your number to anyone,
except when authorized by law. You
should be careful about sharing your
number, even when you're asked for
it. You should ask why your number is
needed, how it'll be used, and what will
happen if you refuse. The answers 1o
these questions can help you decide
if you want to give out your Social
Security number.




How might someone steal
your number?

Identity thieves get your personal
information by:

s Stealing wallets, purses, and your
mail (bank and credit card statements,
ore-approved credit offers, new
checks, and tax information).

» Stealing personal information you
provide to an unsecured site online,
from business or personnel records
at work, and personal information in
your home.

» Rummaging through your trash, the
trash of businesses, and public trash
dumps for personal data.

« Buying personal information from
“inside” sources. For example,
an identity thief may pay a store
employee for information about you
that appears on an application for
goads, services, or credit.

¢ Posing by phone or email as
someone who legitimately needs
information about you, such as
employers, landlords, or government
agencies.

Be careful with your Social
Security card and number

When you start a job, make sure your
employer has your correct Social
Security number so your records are
correct. Provide your Social Security
number to your financial institution(s) for
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tax reporting purposes. Keep your card
and any other document that shows
your Social Security number in a safe
place. DO NQOT routinely carry your
card or other documents that display
your number.

What if you think someone 1s
using your number?

Sometimes more than one person

uses the same Social Security number,
either on purpose or by accident. If you
suspect someone is using your number
for work purposes, you should contact
us to report the problem. We'll review
your earnings with you to ensure our
records are correct,

You also may review earnings

posted to your record on your Social
Security Statement. The Statement is
available online to workers age 18 and
older. To get your Statement, go to
www.ssa.gov/myaccount and create
an account.

What if an identity thief is
creating credit problems for you?

If someone has misused your Social
Security number or other personal
information to create credit or other
problems for you, Social Security can’t
resolve these problems. But there are
several things you should do.




Visit IdentityTheft.gov 1o report

identity theft and get a recovery plan.
IdentityTheft.gov guides you through
each step of the recovery process.

It’s a one-stop resource managed by
the Federal Trade Commission, the
nation’s consumer protection agency.
You can also call 1-877-IDTHEFT
(1-877-438-4338); TTY 1-866-653-4261.

You may want to contact the Internal
Revenue Service (IRS). An identity thief
also might use your Social Security
number to file a tax return to receive
your refund. If you're eligible for a
refund, a thief could file a tax return
before you do and get your refund.
Then, when you do file, the IRS will
think you already received your refund.
If your Social Security number is stolen,
another person may use it to get a job.
That person’s employer would report
earned income to the IRS using your
Social Security number. This will make
it appear that you didn’t report all of
your income on your tax return. If you
think you may have tax issues because
someone has siolen your identity, go to
www.irs.gov/uac/ldentity-Protection
or call 1-800-908-4490.

Also, you should file an online complaint
with the Internet Crime Complaint
Center (IC3) at www.ic3.gov.

The IC3 gives victims of cybercrime a
convenient and easy-to-use reporting
mechanism that alerts authorities of
suspected criminal or civil violations.

A (over)




IC3 sends every complaint o one or
more law enforcement or regulatory
agencies with jurisdiction.

IC3’s mission is to receive, develop, and
refer criminal complaints regarding the
rapidly expanding arena of cybercrime.
The 1C3 serves the broader law
enforcement community that combats
internet crime. This includes federal,
state, local, and international agencies.

The IC3 reflects a partnership between

the Federal Bureau of Investigation, the
National White Collar Crime Center, and
the Bureau of Justice Assistance.

You should alsc monitor your
credit report periodically. You can
get free credit reports online at
www.annualcreditreport.com.

Should you get a new Social
Security number?

If you've done all you can to fix the
problems resulting from misuse of your
Social Security number, and someone is
still using your number, we may assign
you a new number.

You can’t get a new Social
Security number:

o |f your Social Security card is lost or
stolen, but there’s no evidence that
someone is using your number.

« To avoid the consequences of filing
for bankruptcy.




» If you intend to avoid the law or any
legal responsibility.

If you decide to apply for a new number,
you'll need to prove your identity, age,
and U.S. citizenship or immigration
status. For more information, ask

for Your Social Security Number and
Card (Publication Number 05-10002).
You'll also need to provide evidence
that you're having ongoing problems
because of the misuse.

Keep in mind that a new number
probably won't solve all your problems.
This is because other governmental
agencies (such as the IRS and state
motor vehicle agencies) and private
businesses (such as banks and credit
reporting companies) will have records
under your old number. Along with other
personal information, credit reporting
companies use the number to identify
your credit record. S0 using a new
number won't guarantee you a fresh
start. This is especially true if your other
personal information, such as your
name and address, remains the same.

If you receive a new Social Security
number, you shouldn’t use the old
number anymore.

For some victims of identity theft, a new
number actually creates new problems.
If the old credit information isn’t
associated with your new number, the
absence of any credit history under your
new number may make it more difficult
for you 1o get credit.
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Contacting Social Security

The most convenient way to do
business with us from anywhere, on any
device, is to visit www.ssa.gov. There
are several things you can do online:
apply for benefits; get useful information;
find publications; and get answers to
frequently asked guestions.

Or, you can call us toli-free at
1-800-772-1213 or at 1-800-325-0778
(TTY) if you're deaf or hard of hearing.
We can answer your call from 7 a.m. to
7 p.m., weekdays. You can also use
our automated services via telephone,
24 hours a day. We look forward fo
serving you.

Social Security Administration
Publication No. 05-10064
July 2021 (June 2018 edition may be used)
ldentity Theft and Your Social Security Number
Produced and published at U.S. taxpayer expense




www.redfirefarm.com

Red Fire Farm
184 Meadow Road
Montague, MA
01351
413-467-7645

Notice of Data Incident and Potential Access to Personally Identifiable Information

We are providing you with formal notification of a computer incident involving Red Fite Farm (the Fatm)
184 Meadow Road, Montague, MA 01351 described in further detail below to make you aware that as a result
of the incident, personally identifiable information (PII) relating to you ot your family which existed on oug
computer system may have been accessed or even transferred during the event. We understand that the PIT
accessed of taken may include SNAP benefit card number, and the final digit of the soctal security numbet,
and that such records and others may reflect telephone and address information among other information
which may have been resident on our system. We are very sorty for the possible breach of information and
any inconvenience it may cause!

‘The incident involving the farm’s computers was detertnined to have happened on May 24, 2022.

The Farm has consulted with a forensic consultant and retained counsel to assist in out response to this
incident. Although forensic efforts continue, the investigation suggests that your PII may have been exposed
and/or exfiltrated during the incident. We have received no information to date that any individual’s PIT has
in fact been exfiltrated or otherwise used.

The Massachusetts DTA recommends calling EBT Customer Service 800-997-2555 right away when your
card is lost or stolen. Read mose details here:
https:/ /www.mass.gov/guides /using-your-ebt-card#-ebt-brochures-

We ate offering to pay for the costs of credit monitoring/identity theft protection for you from Equifax
Complete Premier * for the next 18 months, and would urge you to lock your credit with the credit reporting
agencies if you have not already done so. Credit locking/freezing is addressed in a separate section below.
While some commentators believe that third patty credit and/or identity theft monitoring is unnecessary if
your credit reports ate locked, we leave that decision to you. If you decide you do want the credit monitoting
option, please email us within 60 days of receiving this at csa@redfirefarm comto coordinate next steps.

What You Can Do To Minimize Your Credit and Identity Theft Risks

*The Equifax Complete Premier per person plan is described here:
hitps://www.eguifax.com/personal/products/credit/monitaring-product-comparison/



The principal risks from stolen PII include unauthorized credit risks and tisks to governmental transactions
including tax returns and government benefits. With respect to risks involving tax refunds and social security
benefits, we include a copy of a detailed IRS pamphiet: “Securing Today and Tomorrow” as an attachment to
this email which inchudes further specific web addtesses for reporting and monitoring,

MASSACHUSETTS MANDATED NOTICE INFORMATION

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you
ate the victim of identity theft, you aiso have the right to file a police teport and obtain a copy of it.

You may also place a security freeze on your credit reports, free of charge. A security freeze prohibits a credit
repotting agency from releasing any information from a consumer's credit repott without weitten
authotization. However, please be aware that placing a security freeze on your credit report may delay,
interfere with, or prevent the timely approval of any tequests you make for new loans, credit mortgages,
employment, housing or other services. Under federal law, you cannot be chatged to place, lift, or remove 2
security freeze.

You must place your request for a freeze with each of the three major consumer reporting agencies: Equifax
(www.equifax.com); Expesian (www.expetian.com); and TransUnion (www.transunion.com). To place a
security freeze on your credit report, you may send a written request by regular, certified or overnight mail at
the addresses below. You may also place a security frecze through each of the consumer reporting agencies'
websites or aver the phone, using the contact information below:

Equifax Security Freeze
PO. Box 105788
Adanta, GA 30348
1-800-349-9960

hetps/Swerwequifax.com /personal {credicreporizservices’

Expetian Security Freeze
P.O. Box 9554

Allen, TX 75013
1-888-397-3742

https:/ /wwwexperian.com/ freeze fcenter html

TransUnion Security Freeze
PO. Box 160

Woodlyn, PA 19094
1-888-909-8872

hiips: /Awyww iransunion.com/ credit- frecze

In otder to request a secutity freeze, you will need to provide some ot all of the following information to the
credit reporting agency, depending on whether you do so online, by phone, ot by mail:

1. Your full name (including middle initial as well as Jr., S, 11, 11, ete);
2. Social Security Number;

3. Date of birth,



4. If you have moved in the past five (5) years, the addresses whete you have lived over the priot five

yeats;
5. Proof of curtent address, such as a current utility bill, telephone bill, rental agreement, or deed;
6. A legible photocopy of 2 government issued identification card (state deiver's license or ID card,

military identification, etc.);
7. Social Securty Card, pay stub, or W2;

8. If you ate a victim of identity theft, include a copy of either the police report, investigative report, or
complaint to 2 law enforcement agency concerning identity theft.

The credit reporting agencies have one (1) to three (3) business days after receiving yout request to place a
secutity freeze on your credit report, based upon the method of your request. The credit bureaus must also
send written confirmation to you within five (5) business days and provide you with a unique personal
identification number (PIN) or password (or both) that can be used by you to authorize the removal or Hfting
of the secarity freeze. It Is important to maintain this PIN/password in a secute place, as you will need it to
lift or remove the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must
tnake a request to each of the credit reporting agencies by mai, through their website, or by phone (using the
contact information above). You must provide propet identification (including name, address, and social
security number) and the PIN number ot password provided to you when you placed the secutity freeze, as
well as the identities of those entities or individuals you would like to receive your credit report. You may also
temporarily lift a security freeze for a specified period of time rather than for a specific entity or individual,
using the same contact information above. The credit bureaus have between one (1) hour {for requests made
online) and three (3) business days (For request made by mail) after receiving your request to lift the security
freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies by mail,
through theit website, or by phone (using the contact information above). You must provide proper
identification (name, address, and social secutity number) and the PIN number ot password provided to you
when you placed the security freeze. The credit bureaus have between one (1) hour (for requests made online)
and three (3) business days (for requests made by mail) after receiving your request to remove the secutity
freeze.

Conclusion

We are in the process of reporting the incident to the relevant law enforcement authotities. While such events
have unfortunately become much more comtmonplace, we apologize in advance for any inconvenience
resulting from this incident. Please contact us at csa@tedfirefarm.com if you have any questions regarding
this notice, ot believe you have been impacted by the incident other than as reported in this letter.

Regards,

Sarah Voiland
Co-Owner,
Red Fire Farm
413-467-7645
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Identity Theft
and Your Social
Security Number




Identity theft is one of the fastest
growing crimes in America. A dishonest
person who has your Social Security
number can use it to get other personal
information about you. Identity thieves
can use your number and your good
credit to apply for more credit in

your name. Then, when they use the
credit cards and don’t pay the bills, it
damages your credit. You may not find
out that someone is using your number
until you're turned down for credit, or
you begin to get calls from unknown
creditors demanding payment for items
you never bought.

Someone illegally using your Social
Security number and assuming your
identity can cause a lot of problems.

Your number is confidential

The Social Security Administration
protects your Social Security number
and keeps your records confidential.
We don’t give your number to anyone,
except when authorized by law. You
should be careful about sharing your
number, even when you're asked for
it. You should ask why your number is
needed, how it'll be used, and what will
happen if you refuse. The answers to
these questions can help you decide
if you want to give out your Social
Security number.




How might someone steal
your number?

identity thieves get your personal
information by:

s Stealing wallets, purses, and your
mail (bank and credit card statements,
pre-approved credit offers, new
checks, and tax information).

e Stealing personal information you
provide to an unsecured site online,
from business or personnel records
at work, and personal information in
your home.

« Rummaging through your trash, the
trash of businesses, and public irash
dumps for personal data.

e Buying personal information from
“inside” sources. For example,
an identity thief may pay a store
employee for information about you
that appears on an application for
goods, services, or credit.

e Posing by phone or email as
someone who legitimately needs
information about you, such as
employers, landlords, or government
agencies.

Be careful with your Social
Security card and number

When you start a job, make sure your
employer has your correct Social
Security number so your records are
correct. Provide your Social Security
number to your financial institution(s) for

2




tax reporting purposes. Keep your card
and any other document that shows
your Social Security number in a safe
place. DO NOT routinely carry your
card or other documenis that display
your number.

What if you think someone is
using your number?

Sometimes more than one person
uses the same Social Security number,
either on purpose or by accident. If you
suspect someone is using your number
for work purposes, you should contact
us 1o report the problem. We'll review
your earnings with you to ensure our
records are correct.

You alsc may review earnings

posted to your record on your Social
Security Statement. The Statement is
available online to workers age 18 and
older. To get your Statement, go to
www.ssa.gov/imyaccount and create
an account.

What if an identity thief is
creating credit problems for you?

If someone has misused your Social
Security number or other personal
information to create credit or other
problems for you, Social Security can't
resolve these problems. But there are
several things you should do.




Visit IdentityTheft.gov to report

identity theft and get a recovery plan,
IdentityTheft.gov quides you through
each step of the recovery process.

It’'s a one-stop resource managed by
the Federal Trade Commission, the
nation’s consumer protection agency.
You can also call 1-877-IDTHEFT
(1-877-438-4338); TTY 1-866-653-4261.

You may want to contact the Internal
Revenue Service (IRS). An identity thief
also might use your Social Security
number to file a tax return to receive
your refund. If you're eligible for a
refund, a thief could file a tax return
before you do and get your refund.
Then, when you do file, the IRS will
think you already received your refund.
If your Social Security number is stolen,
another person may use it to get a job.
That person’s employer would report
earned income to the IRS using your
Social Security number. This will make
it appear that you didn’t report all of
your income on your tax return. If you
think you may have tax issues because
someone has stolen your identity, go to
www.irs.gov/uac/identity-Protection
or call 1-800-908-4490.

Also, you should file an online complaint
with the Internet Crime Complaint
Center {IC3) at www.ic3.gov.

The 1C3 gives victims of cybercrime a
convenient and easy-to-use reporting
mechanism that aleris authorities of
suspected criminal or civil violations.
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|IC3 sends every complaint o one or
more law enforcement or regulatory
agencies with jurisdiction.

IC3’s mission is o receive, develop, and
refer criminal complaints regarding the
rapidly expanding arena of cybercrime.
The IC3 serves the broader law
enforcement community that combats
internet crime. This includes federal,
state, local, and international agencies.

The IC3 reflects a partnership between

the Federal Bureau of Investigation, the
National White Collar Crime Center, and
the Bureau of Justice Assistance.

You should also monitor your
credit report pericdically. You can
get free credit reports online at
www.annualcreditreport.com.

Should you get a new Social
Security number?

If you've done all you can to fix the
problems resulting from misuse of your
Social Security number, and someone is
still using your number, we may assign
you a new number.

You can’t get a new Social
Security number:

« |f your Social Security card is lost or
stolen, but there’s no evidence that
someone is using your number.

s To avoid the consequences of filing
for bankruptcy.




e |f you intend to avoid the law or any
legal responsibility.

If you decide to apply for a new number,
you'll need {o prove your identity, age,
and U.S. citizenship or immigration
status. For more information, ask

for Your Social Security Number and
Card (Publication Number 05-10002).
You'll also need to provide evidence
that you're having ongoing problems
because of the misuse.

Keep in mind that a new number
orobably won't solve all your problems.
This is because other governmental
agencies (such as the IRS and state
motor vehicle agencies) and private
businesses (such as banks and credit
reporting companies) will have records
under your old number. Along with other
personal information, credit reporting
companies use the number to identify
your credit record. S0 using a new
number won’t guarantee you a fresh
start. This is especially true if your other
personal information, such as your
name and address, remains the same.

If you receive a new Social Security
number, you shouldn’t use the old
number anymore.

For some victirns of identity theft, a new
number actually creates new problems.
If the old credit information isn’t
associated with your new number, the
absence of any credit history under your
new number may make it more difficult
for you to get credit.
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Contacting Social Security

The most convenient way to do
business with us from anywhere, on any
device, is to visit www.ssa.gov. There
are several things you can do online;
apply for benefits; get useful information;
find publications; and get answers to
frequently asked questions.

Or, you can call us toll-free at
1-800-772-1213 or at 1-800-325-0778
(TTY) if you're deaf or hard of hearing.
We can answer your call from 7 a.m. to
7 p.m., weekdays. You can also use
our automated services via telephone,
24 hours a day. We look forward to
serving you.

Social Security Administration
Publication No. 05-10064
July 2021 (June 2018 edition may be used)
fdentity Theft and Your Social Security Number
Produced and published at U.S. taxpayer expense






