
  
 
 To Enroll, Please Visit: 

https://app.idx.us/account-
creation/protect 

Enrollment Code:  

281 Cambridge Street, Suite 200 
Burlington, MA 01803 

 

December 23, 2022 
 

First Name Last Name 
Address 1 
City, MA ZIP  
 
Dear First Name Last Name: 

At General Computer Resources, Inc. d/b/a GCR Professional Services. (“GCR”), we take the 
issue of data privacy and security seriously. As part of that commitment, we are notifying you of 
a recent data security incident that may have affected your personal information. Please read this 
letter carefully. 
 
As an additional precautionary measure to help protect your information, we are offering a 
complimentary two (2) year membership of identity theft protection services through IDX, the 
data breach and recovery services expert. IDX identity protection services include: 24 months of 
credit and CyberScan monitoring, a $1,000,000 insurance reimbursement policy, and fully 
managed ID theft recovery services. With this protection, IDX will help you resolve issues if 
your identity is compromised. 
 
You can enroll in the free IDX identity protection services by going to 
https://app.idx.us/account-creation/protect or calling 1-800-939-4170 and using the 
Enrollment Code provided above. IDX representatives are available Monday through Friday 
from 9 am - 9 pm Eastern Time. Please note the deadline to enroll is June 30, 2021. Please refer 
to the enclosed documentation for additional information.   
 
Massachusetts law also requires us to inform you of your right to obtain any police report filed in 
regard to this incident. If you are a victim of identity theft, you also have the right to file a police 
report and obtain a copy of it. 
 
You also may place a security freeze on your credit report. Security freezes, also known as credit 
freezes, restrict access to your credit file, making it harder for identity thieves to open new 
accounts in your name. As of September 21, 2018, you can freeze and unfreeze your credit file 
for free. You also can get a free freeze for your children who are under 16. If you are someone’s 
guardian, conservator or have a valid power of attorney, you can get a free freeze for that person, 
too.  
 
However, please be aware that placing a security freeze on your credit report may delay, 
interfere with, or prevent the timely approval of any requests you make for new loans, credit 
mortgages, employment, housing, or other services. To place a security freeze, contact the 
nationwide credit reporting agencies listed below by phone or online: 

https://app.idx.us/account-creation/protect
28789



 
Equifax 

P.O. Box 105788 
Atlanta, GA 30348-5788 

1-800-685-1111 
www.equifax.com/personal/ 

credit-report-services 

Experian  
P.O. Box 9554  

Allen, TX 75013-9554  
1-888-397-3742  

www.experian.com/freeze/ce
nter.html 

 

TransUnion   
P.O. Box 2000  

Chester, PA 19022 
1-888-909-8872 

   www.transunion.com/credit-
freeze 

You must separately place a credit freeze on your credit file at each credit reporting agency. The 
following information should be included when requesting a credit freeze, your: 
 

1)  Full name, with middle initial and any suffixes; 
2)  Social Security number; 
3)  Date of birth (month, day, and year); 
4)  Current address and previous addresses for the past five (5) years; 
5)  Proof of current address, such as a current utility bill or telephone bill; and 
6)  Other personal information as required by the applicable credit reporting agency. 

 
If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) 
business day after receiving your request to place a credit freeze on your credit file report. If you 
request a lift of the credit freeze online or by phone, then the credit reporting agency must lift the 
freeze within one (1) hour. If you request a credit freeze or lift of a credit freeze by mail, then the 
credit agency must place or lift the credit freeze no later than three (3) business days after getting your 
request. 

 
A freeze remains in place until you ask the credit bureau to temporarily lift it or remove it 
altogether. If the request is made online or by phone, a credit bureau must lift a freeze within one 
hour. If your request is by mail, the bureau must lift the freeze no later than three business days 
after getting your request. If you opt for a temporary lift because you are applying for credit or a 
job, and you can find out which credit bureau the business will contact for your file, you can save 
some time by lifting the freeze only at that particular credit bureau. Otherwise, you need to make 
the request with all three credit bureaus. 
 
In addition, you can place a fraud alert your credit file by contacting one or more of the three 
national credit reporting agencies listed above. The difference between a credit freeze and a 
fraud alert is that a credit freeze locks down your credit, while a fraud alert allows creditors to 
get a copy of your credit report as long as they take steps to verify your identity. For example, if 
you provide a telephone number, the business must call you to verify whether you are the person 
making the credit request. Fraud alerts may be effective at stopping someone from opening new 
credit accounts in your name, but they may not prevent the misuse of your existing accounts. 
You still need to monitor all bank, credit card and insurance statements for fraudulent 
transactions. 
 
We are very sorry for any concern or inconvenience this incident has caused or may cause you, 
but please know that GCR continues to take data security and privacy seriously. If you have any 
other questions or concerns you may contact us at (781) 270-7020, Monday through Friday 9 am 
– 5 pm Eastern Standard Time. 
 

http://www.equifax.com/personal/%20credit-report-services
http://www.equifax.com/personal/%20credit-report-services
http://www.experian.com/freeze/center.html
http://www.experian.com/freeze/center.html
http://www.transunion.com/credit-freeze
http://www.transunion.com/credit-freeze


 
 
 

Sincerely, 

Deborah S. Finnerty   
Deborah S. Finnerty 
Chief Financial Officer  
 

David S. Connor  
David S. Connor  
President 

 

1. Website and Enrollment. Go to https://app.idx.us/account-
creation/protect and follow the instructions for enrollment using your 
Enrollment Code provided at the top of the letter.  
 

2. Activate the credit monitoring provided as part of your IDX identity protection membership. 
The monitoring included in the membership must be activated to be effective. Note: You must 
have established credit and access to a computer and the internet to use this service. If you need 
assistance, IDX will be able to assist you. MyIDCare will include two-year enrollments into 
the following service components: 
 
3. Review your credit reports. We recommend that you remain vigilant by reviewing account 
statements and monitoring credit reports. If you discover any suspicious items and have enrolled 
in IDX identity protection, notify them immediately by calling or by logging into the IDX 
website and filing a request for help. If you file a request for help or report suspicious activity, 
you will be contacted by a member of our ID Care team who will help you determine the cause 
of the suspicious items. In the unlikely event that you fall victim to identity theft as a 
consequence of this incident, you will be assigned an ID Care Specialist who will work on your 
behalf to identify, stop and reverse the damage quickly.  
 
4. Place Fraud Alerts with the three credit bureaus. If you choose to place a fraud alert, we 
recommend you do this after activating your credit monitoring. 
  

SINGLE BUREAU CREDIT MONITORING - Monitoring of credit bureau for changes to the 
member’s credit file such as new credit inquires, new accounts opened, delinquent payments, 
improvements in the member’s credit report, bankruptcies, court judgments and tax liens, new 
addresses, new employers, and other activities that affect the member’s credit record.  
  
CYBERSCANTM - Dark Web monitoring of underground websites, chat rooms, and malware, 
24/7, to identify trading or selling of personal information like SSNs, bank accounts, email 
addresses, medical ID numbers, driver’s license numbers, passport numbers, credit and debit 
cards, phone numbers, and other unique identifiers.  
  
IDENTITY THEFT INSURANCE - Identity theft insurance will reimburse members for 
expenses associated with restoring their identity should they become a victim of identity theft. If 
a member’s identity is compromised, the policy provides coverage for up to $1,000,000, with no 
deductible, from an A.M. Best “A-rated” carrier.  Coverage is subject to the terms, limits, and/or 
exclusions of the policy.   
  

https://app.idx.us/account-creation/protect
https://app.idx.us/account-creation/protect


 
 
 

FULLY-MANAGED IDENTITY RECOVERY - ID Experts’ fully-managed recovery service 
provides restoration for identity theft issues such as (but not limited to): account creation, 
criminal identity theft, medical identity theft, account takeover, rental application, tax fraud, 
benefits fraud, and utility creation. This service includes a complete triage process for affected 
individuals who report suspicious activity, a personally assigned IDCare Specialist to fully 
manage restoration of each case, and expert guidance for those with questions about identity 
theft and protective measures.  
 
 
 
 
 




