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Howard Memorial Hospital
c/o Cyberscout
PO Box 1286
Dearborn, Ml 48120-9998

Howard Memorial
hospital

January 27, 2023

NOTICE OF SECURITY INCIDENT

Dear [

Howard Memorial Hospital (“HMH”) is writing to provide you with notice of a recent data security event that may
impact the confidentiality and security of some of your information. We are providing you with information about the
event, our response, and steps you can take to better protect your information against the possibility of identity theft and
fraud, should you feel it is appropriate to do so.

What Happened? On December 4, 2022, HMH became aware of suspicious activity within its computer network, and
allegations made by an unknown actor that data had been stolen from the HMH network. Steps were promptly taken to
secure HMH’s network, and an investigation began with assistance from outside cybersecurity specialists to determine the
nature and scope of this activity and to safely maintain full operational functionality so HMH could continue to treat
patients. HMH learned that certain files were potentially stolen from its network by an unknown actor between November
14 - December 4, 2022.

HMH worked diligently to perform a comprehensive review of at-risk files in order to identify individuals whose
information may have been impacted by this event. Ultimately, HMH made the decision to notify all current or former
patients and employees, in an abundance of caution, due to a potential impact to their information. Therefore, HMH is
providing you with this notification given that your information was present on HMH systems at the time of the data
security event and was therefore potentially impacted by this event.

What Information Was Involved? Our investigation determined that the types of information potentially impacted for
patients, including you, includes name, contact information, date of birth, Social Security number, health insurance
information, medical record number (MRN), medical history, diagnosis, treatment information, and physician name.

What We Are Doing. HMH takes this event and the security of patient information in our care very seriously. Upon
learning of this event, we immediately took steps to secure our network and ensure that we could maintain operations in a
safe and secure fashion. As part of our ongoing commitment to data privacy, we are working to review our existing
policies and procedures and to implement additional administrative and technical safeguards to further secure the
information on our systems. Notice was also provided to federal law enforcement and will be provided to the U.S.
Department of Health and Human Services.

As an added precaution, we are offering you access to Single Bureau Credit Monitoring/Single Bureau Credit
Report/Single Bureau Credit Score services at no charge. These services provide you with alerts for 12 months from the
date of enrollment when changes occur to your credit file. This notification is sent to you the same day that the change or
update takes place with the bureau. Finally, we are providing you with proactive fraud assistance to help with any
questions that you might have or in event that you become a victim of fraud.
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These services will be provided by Cyberscout through Identity Force, a TransUnion company specializing in fraud
assistance and remediation services. If you wish to activate the credit monitoring services, you may follow the instructions
included in the Steps You Can Take to Protect Your Personal Information.

What You Can Do. Please review the enclosed Steps You Can Take to Protect Your Personal Information which contains
information on what you can do to better safeguard against possible misuse of your information. You can also enroll to
receive the complimentary credit monitoring and identity protection services through Sontiq, a TransUnion company. We
also encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements, and to
monitor your credit reports for suspicious activity.

For More Information. We understand that you may have questions about this incident that are not addressed in this

notice. If you have additional questions or concerns, please call our toll-free dedicated assistance line at 1-833-570-2728,
7:00 AM — 7:00 PM Central, Monday through Friday, excluding holidays.

Sincerely,

Howard Memorial Hospital









