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Customer Name
Address

City, MA
March 13, 2023

Dear

We are writing to notify you of an incident that may have compromised your Social Security Number. Your SSN was
displayed in a sub-page of our websitein a log file. We were alertedto the issue on February 28th, 2023, and
immediately removed the information from our website. We have no evidence that your personal information has
been misused, but are advising you of the incident and providing you with information on how you can protect
yourself.

Fitchburg State University employs many security measures to protect student information. We have addressedthe
internal procedures that have led to this incident and are taking steps to insure it doesn't happen again.

For your protection, the university has purchased an 18-month subscription to LifeLock Defender. Please see the
attachedinstructions to enroll in the service, at no cost to you.

The following information is provided to you as required by State law during any breach of information and will help
guide you in steps you may take regarding this incident.

Under Massachusetts Law, you have the right to obtain any police report filed in regardto this incident. If you are the
victim of identity theft, you also have the right to file a police report and obtain a copy of it.

Massachusetts law also allows consumers to place a security freeze on their credit reports. A security freeze prohibits
a credit-reporting agency from releasing any information from a consumer’s credit report without written
authorization. However, please be aware that placing a security freeze on your credit report may delay, interfere with,
or prevent the timely approval of any requests you make for new loans, credit mortgages, employment, housing, or
other services.

Fraud Alerts and Credit or Security Freezes:

Fraud Alerts: There are two types of general fraud alerts you can place on your credit report to put your creditors on
notice that you may be a victim of fraud—an initial alert and an extended alert. You may askthat an initial fraud alert
be placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial
fraud alert stays on your credit report for one year. You may have an extended alert placed on your credit report if you
have already been avictim of identity theft with the appropriate documentary proof. An extended fraud alert stays on
your credit report for seven years.



# FITCHBURG STATE 160 Pear] Street

To place afraud alert on your credit reports, contact one of the nationwide credit bureaus. A fraud alert is free. The
credit bureau you contact must tell the other two, and all three will place an alert on their versions of your report.

For those in the military who want to protect their credit while deployed, an Active Duty Military Fraud Alert lasts for
one year and can be renewed for the length of your deployment. The credit bureaus will alsotake you off their
marketing lists for pre-screened credit card offers for two years, unless you askthem not to.

Credit or Security Freezes: You have theright to put a credit freeze, alsoknown as a security freeze, on your credit file,
free of charge, which makes it more difficult for identity thieves to open new accountsin your name. That’s because
most creditors need tosee your credit report before they approve a new account. Ifthey can’t see your report, they
may not extend the credit.

How do | place a freeze on my credit reports? There is no fee to place or lift a security freeze. Unlike a fraud alert, you
must separately place a security freeze on your credit file at each credit reporting company. For information and
instructions to place a securityfreeze, contact each of the credit reporting agencies at the addresses below:

e Experian Security Freeze, PO Box 9554, Allen, TX 75013, www.experian.com
e TransUnion Security Freeze, PO Box 2000, Chester, PA19016, www.transunion.com
e Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.equifax.com

To request a credit freeze, you will need to provide the following information:

Full name (including middle initial as well asJr., Sr., 11, 111, etc.);

Social Security number;

Date of birth;

Addresses for the prior twoto five years;

Proof of current address, such as a current utility bill or telephone bill;

A legible photocopy of a government-issued identification card (state driver’s license or ID card, etc.); and

A copy of either the police report, investigative report, or complaint to a law enforcement agency concerning
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identity theft if you are a victim of identity theft.

After receiving your freeze request, each credit bureau will provide you with a unique PIN (personalidentification
number) or password. Keepthe PIN or passwordin a safe place. You will need it if you choose to lift the freeze.

How do | lift a freeze? Afreeze remains in place until you askthe credit bureau to temporarily lift it or remove it
altogether. Ifthe request is made online or by phone, a credit bureau must lift a freeze within one hour. If the request
is made by mail, then the bureau must lift the freeze no later than three business days after getting your request.



# FITCHBURG STATE 160 Pear] Street

If you opt for a temporarylift because you are applying for credit or a job, and you can find out which credit bureau
the business will contact for your file, you cansave some time by lifting the freeze only at that particular credit
bureau. Otherwise, you need to make the request with all three credit bureaus.

Review Your Account Statements and Notify Law Enforcement of Suspicious Activity: As a precautionary measure,
we recommend that you remainvigilant by reviewing your account statements and credit reports closely. If you detect
any suspicious activity on an account, you should promptly notify the financial institution or company with which the
account is maintained. You alsoshould promptly report any fraudulent activity or any suspected incidence of identity
theft to proper law enforcement authorities, your state attorney general, and/or the Federal Trade Commission (FTC).

Copy of Credit Report: You mayobtain a free copy of your credit report from each of the three major credit reporting
agencies once every 12 months by visiting http://www.annualcreditreport.com/, calling toll-free (1-877-322-8228), or
completing an Annual Credit Report Request Form and mailing it to Annual Credit Report Request Service, P.O. Box
105281, Atlanta, GA30348. You also can contact one of the following three national credit reporting agencies,
including:

Equifax

P.O.Box 105851 Atlanta, GA 30348 1-800-525-6285 www.equifax.com
Experian

P.O.Box 9532 Allen, TX 75013 1-888-397-3742 www.experian.com
TransUnion

P.O. Box 1000 Chester, PA 19016 1-800-916-8800 www.transunion.com

If you should have any further questions please reach out to us.

Sincerely,

Eric Boughton

Eric Boughton, CISO
eboughto@fitchburgstate.edu
978-665-3830

Fitchburg State University

160 Pearl St.

Fitchburg, MA 01420



