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Dear  
 
Massachusetts General Hospital (MGH) is committed to protecting the security and confidentiality of 
our patients’ information. Regrettably, we are writing to inform you of an incident involving some of 
that information and apologize for any concern this may cause.   
 
On February 21, 2023, we learned that on February 15, 2023, a workforce member accidentally sent a 
message intended for you to the incorrect recipient through our patient portal, “Patient Gateway.” The 
message was addressed to your name, and it contained a two-page document which included some of 
your protected health information. Specifically, the document included your name, date of birth, 
medical record number, address, phone number, and health insurance policy number. It also included 
your diagnosis and provider’s name and information about lab work.  
 
The document was promptly removed from the incorrect account to prevent any future access to the 
information. To date, we have no knowledge that any of your information has been used improperly. As 
a Massachusetts resident, you have the following rights: 
 

• Right to obtain any police report filed regarding this incident.   
• Right to file and obtain a copy of a police report if you are the victim of identity theft. 
• Right to request that the credit bureaus place a security freeze on your file.  Please refer to the 

enclosed information sheet for instructions on placing a security freeze on your credit report 
and additional steps you can take to further reduce any potential risk to you.  

  
We sincerely regret any concern this may cause. MGH takes the privacy and security of our patients’ 
information very seriously. We want to assure you that this matter was appropriately addressed. To help 
prevent something like this from happening again, we continue to improve safeguards in place to 
protect your information and the promote training and education of our employees. 
 
If you have any questions about the incident, please feel free to contact me at 617-643-4028 or the 
Privacy Office hotline at 877-644-2003 during the hours of 9:00 a.m. to 5:00 p.m. Eastern Time Monday 
through Friday. 
 
Sincerely, 
 
 
Christine M. Griffin  
Privacy Officer / HIM Director 
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Fraud Alert. You have the right to request that the credit bureaus place a fraud alert on your file.  A 
fraud alert tells creditors to contact you before opening any new accounts or increasing credit limits on 
your existing accounts.  A fraud alert lasts for one year and is free of charge.     
 
You need to contact only one of the three credit bureaus to place a fraud alert; the one you contact is 
required by law to contact the other two.  For Fraud Alerts, use the credit bureau contact information, 
provided above in the Security Freeze section. 
 
Consult the Federal Trade Commission. For more guidance on steps, you can take to protect your 
information, you also can contact the Federal Trade Commission at www.ftc.gov/idtheft, or at 877-ID-
THEFT (877-438-4338), or at the Identity Theft Clearinghouse, Federal Trade Commission, 600 
Pennsylvania Avenue NW, Washington, D.C. 20580. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 




