
nations benefits 

[Experian Return Address Line I] 
[ Experian Return Address Line 2] 

[first_ name] [last_ name] 

[address_]] 

[address_]] 

[ city], [state _yrovince] [postal _code] 

Dear [Full_Name]: 

[Letter _Date] 

NationsBenefits Holding, LLC, and its affiliates and subsidiaries (collectively, "NationsBenefits" or "we"), provides 

benefits administration services to your health insurer, [client_name]. We place a high value on maintaining the privacy 

and security of the information we maintain for our health plan customers. Regrettably, this letter is to inform you that a 

vendor we used to exchange files with [client_ name] was recently the victim of a cybersecurity attack, which impacted 

some of your personal information. We notified [client_name] of this incident on [customer_notice_date]. This letter 

explains the incident, the measures we have taken in response and the steps you can take. 

What Happened? NationsBenefits used software provided by a third-party vendor, Fortra, LLC ("Fortra"), to securely 

exchange files with your health plan. On or around January 30, 2023, Fortra experienced a data security incident in which 

a malicious actor(s) accessed or acquired the data of multiple organizations, including NationsBenefits. When we learned 

of this incident on February 7, 2023, we immediately took steps to secure our systems and launched an investigation, which 

was conducted by an experienced outside law firm and a leading cybersecurity firm. As part of our investigation, 

NationsBenefits analyzed the impacted data to determine whether any individual's personal information was subject to 

unauthorized access or acquisition. On [Discovery_Date], NationsBenefits confirmed that, unfortunately, some of your 

personal information was affected by the incident. 

What Information Was Involved? The personal information involved included your [data_elements]. 

What Are We Doing? Data privacy and security are among our highest priorities, and we have extensive measures in place 

to protect information entrusted to us. Upon discovering the incident, we immediately took steps to mitigate the risk to our 

clients and personal information. We immediately stopped using Fortra's software and worked with experienced legal 

counsel and a leading cybersecurity firm to conduct a comprehensive investigation of the incident. We also notified law 

enforcement authorities. To help prevent similar incidents from happening in the future, we have implemented and are 

continuing to implement additional procedures to further strengthen the security of our IT system enviromnents. 

What Can You Do? We encourage you to remain vigilant against incidents of identity theft and fraud, to review your 

account statements, and to monitor your free credit reports for suspicious activity and to detect errors. Enclosed with this 

letter are some steps you can take to protect your information. 

As a measure of added security and to help protect your identity, we are offering a complimentary 24-month membership 

to Experian's® IdentityWorks8M
. This product provides you with credit monitoring, identity theft resolution services, and 

$1,000,000 of identity theft insurance. To activate your membership and start monitoring your personal information, please 

follow the steps below: 

• Ensure that you enroll by: July 31, 2023 (Your code will not work after this date.)
• Visit the Experian Identity Works website to email: https://www.experianidworks.com/credit
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