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Notice of Data Security Incident 

Timeless Medical Systems ("TMS"} is a service provider for Mothers' Milk Bank of North Texas ("MMBNT"} and is 
reaching out about a data security incident experienced by TMS which may have affected some of the personal 
information that you or a family member provided to MMBNT. 

At present, there is no evidence that any information has been misused. Out of an abundance of caution, we 
are notifying you of this incident and offering you the resources discussed below so that you can take certain 
precautionary steps to protect yourself, should you wish to do so. 

What Happened? 

On December 18, 2022, TMS learned of unauthorized third-party access to a TMS application used by MMBNT 
as part of our services. When we discovered the incident on our systems, we immediately took steps to secure 
our systems and investigate with the assistance of external cybersecurity experts. As part of our investigation, we 
worked diligently to determine what happened and which information was potentially involved. 

The investigation determined that some files were acquired by an unknown third party, after which TMS took steps 
to mitigate the potential impact of the incident, recovered the files, and informed affected parties such as MMBNT of 
the situation, including confirming that the incident involved unauthorized access January 4, 2023. 

What Information Was Involved? 

The types of affected information are different for each individual, and may include name, address, date of birth, 
social security number, and other information provided in your donor application form, including health information 
such as lab results, doctors' notes, medication use, and health history to the extent you, your health care provider, 
or a family member provided the foregoing information in dealing with MMBNT as a donor. The milk bank does 
not collect social security numbers from donors, however, this information may be present on records provided by 
health care providers. 

At present, we have no evidence that any information has been misused as a result of the incident. 

What Are We Doing? 

We take the security of information that our clients entrust us seriously. Upon discovery of the incident, we immediately 
took steps to secure our systems, conduct an investigation with the assistance of third-party cybersecurity experts, 
and file a report with the FBI and other law enforcement agencies. We also worked with MMBNT to facilitate notices 
to regulators, state Attorneys General, and other parties, as required. 

1/4 

29429
























