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I am writing to alert you of an incident involving your personal information. On or about
February 23, 2023, during a review of court files, it came to the attention of AGO staff that
certain case pleadings filed by the AGO with the Superiar Court Clerk’s office contained your
personal information in unredacted form. Specifically, your date of birth, social security
number, and credit card number were part of a court filing that the AGO filed with the Superior
Court on or about 10/30/2019 in the matter of Commonwealth of Massachusetts vs. Safe Home
Security Inc., Case No. 1984CV03403 (Suffolk Sup. Ct.). '

We have determined that this incident was not the resuit of an\) system failure, compromise, or
attempts by external actors to steal data, but solely due to human error. Based on our
investigation, at no point were the Unredacted Pleadings or the Pli (personally-identifiable
information) within them displayed on the Superior Court’s online docket for the matter (at
www.masscourts.org). We also have no evidence that the unredacted Pl within the case file
was disclosed to or viewed by anyone other than authorized AGG staff, court personnel, and
opposing counsel ar their client(s). Nor do we have any evidence of unauthorized access to or
use of the PIIl.

While we have no evidence that your information has been misused or further disseminated,
we wanted to inform you as soon as possible of what happened and assure you that we are
taking steps to ensure this error does not occur again. We have also ensured that the Pllis no
longer in the court record. Attached to this letter is further information about steps you may
want to take to protect your personal information. We are also offering you two-years of
complimentary credit monitoring services from Transunion. Information on how to access those
services is attached to this letter.

The Attorney General’s Office takes the privacy of consumer personal information very
seriously and sincerely regrets that this occurred. We will continue to work with staff to



; Exhibit A
STEPS YOU CAN TAKE TO PROTECT YOUR IDENTITY

Security freeze. A security freeze prohibits a credit reporting agency from releasing any
information from your credit report without written authorization. However, please be aware
that placing a security freeze on your credit report may delay, interfere with, or prevent the
timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. Under federal law, you cannot be charged to place, lift, or remove a
security freeze.

" To place a security freeze on your file, you must contact each of the three major consumer
reporting agencies: Equifax (www.equifax.com); Experian (www.experian.com); and TransUnion
{www .transunion.com). You may place a security freeze by mail, through each of the consumer
_ reporting agencies’ websites, or over the phone, using the contact information below:

Equifax Security Freeze Experian Security ~ TransUnion Security Freeze -
P.0. Box 105788 Freeze P.0. Box 8554 P.0. Box 160

Atlanta, GA 30348 ‘ Allen, TX 75013 Woodlyn, PA 19054
1-800-349-9960 1-888-397-3742 1-888-909-8872
https://www.equifax.co https://www.experian https://www.transunion.com
m/personal/ credit- .com/ffreeze/ © Jeredit-freeze
report-services/ center.htm]

When requesting a security freeze, you will need to provide information to confirm your
identity. This may require providing include some or all of the following information to the
credit reporting agency:

1. Your full name {including middle initial-as well as Jr., Sr., II, Ill, etc.};
2. Social Security Number,; '

3. Date of birth;
4

If you have moved in the past five (5) years, the addresses where you have lived over
the prior five years;

5. Proof of current address, such as a current utility bill, telephorie bill, rental agreement,
or deed;

6. A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.);

7. Social Security Card, pay stub, or W2;

8. If you are a victim of identity theft, include a copy of either the police report,
investigative report, or complaint to a law enforcement agency concerning identity
theft.

A security freeze request made by phone or online will be effective within one year. Requests
by mail take up to three business days from when the bureau receives it. The credit reporting



CREDIT MONITORING ENROLLMENT INFORMATION

In response 1o the incident, we are providing you with access to Single Bureau Credit Monitoring/Single
Bureau Credit Report/Single Bureau Credit Score services at no charge. These services provide you with
alerts for twenty-four (24} months from the date of enrollment when changes occur to your credit
file. This notification is sent to you the same day that the change or update takes place with the bureau.
These services will be provided by Cyberscout through Identity Force, a company specializing in fraud
assistance and remediation services.

How do 1 enroll for the free services?
To enroll in Credit Monitoring services at no charge, please log on to

https://secure.identityforce.com/benefit/massattygen and follow the instructions provided. When
prompted please provide the following unique code ta receive services: |

In order for you to receive the monitoring services described above, you must enroll within 90 days from
the date of this letter. The enroliment requires an internet connection and e-mail account and may not -
be available to minors under the age of 18 years of age. Please note that when signing up for monitoring
services, you may be asked to verify personal information for your own protection to confirm your
identity. '
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1 am writing to alert you of an incident involving your personal information. On or about
February 23, 2023, during a review of court files, it came to the attention of AGO staff that -
certain case pleadings filed by the AGO with the Superior Court Clerk’s office contained your
personal information in unredacted form. Specifically, your date of birth and last four digits of
your credit card number were part of acourt filing that the AGO filed with the Superior Court
on or about 11/26/2019 in the matter of Commonwealth of Massachusetts vs. Sdafe Home
Security Inc., Case No. 1984CV03403 {Suffolk Sup. Ct.}). Please note, your name was not
revealed alongside this data.

We have determined that this incident was not the result of any system failure, compromise, or
attempts by external actors to steal data, but solely due to human error. Based on our
investigation, at no point were the Uriredacted Pleadings or the Pll {personally-identifiable
information) within them displayed on the Superior Court’s online docket for the matter {at
www.masscourts.org). We also have no evidence that the unredacted Pl within the case file
was disclosed to or viewed by anyone other than authorized AGO staff, court personnel, and
opposing counsel or their client(s). Nor do we have any evidence of unauthorized access to or
use of the PIL. :

While we have no evidence that your information has been misused or further disseminated,
we wanted to inform you as soon as possible of what happened and assure you that we are
taking steps to ensure this error does not occur again. We have also ensured that the Pllis no
‘tonger in the court record. Attached to this letter is further information about steps you may
want to take to protect your personal information. We are also offering you two-years of
complimentary credit monitoring services from Transunion. Information on how to access those
services is aftached to this letter. '

The Attorney General’s Office takes the privacy of consumer personal information very
seriously and sincerely regrets that this occurred. We will continue to work with staff to



Exhibit A
STEPS YOU CAN TAKE TO PROTECT YOUR IDENTITY

Security freeze. A security freeze prohibits a credit reporting agency from releasing any
information from your credit report without written authorization. However, please be aware
that placing a security freeze on your credit report may delay, interfere with, or prevent the
timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. Under federal law, you cannot be charged to place, lift, or remove a
security freeze.

To place a security freeze on your file, you must contact each of the three major consumer
reporting agencies: Equifax (www.equifax.com); Experian {(www.experian.com); and TransUnion
(www.transunion.com). You may place a security freeze by mail, through each of the consumer
reporting agencies’ websites, or over the phone, using the contact information below:

Equifax Security Freeze Experian Security TransUnion Security Freeze
P.0. Box 105788 Freeze P.O. Box 9554 P.0O. Box 160

Atlanta, GA 30348 Alen, TX 75013 Woaodlyn, PA 19094
1-800-349-9960 1-888-397-3742 1-888-9509-8872
https://www.equifax.co https://www.experian https://www.transunion.com
m/personal/ credit- .com/freeze/ Jcredit-freeze
report-services/ ~ center.htm]

When requesting a security freeze, you will need to provide information to confirm your
identity. This may require providing include some or all of the following information to the
credit reporting agency:

1. Your full name {including middle initial as well as Ir., 5r., I, 1lI, etc.);

2. Social Seturity Number;

3. Date of birth;

4, If you have moved in the past five (5) years, the addresses where you have lived over

the prior five years;

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement,
or deed;

6. A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.);

7. Social Security Card, pay stub, or W2,

8. If you are a victim of identity theft, include a copy of either the police report,
investigative report, or complaint to a law enforcement agency concerning identity
theft.

A security freeze request made by phane or online will be effective within one year. Requests
by mail take up to three business days from when the bureau receives it. The credit reporting



CREDIT MONITORING ENROLLMENT INFORMATION

In response to the incident, we are providing you with access to Single Bureau Credit
Monitoring/Single Bureau Credit Report/Single Bureau Credit Score services at no charge. These
services provide you with alerts for twenty-four {24) months from the date of enroliment when
changes occur to your credit file. This notification is sent to you the same day that the change or
update takes place with the bureau. These services will be provided by Cyberscout through
Identity Force, a company specializing in fraud assistance and remediation services.

How do | enroll for the free services?
To enroll in- Credit Monitoring services at no charge, please log on to

https://secure.identityforce.com/benefit/massattygen and follow the instructions provided.
When prompted please provide the following unique code to receive services:—

In order for you to receive the monitoring services described above, you must enroll within 90
days from the date of this letter. The enrcliment requires an internet connection and e-mai
account and may not be available to minors under the age of 18 years of age. Please note that
when signing up for monitoring services, you may be asked to verify personal information for your
own protection to confirm your identity.
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| am writing to alert you of an incident involving your personal information. On or about
February 23, 2023, during a review of court files, it came to thé attention of AGO staff that
certain case pleadings filed by the AGO with the Superior Court Clerk’s office contained your
personal information in unredacted form. Specifically, your date of birth and social security
number were part of a court filing that the AGO filed with the Superior Court on or about
10/30/2019 in the matter of Commonwealth of Massachusetts vs. Safe Home Security Inc., Case
No. 1984CV03403 (Suffolk Sup. Ct.). '

We have determined that this incident was not the result of any system failure, compromise, or
attempts by external actors to steal data, but solely due to human error. Based on our
investigation, at no point were the Unredacted Pleadings or the Pll (personally-identifiable
infbrmation) within them displayed on the Superior Court’s online docket for the matter (at
www.masscourts.org). We also have no evidence that the unredacted Pil within the casefile
was disclosed to or viewed by anyone other than authorized AGO staff, court personnel, and
opposing counsel or their chent(s) Nor do we have any evidence of unauthorized access to or
use of the PII. '

While we have no evidence that your information has been misused or further disseminated,

we wanted to inform you as soon as possible of what happened and assure you that we are

taking steps to ensure this error does not occur again. We have also ensured that the Pliis no

longer in the court record. Attached to this letter is further information about steps you may

‘want to take to protect your personal information. We are also offering you two-years of

complimentary credit monitaring services from Transunion. Information on how to access those
" services is attached to this letter. .

The Attorhey General’s Office takes the privacy of consumer personal information very
seriously and sincerely regrets that this occurred. We will continue to work with staff to



_ Exhibit A
STEPS YOU CAN TAKE TO PROTECT YOUR IDENTITY -

Security freeze. A security freeze prohibits a credit reporting agency from releasing any
information from your credit report without written authorization. However, please be aware
that placing a security freeze on your credit report may delay, interfere with, or prevent the
timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. Under federal law, you cannot be charged to place, lift, or remove a
security freeze.

To place a security freeze on your file, you must contact each of the three major consumer
reporting agencies: Equifax (www.equifax.com); Experian (www.experian.com); and TransUnion
(www.transunion.com}. You may place a security freeze by mail, through each of the consumer
reporting agencies’ websites, or over the phone, using the contact information below:

Equifax Security Freeze Experian Security - TransUnion Security Freeze
£.0. Box 105788 Freeze P.0. Box 9554 P.O. Box 160

Atlanta, GA 30348 Allen, TX 75013 Woodiyn, PA 19094
1-800-349-9960 1-888-397-3742 1-888-909-8872
https://www.equifax.co https://www.experian https://www.transunion.com
m/personal/ credit- .com/freeze/ /credit-freeze
repori-services/ _ ‘center.htmi

When requesting a security freeze, you will need to provide information to confirm your
identity. This may require providing include some or all of the following information to the
credit reporting agency:

=

Your full name (including middle initial as well as Jr., Sr, 11, I}, ete.);
2. Social Security Number;

3. Date of birth; .
4

If you have moved in the past five {5) years, the addresses where you have lived over
the prior five years;

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement,
or deed;

6. Alegible photocopy of a governrheﬂt issued identification card (state driver’s license or
ID card, military identification, etc:); ‘

7. Social Security Card, pay stub, or W2;

8. If you are a victim of identity theft, include a copy of either the police report,
investigative report, or complaint to a law enforcement agency concerning identity
theft. '

A security freeze request made by phone or online will be effective within one year. Requests
by mail take up to three business days from when the bureau receives it. The credit reporting

3



CREDIT MONITORING ENROLLMENT INFORMATION

In response to the incident, we are providing you with access to Single Bureau Credit Monitering/Single
Bureau Credit Report/Single Bureau Credit Score services at no charge. These services provide you with
alerts for twenty-four {24) months from the date of enroliment when changes occur to your credit
file. This notification is sent to you the same day that the change or update takes place with the bureau.
These services will be provided by Cyberscout through Identity Force, a company specializing in fraud
assistance and remediation services.

How do | enroll for the free services?
To enroll in Credit Monitoring services at no charge, please log on to

https://secure.identityforce.com/benefit/massattygen and follow the instructions provided. When
prompted please provide the following unique code to receive services: ||

In order for you to receive the monitoring services described above, you must enrcli within 90 days from
the date of this letter, The enroliment requires an internet connection and e-mail account and may not
be available to minors under the age of 18 years of age. Please note that when signing up for monitoring
services, you may be asked to verify personal information for your own protection to confirm your
identity.
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| am writing to alert you of an incident involving your personal information. On or about
February 23, 2023, during a review of court files, it came to the attention of AGO staff that
certain case pleadings filed by the AGO with the Superior Court Clerk’s office contained your
personal information in unredacted form. Specifically, your date of hirth, social security
number, and last four digits of your credit card number were part of a court filing that the AGO
filed with the Superior Court on or about 11/26/2019 in the matter of Commonwealth of
Massachusetts vs. Safe Home Security Inc., Case No. 1984CV03403 (Suffolk Sup. Ct.). Please
note, your name was not revealed alongside this data.

We have determined that this incident was not the result of any system failure, compromise, or
attempts by external actors to steal data, but solely due to hu man error. Based on our
investigation, at no point were the Unredacted Pleadings or the Pll (personally-identifiable
information) within them displayed on the Superior Court’s online docket for the matter (at
www.masscourts.org). We also have no evidence that the unredacted PIl within the case file
was disclosed to or viewed by anyone other than authorized AGO staff, court personnel, and
opposing counsel or their client(s). Nor do we have any evidence of unauthorized access to or
use of the PIl.

While we have no evidence that your information has been misused or further disseminated,

we wanted to inform you as soon as possible of what happened and assure you that we are

taking steps to ensure this error does not occur again. We have also ensured that the Pliis no

longer in the court record. Attached to this letter is further information about steps you may

want to take to protect your personal information. We are also offering you two-years of -
complimentary credit monitoring services from Transunion. Information on how to access those

services is attached to this letter.



Exhibit A |
~ STEPS YOU CAN TAKE TO PROTECT YOUR IDENTITY

Security freeze. A security freeze prohibits a credit reporting agency from releasing any

information from your-credit report without written authorization. However, please be aware

that placing a security freeze on your credit report may delay, interfere with, or prevent the

timely approval of any requests you make for new loans, credit mortgages, employment,

~ housing or other services. Under federal law, you cannot be charged to place, lift, or remove a
security freeze. -

To place a security freeze on ydur file, you must contact each of the three major consumer
reporting agencies: Equifax (www.equifax.com); Experian (www.experian.com); and TransUnion
{www transunion.com). You may place a security freeze by mail, through each of the consumer
reporting agencies’ websites, or over the phone, using the contact information below:

Equifax Security Freeze. Experian Security : TransUnion Security Freeze
P.O. Box 105788 Freeze P.0. Box 9554 P.O. Box 160

Atlanta, GA 30348 Allen, TX 75013 Woaodlyn, PA 19094
1-800-349-9960 1-888-397-3742 1-888-909-8872
https://www.equifax.co https://www.experian https://www.transunion.com
m/personal/ credit- .com/freeze/ Jeredit-freeze

report-sefvices/ - center.html

 When requesting a security freeze, you will need to provide information to confirm your
identity. This may require providing include some or all of the following information to the
credit reporting agency: : '

1. Your full name (including middle initial as well as Jr., Sr., I, 1ll, etc.);
Social Security Number;

2
3. Date of birth;
4

+

If you have moved in the past five (5) years, the addresses where you have lived over
the prior five years; '

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement,
or deed; ' ‘

6. A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.);

7. Social Security Card, pay stuB, or W2;

8. If you are a victim of identity theft, include a copy of either the police report,
investigative report, or complaint to a law enforcement agency concerning identity
theft.

A security freeze request made by phone or online will be effective within one year. Requests
by mail take up to three business days from when the bureau receives it. The credit reporting



CREDIT MONITORING ENROLLMENT INFORMATION

In response to the incident, we are providing you with access to Single Bureau Credit Monitoring/Single
Bureau Credit Report/Single Bureau Credit Score services at no charge. These services provide you with
alerts for twenty-four {24) months from the date of enrollment when changes occur to your credit
file. This notification is sent to you the same day that the change or update takes place with the bureau.
These services will be provided by Cyberscout through Identity Force, a company specializing in fraud
assistance and remediation services.

How do | enroll for the free services? :
To enroll in Credit Monitoring services at no charge, please log on to

https://secure.identityforce.com/benefit/massattygen and follow the instructions provided. When
prompted please provide the following unique code to receive services: | SESEE

in order for you to receive the monitoring services described above, you must enroll within 90 days from
the date of this letter. The enrollment requires an internet connection and e-mail account and may not
be available to minors under the age of 18 years of age. Please note that when signing up for monitoring
services, you may be asked to verify personal information for your own protection to confirm your
identity.
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| am writing to alert you of an incident involving your personal information. On or about
February 23, 2023, during a review of court files, it came to the attention of AGO staff that
certain case pleadings filed by the AGO with the Superior Court Clerk’s office contained your
personal infermation in unredacted form, Specifically, your date of birth, social security
number, and last four digits of your credit card number were part of a court filing that the AGO
filed with the Superior Court on or about 11/26/2019 in the matter of Commonwealth of
Massachusetts vs. Safe Home Security Inc., Case No, 1984Cv03403 (Suffolk Sup. Ct.). Please
nate, your name was not revealed alongside this data.

We have determined that this incident was not the result of any system failure, compromise, or
attempts by external actors to steai data, but solely due to human error. Based on our
investigation, at no point were the Unredacted Pleadings or the Pil {personally-identifiable
information) within them displayed on the Superior Court’s online docket for the matter (at
www.masscourts.org). We also have no evidence that the unredacted PIl within the case file
was disclosed to or viewed by anyone other than authorized AGO staff, court personnel, and
opposing counsel or their client(s). Nor do we have any evidence of unauthorized access to or
use of the PII. ' | -

While we have no evidence that your information has been misused or further disseminated,
we wanted to inform you as soon as possible of what happened and assure you that we are
‘taking steps to ensure this error does not occur again. We have also ensured that the Pllis no
longer in the court record. Attached to this letter is further information about steps you may
want to take to protect your personal information. We are also offering you two-years of
complimentary credit monitoring services from Transunion. Information on how to access those
services is attached to this letter.



Exhibit A
STEPS YOU CAN TAKE TO PROTECT YOUR IDENTITY

Security freeze. A security freeze prohibits a credit reporting agency from releasing any
information from your credit report without written authorization. However, please be aware
that placing a security freeze on your credit report may delay, interfere with, or prevent the
timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. Under federal law, you cannot be charged to place, lift, or remove a
security freeze.

To place a security freeze on your file, you must contact each of the three major consumer
reporting agencies: Equifax (www.equifax.com); Experian {www.experian.com); and TransUnicn
{www.transunion.com). You may place a security freeze by mail, through each of the consumer
reporting agencies’ websites, or over the phone, using the contact information below:

Equifax Security Freeze Experian Security TransUnion Security Freeze
P.O. Box 105788 Freeze P.0C. Box 9554 P.0O. Box 160

Atlanta, GA 30348 Alen, TX 75013 Woodlyn, PA 19094
1-800-349-9960 1-888-397-3742 1-888-908-8872
https://www.equifax.co https://www.expetian https://www.transunion.com
m/personal/ credit- .com/freeze/ [eredit-freeze
.repart-services/ center.html

When requesting a security freeze, you will need to provide information to confirm your
identity. This may require providing include some or all of the following information to the
credit reporting agency: : '

1. Your full name (including middie initial as well as Jr., Sr., 11, ill, etc.);
2. Social Security Number; '

3. Date of birth;
4

If you have moved in the past five (5) years, the addresses where you have lived over
the prior five years;

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement,
or deed;

6. Alegible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.);

7. Social Security Card, pay stub, or W2;

8. If you are a victim of identity theft, include a copy of either the police report,

investigative report, or complaint to a law enforcement agency concerning identity
theft.

A security freeze request made by phone or online will be effective within one year. Requests
by mail take up to three business days from when the bureau receives it. The credit reporting



CREDIT MONITORING ENROLLMENT INFORMATION

In response to the incident, we are providing you with access to Single Bureau Credit Monitoring/Single
Bureau Credit Report/Single Bureau Credit Score services at no charge. These services provide you with
alerts for twenty-four {24) months from the date of enrollment when changes occur to your credit
file. This notification is sent to you the same day that the change or update takes place with the bureau.
These services will be provided by Cyberscout through Identity Force, a company specializing in fraud
assistance and remediation setvices.

How do 1 enroll for the free services?

To enroll in Credit Monitoring services at no charge, please log on to
https://secure.identityforce.com/henefit/massattygen and follow the instructions provided. When
prompted please provide the following unique code to receive services: |

In order for you to receive the monitoring services described above, you must enroll within 90 days from
the date of this letter. The enrollment requires an internet connection and e-mail account and may not
he available to minors under the age of 18 years of age. Please note that when signing up for monitoring
services, you may he asked to verify personal information for your own protection to confirm your
identity.





