
APD{2752856760}

FFFFTTAATATFDTTDDTTADFDTTDFDDDTTFTTAADTDTFAAFDADDTFATTTDTTFFDATTT

P.O. Box 3404, Kingsport, TN 37664

NOTICE OF SECURITY INCIDENT / DATA BREACH

Dear First Last:

Intellihartx, LLC (“ITx”) is a leading Healthcare Revenue Cycle company focused on healthcare clients.  uses our 
services as part of its medical and/or clinic practices. ITx is writing to notify you of an incident that may affect the privacy of some of 
your information. We take this incident seriously, and this letter provides details of the incident, our response, and steps you may take 
to better protect against possible misuse of your personal information, should you feel it is appropriate to do so.

What Happened? On February 2, 2023, ITx discovered that its secure file transfer protocol provider, Fortra, was subject to a data 
privacy event that potentially impacted certain medical providers’ information, including  patient information
(“Fortra Event”). We promptly launched an investigation to determine the nature and scope of the Fortra Event. On March 24, 2023, 
we completed our initial review of the logs provided to us by Fortra. We completed a further review of the additional logs provided by 
Fortra, as well as correspondence with the unauthorized party, to determine the scope of impacted information on May 10, 2023. We 
then undertook a comprehensive review of the data to determine what information was affected and to whom that information related. 
This review was completed on May 19, 2023. 

We provided an initial notice to  on April 11, 2023. Although there is no evidence of misuse of your information, we 
are notifying all individuals with sensitive information stored in the affected systems and providing the protection identified below.

What Information Was Involved? Based on information provided by Fortra, it was determined that one or more of the following 
information may have been present in the affected systems at the time of the Fortra Event: your name, address, medical billing and 
insurance information, certain medical information such as diagnoses and medication, and demographic information such as date of 
birth and Social Security number. No individual’s financial information was impacted by the Fortra Event.

What We Are Doing. ITx takes the confidentiality, privacy, and security of information in our care seriously. Upon discovery of the 
Fortra Event, we promptly commenced an investigation to confirm the nature and scope of the Fortra Event. To protect against an 
incident like this from reoccurring, Fortra informed us that it has deleted the unauthorized party’s accounts, rebuilt the secure file 
transfer platform with system limitations and restrictions, and produced a patch for the software. ITx has also implemented additional 
security measures, including immediate steps to implement measures to harden the security of ITx’s use of the GoAnywhere platform. 
Both ITx and Fortra have notified federal law enforcement about the Fortra Event and are cooperating with law enforcement’s 
investigation of the Fortra Event. Moreover, as an added precaution, we are offering complimentary access to two years of credit 
monitoring and identity restoration services to you. While this service is free to you, you must enroll on your own using the 
instructions below.

What You Can Do. We encourage you to remain vigilant against incidents of identity theft and fraud by reviewing your account 
statements and monitoring your free credit reports for suspicious activity. You can also review the enclosed Steps You Can Take to 
Help Protect Personal Information.

For More Information. If you have additional questions, please call our dedicated assistance line at 833-901-4622 (toll free),
Monday through Friday, from 9 am - 9 pm Eastern Time (excluding U.S. holidays).  You may write to ITx at P.O. Box 3404,
Kingsport, TN 37664-3404 with any additional questions you may have.

Sincerely, 

Michael S. Moss
Chief Strategy Officer
www.itxcompanies.com

First Last
123 Main St.
City, ST 31533
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