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Harvard Pilgrim Health Care (“Harvard Pilgrim”) is writing to inform you of a cybersecurity incident that may involve your
personal information and/or protected health information. We are not aware of any misuse of your personal information or
protected health information as a result of this incident. We are providing information about the measures Harvard Pilgrim
has taken in response to the incident, and steps you can take to help protect yourself against possible misuse of information.

What Happened

Harvard Pilgrim is a subcontractor of Health Plans, Inc. (“HPI”), and we provide services to support the administration
of health plans offered by HPI, which includes claims pricing, provider eligibility validation, and fraud, waste, and abuse
analysis. On April 17, 2023, Harvard Pilgrim discovered it was the victim of a cybersecurity ransomware incident that
impacted systems used to service clients, including HPI. After detecting the unauthorized party, we proactively took
our systems offline to contain the threat. We notified law enforcement and regulators and are working with third-party
cybersecurity experts to conduct a thorough investigation into this incident and remediate the situation.

We take the privacy and security of the data entrusted to us seriously. We are continuing our active investigation and
conducting extensive system reviews and analysis before we can resume our normal business operations. Unfortunately, the
investigation identified signs that data was copied and taken from Harvard Pilgrim systems from March 28, 2023, to April
17, 2023. On May 17, 2023, we determined that the files at issue may contain HPI personal information and/or protected

health information.

What Information Was Involved

The personal information and/or protected health information in the files at issue may include your name, physical address(es),

phone number(s), date of birth, health insurance account information, Social Security number, and clinical information (e.g.,

medical history, diagnoses, treatment, dates of service, and provider names). Harvard Pilgrim is not aware of any misuse of
your personal information or protected health information as a result of this incident.

What We Are Doing

As explained above, Harvard Pilgrim took immediate steps to secure its systems and engaged third-party forensic experts
to assist in the investigation. Further, in response to this incident, we implemented and/or are continuing to implement
additional cybersecurity safeguards to our existing robust infrastructure to better minimize the likelihood of this type of

event occurring again.

What You Can Do

We recommend that you remain vigilant, monitor and review all of your financial and account statements and explanations
of benefits, and report any unusual activity to the institution that issued the record and to law enforcement. You may also
review the guidance contained in Steps You Can Take to Protect Personal Information.

Additionally, Harvard Pilgrim is providing you with the opportunity to register for two (2) years of complimentary credit
monitoring and identity protection services through IDX. Although we are making these services available to you, we are











