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Dear

The National Student Clearinghou e (the “Clearinghou €”)i writing to notify
you of a cybersecurity issue that affects certain personal data maintained by
the Clearinghou e on behalf of your organization

A you may be aware, third party oftware provider Progre  Software re
cently announced a security vulnerability related to its MOVEit Transfer prod-
uct, potentially affecting thou and of organization worldwide MOVEit
Transfer is a tool used by many organizations, including the Clearinghouse,
to upport the tran fer of data file According to Progre  Software, unau
thorized actors discovered a vulnerability in the MOVEit Transfer software
that could allow unauthorized acce to file being tran ferred u ing the tool

Upon learning of this vulnerability, the Clearinghouse promptly launched an
inve tigation and took tep to ecure ourrelevant y tem , including imple
menting patches to the MOVEit software pursuant to Progress Software’s in-

truction We reported thei ue to law enforcement and have been working
with leading cybersecurity experts to understand the issue’s impact on our or-
ganization We have followed, and will continue to follow, recommended
guidelines to protect the security of your data and our systems in connection
with the i ue

https://go.studentclearinghouse.org/webmail/310171/1403471727/efaa6067657dc26be7b614a7872d2da2aabc2be312929¢7bec7d87f3ef093cfd
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Based on our ongoing investigation, we believe that an unauthorized party
obtained certain files transferred through the MOVEit Transfer tool, including
files containing personal data that the Clearinghouse maintains on behalf of
your organization. We have no evidence that the unauthorized party was
specifically targeting your organization’s data on our systems.

While our investigation remains ongoing, we have initiated a review of the af-
fected files and will follow up with additional information regarding the impact
to your organization, including a list of individuals whose personal data is
identified in the relevant files and the types of data that generally were af-
fected. We are prepared to assist your organization in responding to this is-
sue. Although the Clearinghouse is not able to provide you with legal advice
regarding the issue or any related legal notification obligations, if you deter-
mine that your organization is required by law to report the issue to affected
individuals and regulators, the Clearinghouse will send notification on your
organization’s behalf if you would like us to do so. Accordingly, we will follow
up with additional information on our offer to assist with notification and how
we will coordinate these efforts with your organization.

If you have any questions, please email inquirie @_tudentclearinghou e org

We regret that your organization was affected by this issue.

Sincerely,

Ricardo D. Torres, President & CEO
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