Aven Financial, Inc.
548 Market Street, #99555
San Francisco, CA 94104

<<Name 1>> <<Name 2>> Notice of Data Breach

<<Address 1>> <<Address 2>> Important Information
<<City>><<State>><<Zip>> Please Review Carefully

. <<Date>>
Dear <<Name |>>:

Aven Financial, Inc. (“Aven”) is committed to protecting the personal information we collect and
maintain. We are writing to notify you of a data security incident that may have involved some of your
personal information. We apologize for any inconvenience this may cause you. While we have no
evidence that any personal information was compromised, we wanted to inform you of this event out of
an abundance of cantion, This notice explaing the incident, measures we have taken, and some steps you
may consider taking in response,

Aven was recently informed by a security researcher that he was able fo access an internal,
in-development storage systemn containing personal information, through a temporary vulnerability in that
systern. Aven took iromediate steps to secure that system. Below is the timeline of events:

¢ On Tuly 17, 2023, a security researcher gained unauthorized access to that system, and within 45
minutes, informed Aven of this vulnerability

e Within 45 minutes of learning of this vulnerability, on that same day, Aven remediated and
eliminated the risk of futare access throngh that vulnerability

o We defermined that the only person to access the vulnerability was the security researcher, who is
actively cooperating with Aven

‘We have taken further steps to heighten the security of your imformation and our systems, including the
launch of a bug bounty program to continuously identify risks as part of Aven’s security research
program., '

‘We are offering you a comphmentary twenty-four month subscription fo credit protection services. For
more information on these services, including instructions on how to activate your cornplimentary
subscription, please visit the website below and also see the additional information provided with this
letter.

We are always commitied to mamtammg the privacy and security of personal information. Please see
below for responses to frequently asked questions.

What Happened?

On Tuly 17, 2023, Aven was informed by a third-party security researcher who is affiliated with 2
well-known security research platform that he was able to access an in-development storage system
containing personal information. Aven remediated and eliminated the vulnerability within 45 minutes of
learning of it. We are thankful that the security researcher disclosed this prompily.

What Information was Involved?
Information that may have been involved includes your name, SSN date of birth, and other information.
No passwords were accessed as part of this incident.
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What We Are Doing. -

Our immediate investigation established that the secunty researcher was the only person to access these
* files; no other unauthorized person accessed the data. Although we climinated that risk within 45 minutes
of learning of this vulnerability from the researcher, we continus to always invest in additional technical
safegnards to prevent firture incidents.

What You Can Do,

While no passwords were accessed as part of this incident, cybersecurity experts recommend changing
passwords every 90 days. Consider placing a Fraud Alert and/or Security Preeze on your credit files, and
applying multi-factor authentication on your financial accounts, Additionally, you should always remain
vigilant in reviewing your financial account staternents and credit reports for fraudulent or lrregular
activity on a regular basis,

For More Information.

If you have any further questions regarding this incident, please visit hitps://www.aven.com/datasupport
1o schedule a toll-free call on our dedicated and confidential response line through the link provided. This
response ling is staffed with professionals familiar with this incident, and knowledgeable on what you can
do to protect your information. The response line appeintments are Monday through Friday, from 9 a.m.
to 3 p.m. Pacific.

Sincerely,

Aven Financial, inc.
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—~ OTHER IMPORTANT INFORMATION —
Enro in Complimetitary 24-Month Credit Monitoring.

To enroll in credit protection services, please visit https://www. avenadvxsor com/ereditprotection to
register through the link provided.

Placine a Fraud Alert o Credit File.

Whether or not you choose to use the complimentary 24-month credit monitoring services, we

~ recommend that you place an initial one-year “Fraud Alert” on your credit files, at no charge. A fraud
alert tells creditors to contact you personally before they open any new accounts. To place a fraud alert,
call any one of the three major éredit bureans at the mumbers listed below, As soon as one credit bureaun
confirms your fraud alert, they will notify the others,

Bquifax Experian : TransUnion

P.0. Box 105069 P.O. Box 9554 Fraud Victim Assistance Departme.nt
Aflanta, GA 30348-5069 Allen, TX 75013 P.0. Box 2000
https:/fwerw equifioc comfpersonaliereditr  htipg:  oXperian oo Chester, PA. 19016-2000
sport-seryices/credit-fraud-aledy/ genfer.hinal https:/fwww transunion, com/fraud-alerts
{R00) 525-6285 : (888) 397-3742 (BOO) 680-7289

Consider Placing a Secarity Freeze 611 Your Credit File.

I you are very concerned about becoming a victim of frand or identity theft, you may request a “Security
Freeze” be placed on your credit file, at no charge, A security freeze prohibits, with certain specific
exceptions, the consumer reporting agencies from releasing your credit report ot any information from it
without your express authorization. You may place a security freeze on your credit report by contacting

all three national credit reporting companies using the information below and following the stated
directions, or by sending a request in writing, by mail, again to all three credit reporting companies;

Equifux Security Freeze Experian Securily Freeze . TransUnion Security Freeze

E.C. Box 105788 P.O. Box 9554 P.O. Box 160

Atlanta, (A 30348-5788 Allen, TX 75013 ‘Woodlyn, PA 19094

https:/ferww.equifax com/personaliore  http://experian.com/freeze bitps://wewiransution.com/credit-frecze
‘dit-report-services/oredit-freere/ (888} 397-3742 {888) 505-8872 '

(888)-298-0045

In order to place the security freeze, you’ll need to supply your name, address, DOB, SSN and other
personal information. After receiving your freeze request, cach credit reporting company will send you a
confirmation Jetter containing a nnique PIN (personal identification number) or password. Keep the PIN
or password in a safe place. You will need it if you choose to Jift the freeze.

If your personal information has been used to file a false tax returs, to open an account or fo attempt to
open an account in your name or to commit fraud or other crizies against you, you may file a police report
in the City in which you currently reside. :

if yoﬁ do place a security freeze prior to enrolling in the credit protection services as described above,
you will need to remove the frecze in order to sign up for the credit protection services. After you sign up
for the services, you may refreeze your credit file. :
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Obtaining 2 Free Credit Report,

Under federal law, you are entitied to one free credit report every 12 months from gach of the above three
major nationwide credit reporting eompavies. Call 1-877-322-8228 or request your free credit reports
online at www.annualereditreport.com. Once you receive your credit reports, review them for
discrepancies. Identify any acconnts you did not open or inquiries from creditors that you did not
anthorize, Verify all information ig correct. If you have questions or notice incorrect mforma!:mn, contact
the credit reporting company.

A Summary of Your Rights under the Fair Credit Reporting Act.

The federal Fair Credit Reporting Act (FCRA) promotes-the accuracy, fairness, and privacy of
information in the files of consumer reporting agencies. There are many types of consumer reporting
agencies, including credit bureaus and specialty agencies (such as agencies that sell information about
check writing histories, medical records, and rental history tecords). Here is a summary of your major
rights under FCRA. For more information, including information about additional rights, go to
www.consumetfinance.gov/leammore or write to: Consumer Financial Protection Bureau, 1700 G Street
N.W., Washington, IC 20552, '

‘You must be told if information in your file has been used against you.
" You have the right to know what is in your file.

You have the right to ask for a credit score.

Yo have the right to d.lspute incomplete or inaccurate information.

Consumer reporting agencies must correct or delete inaccurate, incomplete, or unvenﬁable .

information,

Consumer reporting agencies may not report outdated negative information.

Access to your file is limited.

You must give your consent for reports fo be provided to employers.

You may limit “prescreened” offers of credit and insurance you get based on information in your

credit report. :

You have a right to place a “security freeze™ on your credit report.

You may seek damages from violatoss.
© Identity theft victims and active duty military personnel have additional rights. In addition, you
have the right to request that each of the three consumer reporting agencies listed below send you
a free copy of your credit reports once every twelve months for your review.

Additional Helpful Resources.
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Even if you do not find any suspicious activity on your initial credit reports, the Federal Trade
Commiission (FTC) recommends that you check your credit reports periodically. Identity thieves may
wait to use stolen personal information at different times. Checking your credit report periodically can
help you spot problems and address them quickly. :

If you find suspicious activity on your credit reports or have reason to believe your information is being
misused, call your local law enforcement agency and file a police report. Be sure to obtain a copy of the
police repott, as many creditors will want the information it contains to absolve you of the frandulent
debts. Please also call the consumer teporting agency at the phone mumber on the yeport. Please also
notify us of the suspicious activity. You may also file a complaint with the FTC by contacting them on
the web at www.fic.gov/idtheft, by phone at 1-877-IDTHEFT (1-877-438-4338), ot by mail at Federal
Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washingion, DC 20580,
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Your complaint will be added to the FTC’s Identity Theft Data Clearinghouse, where it will be accessible
to law enforcement for their investigations, In addition, you may obtain information from the FTC about
frand alerts and security freezes. ’

Tf this notice letter states that your bank account information was impacted, we recommend that you
contact your financial institution to inquire about steps to take to protect your account,

For M New Yo i idents: You may alsc contact and obtain information about

identity theft from your state atiorney general at:
¢  Maryland Attorney General’s Office, 200 St. Paul Place, Baltimore, MDD 21202
Main number: 410-576-6300 or Toll-free: 1-888-743-0023 (http://www.marvlandattorneygeneral. sov)
¢ New York Attorney General’s Office, Bureau of Internet and Technology
- Belpline: 1-800-771-7755 (https./agn internet/resource-center)

® - NYS Department of State's Division of Consumer Protection

Helpline: 1-800-697-1220 hitps:/fwww.dos.ny gov/consumerprotection)

®  North Carolina Atterney General’s Office, 9001 Mai] Service Centre, Raleigh, NC 27699
Mauin aumber: 1-919-716-6000 or Toll-free: i-877-566-7226 (www.ncdoj,gov)

For Massachuseits Residents: Under Massachusetts law, you also have the right to obtain a police teport,
if applicable, in regard to this incident. If you are the victim of identity theft, you also have the right to
file a police report and obtain a copy of it. '

* For lowa, Oregon, and Rhode Island Residents: You may also report suspected identity theft to your

state’s local law enforcement or your state’s attorney general at:

e Office of the Attorney General of Yowa, Consumer Protection Division
Hoover State Office Building, 1305 E. Walnut Street, Des Moines, Towa 50319-0106
Main muteber: 515-281-5926 or Toll-free: 1-888-777-4590 (consumer@ag.iowa.gov)
& Oregon Attorney General’s Office
' Main mumber (877) 877-9392 (htfps:/www.doj.state.orus)’
® Rhede Island Attorney General’s Office, 150 South Main Street, Providence, Rhode Islaud 02963

Main mumber: {(401) 274-4400 (hitp://wwwriag.ii.gov)



