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[Orig in a l Zip  Co d e ] 

RE: NOTICE OF DATA BREACH AND STEPS YOU CAN TAKE TO PROTECT YOUR INFORMATION

De a r Va lu e d  HAVI Te a m  Me m b e r, 

W e  h e re  a t  Vita lit y, a  ve n d o r th a t  HAVI e n g a g e d  t o  p ro vid e  e m p lo ye e  w e lln e ss  se rvice s , a re  w rit in g  t o  in fo rm
yo u  t h a t  w e  w e re  re ce n t ly im p a c te d  b y a  cyb e rse cu rit y vu ln e ra b ilit y in  a  t h ird -p a rt y file  t ra n sfe r so ftw a re  w e  
u se  ca lle d  MOVEit . Th is  is  a  w id e sp re a d  in c id e n t  t h a t  h a s  im p a c te d  h u n d re d s  o f co m p a n ie s  a n d  s ta t e
a g e n c ie s t h a t  u se  MOVEit  fo r e xch a n g in g  b u sin e ss  a n d  b a n kin g  in fo rm a t io n . Ba se d  o n  ou r in ve st ig a t io n , it
a p p e a rs t h a t  som e  cu rre n t  a n d  fo rm e r HAVI co lle a g u e s  m a y h a ve  h a d  p e rso n a l in fo rm a t ion  im p a c t e d  b y t h is
in c id e n t . 

P le a se  re a d  b e lo w  fo r a d d it io n a l in fo rm a t io n  a b o u t  w h a t  h a p p e n e d , t h e  s t e p s  t h a t  a re  b e in g  t a ke n  to  
re m e d ia t e  t h is in c id e n t , a s  w e ll a s  s t e p s yo u  ca n  ta ke  t o  p ro te c t  yo u r in fo rm a t io n . 

What happened  
Ba se d  o n  o u r in ve st ig a t io n  a n d  co m m u n ica t io n s w it h  MOVEit , w e  le a rn e d  t h a t  MOVEit  e xp e rie n ce d  a  se cu rit y 
vu ln e ra b ilit y o n  Ma y 30 , 20 23. Ou r in te rn a l se cu rit y p e rso n n e l id e n t ifie d  t h is  risk a t  a p p roxim a te ly 11:30  a .m . 
Ce n t ra l Sta n d a rd  Tim e  o n  Ju n e  1. W ith in  m in u te s o f b e co m in g  a w a re  of t h e  vu ln e ra b ilit y, w e  im m e d ia t e ly 
d isco n n e c te d  t h e  MOVEit  softw a re  se rve r. Th is p re ve n te d  a ll p u b lic  a cce ss  t o  t h e  se rve r a n d  re m o ve d  t h e  
kn o w n  e xp lo ita b le  risk.  

Aft e r re vie w in g  t h e  in c id e n t , w e  id e n t ifie d  a  tw o-h o u r sp a n  in  w h ich  t h e  vu ln e ra b ilit y a llow e d  t h e  
u n a u th o rize d  t h ird  p a rt y t o  a cce ss t h e  se rve r t h a t  u t ilize s  t h e  MOVEit  so ftw a re . W e  to o k im m e d ia t e  a c t io n
a n d  te m p o ra rily d isa b le d  a cce ss  t o  MOVEit  t o  p ro t e c t  ou r m e m b e rs’ d a ta  p riva cy a n d  b e g a n  fo re n sics
in ve st ig a t io n s t o  e va lu a t e  a n y im p a c t . On  Ju n e  12, 20 23, w e  n o t ifie d  HAVI t h a t  w e  h a d  co n firm e d  a
cyb e rse cu rit y in c id e n t  im p a c t in g  HAVI e m p lo ye e s a n d  t h e ir p e rso n a l in fo rm a t io n  h a d  o ccu rre d . 

What information was involved
Ba se d  o n  o u r in ve st ig a t io n , t h e  p e rso n a l in form a t io n  in vo lve d  in c lu d e s  firs t  a n d  la s t  n a m e , so c ia l se cu rit y 
n u m b e rs (w h ich  m a y b e  co n sid e re d  “p ro t e c t e d  h e a lt h  in fo rm a t io n ” in  t h is  co n te xt ) a n d , in  so m e  ca se s (b u t  
n o t  a ll) m a y a lso  in c lu d e  d a te  o f b irt h  a n d  so m e  d e m o g ra p h ic  in fo rm a t io n  (su ch  a s  g e n d e r).  

What we are doing  
To  p ro t e c t  a g a in s t  s im ila r a t t a cks , Vit a lit y h a s  im p le m e n te d  va rio u s  se cu rit y ch a n g e s  t o  s t re n g t h e n  o u r 
sys t e m s a g a in s t  p o te n t ia l in t ru s io n s . In  a d d it io n , w e  a re  co op e ra t in g  w it h  HAVI a s  it  co n d u c t s  a d d it io n a l 
a sse ssm e n t  o f o u r t e ch n ica l se cu rit y m e a su re s  to  e n su re  t h a t  w e  h a ve  b e e n  p ro vid in g  a n d  w ill co n t in u e  t o  
p ro vid e  t h e  se cu rit y m e a su re s p ro m ise d  t o  HAVI a n d  t o  h e lp  e n su re  t h is t yp e  o f in c id e n t  d o e s n o t  h a p p e n  
a g a in . W e  a re  a lso  ta kin g  a d d it io n a l s t e p s  t o  im p ro ve  o u r se cu rit y m e ch a n ism s. HAVI is  a lso  re vie w in g  t h e ir 
o w n  in te rn a l p o lic ie s , p roce d u re s , a n d  p ro ce sse s re la te d  t o  su p p ly ch a in  cyb e rse cu rit y risk m a n a g e m e n t  t o  
h e lp  e n su re  t h e ir ve n d o rs a re  p ro p e rly p ro t e c t in g  p e rso n a l in fo rm a t io n  a n d  a re  o n ly p ro vid e d  p e rso n a l 
in fo rm a t io n  in  a  ve ry lim it e d  ca p a c it y. Th is  re vie w  w ill b e  in  a d d it io n  t o  t h e  HAVI’s  re g u la r a n d  o n g o in g  re vie w s 
o f t h e ir p o lic ie s a n d  p ro ce d u re s . HAVI co n t in u e s t o  e va lu a t e  w a ys t o  e n h a n ce  p ro te c t io n  yo u r p e rso n a l 
in fo rm a t io n . 
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In  a d d it io n , yo u  a re  b e in g  p ro vid e d  tw o ye a rs  o f fre e  id e n t it y t h e ft  p ro t e c t io n  a n d  c re d it  m on it o rin g  t h ro u g h  
Exp e ria n . P le a se  se e  b e lo w  fo r m o re  in fo rm a t io n . 
 
What you can do  
As with any data security incident, we encourage you to continue to be vigilant a bout monitoring your 
personally identifiable information, in particular your credit report information and financial accounts, to 
protect against fraudulent activity. Please also take care and attention when submitting tax returns to protect 
against possib le fraudulent submissions made on your behalf.  
 
To assist you with monitoring your credit during this time you are entitled to, free of charge, two years’ worth 
of identity theft protection and credit monitoring through Experian. In order to enroll in your  complimentary 
membership, we need you to contact Experian no later than 10/31/2023 by visiting 
https://www.experianidworks.com/credit , and providing the following activation code: [Activation code ]. 
Please review the attachment to this letter (Steps You C an Take to Further Protect Your Information) for 
further details on how to activate your complimentary 24 -month membership of Experian’s® IdentityWorks SM, 
as well as additional steps you can take to protect your information.  

 
For More Information  
We sincerely regret the concern this may cause, and deeply appreciate your support as we work to resolve it. 
Should you have questions or concerns regarding this matter, please do not hesitate to contact your HAVI 
point of contact Jen Sitrick at jen.sitrick@h avi.com. Additionally, you can reach out to Experian at (800) 984 -
8152 and for Spanish at (800) 984 -8308 between the hours of 6 a.m. to 8 p.m. PT and Saturday through Sunday 
from 8 a.m. to 5 p.m. PT (excluding major US holidays). Please be prepared to refe rence engagement number 
B090569 when speaking to an agent.  
 
Sincerely,  

 
Lauren Prorok  
SVP, General Counsel  
Vita lit y Gro u p   
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STEPS YOU CAN TAKE TO FURTHER PROTECT YOUR INFORMATION  
To help protect your identity, we are offering a complimentary 24 -month memb ership of Experian’s®  
IdentityWorks SM.  This product provides you with superior identity detection and resolution of identity 
theft.   To activate your membership and start monitoring your personal information please follow the steps 
below:  

• En su re  t h a t  yo u  enroll by : October 31, 2023 (You r co d e  w ill n o t  w ork a fte r t h is  d a t e .) 
• Visit  t h e  Exp e ria n  Id e n t it yW o rks  w e b site  to  e n ro ll:  h t t p s ://w w w .e xp e ria n id w o rks .co m /c re d it  
• P ro vid e  yo u r activation code : [activation code ]  

 
If yo u  h a ve  q u e st io n s  a b o u t  t h e  p ro d u c t , n e e d  a ss is t a n ce  w ith  Id e n t it y Re st o ra t io n  t h a t  a rose  a s  a  re su lt  o f t h is  
in c id e n t , o r w o u ld  like  a n  a lte rn a t ive  t o  e n ro llin g  in  Exp e ria n  Id e n t it yW o rks  o n lin e , p le a se  co n t a c t  Exp e ria n ’s 
cu sto m e r ca re  t e a m  a t  8 33-90 1-4 630  b y Oc to b e r 31, 20 23. Be  p re p a re d  t o  p ro vid e  e n g a g e m e n t  n u m b e r 
B096642  a s  p roo f o f e lig ib ilit y fo r t h e  Id e n t it y Re sto ra t io n  se rvice s  b y Exp e ria n . 
 
Additional detail s regarding your 24 -month Experian IdentityWorks Membership:  
 
A c re d it  ca rd  is  not  re q u ire d  for e n ro llm e n t  in  Exp e ria n  Id e n t it yW o rks . Yo u  ca n  co n t a c t  Exp e ria n  immediately  
re g a rd in g  a n y fra u d  issu e s , a n d  h a ve  a cce ss t o  t h e  fo llow in g  fe a t u re s o n ce  yo u  e n ro ll in  Exp e ria n  
Id e n t it yW o rks:   
 

• Experian credit report at signup: Se e  w h a t  in fo rm a t io n  is  a sso c ia te d  w ith  yo u r c re d it  file .  Da ily 
c re d it  re p o rt s a re  a va ila b le  fo r o n lin e  m e m b e rs  o n ly.* 

• Credit Monitoring:  Ac t ive ly m o n ito rs  Exp e ria n  file  fo r in d ica to rs  o f fra u d . 
• Identity Restoration: Id e n t it y Re sto ra t io n  a g e n t s a re  im m e d ia t e ly a va ila b le  t o  h e lp  yo u  a d d re ss  

c re d it  a n d  n o n -c re d it  re la t e d  fra u d . 
• Experian IdentityWorks ExtendCARE TM:  Yo u  re ce ive  t h e  sa m e  h ig h -le ve l o f Id e n t it y Re sto ra t io n  

su p p o rt  e ve n  a fte r you r Exp e ria n  Id e n t it yW orks  m e m b e rsh ip  h a s e xp ire d . 
• Up to $1 Million Identity Theft Insurance**:  P ro vid e s co ve ra g e  fo r ce rta in  co sts  a n d  u n a u t h o rize d  

e le c t ro n ic  fu n d  t ra n sfe rs . 
 
If yo u  b e lie ve  t h e re  w a s  fra u d u le n t  u se  of yo u r in fo rm a t io n  a n d  w ou ld  like  t o  d iscu ss  h ow  yo u  m a y b e  a b le  t o  
re so lve  t h o se  issu e s , p le a se  re a ch  o u t  t o  a n  Exp e ria n  a g e n t  a t  8 33-90 1-4 630 . If, a fte r d iscu ss in g  yo u r s it u a t io n  
w ith  a n  a g e n t , it  is  d e t e rm in e d  t h a t  Id e n t it y Re sto ra t io n  su p p o rt  is  n e e d e d , t h e n  a n  Exp e ria n  Id e n t it y 
Re sto ra t io n   a g e n t  is  a va ila b le  t o  w ork w ith  yo u  t o  in ve st ig a te  a n d  re so lve  e a ch  in c id e n t  o f fra u d  t h a t  o ccu rre d  
(in c lu d in g , a s a p p ro p ria te , h e lp in g  yo u  w ith  co n t a c t in g  c re d it  g ra n t o rs t o  d isp u t e  ch a rg e s  a n d  c lo se  a cco u n t s ; 
a ssis t in g  yo u  in  p la c in g  a  fre e ze  o n  yo u r c re d it  file  w it h  t h e  th re e  m a jo r c re d it  b u re a u s; a n d  a ss is t in g  yo u  w it h  
co n t a c t in g  g o ve rn m e n t  a g e n c ie s  t o  h e lp  re s tore  yo u r id e n t it y t o  it s  p ro p e r co n d it io n ). 
 
P le a se  n o te  t h a t  t h is  Id e n t it y Re sto ra t io n  su p p o rt  is  a va ila b le  t o  yo u  for 24  m o n t h s fro m  th e  d a t e  o f t h is le t t e r 
a n d  d oe s n o t  re q u ire  a n y a c t ion  o n  yo u r p a rt  a t  t h is  t im e .  Th e  Te rm s a n d  Co n d it io n s fo r t h is  o ffe r a re  lo ca te d  
a t  w w w .Exp e ria n IDW o rks .com /re s to ra t io n .  Yo u  w ill a lso  fin d  se lf-h e lp  t ip s a n d  in form a t io n  a b o u t  id e n t it y 
p ro t e c t io n  a t  t h is s ite . 
 
 
  
* Offlin e  m e m b e rs  w ill b e  e lig ib le  t o  c a ll fo r a d d it ion a l re p o rt s  q u a rt e rly a ft e r e n ro llin g  
** Th e  Id e n t it y Th e ft  In su ra n ce  is  u n d e rw rit t e n  a n d  a d m in ist e re d  b y Am e rica n  Ba n ke rs In su ra n ce  Com p a n y o f Flo rid a , a n  
Assu ra n t  c om p a n y. P le a se  re fe r t o  t h e  a c t u a l p o lic ie s fo r t e rm s , co n d it ion s, a n d  e xc lu sio n s  o f c ove ra g e . Cove ra g e  m a y n o t  b e  
a va ila b le  in  a ll ju risd ic t ion s .  

https://www.experianidworks.com/credit
http://www.experianidworks.com/restoration
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Copy of Credit Report: You may obtain a free copy of your credit repo rt from each of the three major credit 
reporting agencies once every 12 months by visiting http://www.annualcreditreport.com, calling toll -free at 1 -
877 -322-8228, or by completing an Annual Credit Report Request Form and mailing it to Annual Credit Report 
Request Service,  
P.O. Box 105281, Atlanta, GA 30348. Alternatively, you can elect to purchase a copy of your credit report by 
contacting one of the three national credit reporting agencies. Contact information for the three national 
credit reporting agenci es for the purpose of requesting a copy of your credit report or for general inquiries is 
provided below:  
 
 

Equifax  
P.O. Box 105851 

Atlanta, GA 30348  
1-800 -525-6285  

www.equifax.com  

Experian  
P.O. Box 9532  
Allen, TX 75013 
1-888 -397-3742  

www.experian.com  

TransUnion  
P.O. Box 1000  

Chester, PA 19016  
1-800 -916-8800  

www.transunion.com  

 
Fraud Alert: You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free 
and will stay on your credit file for at least 90 days. The alert informs creditors of possible fraudulent activity 
within your report and requests that the creditor contact you prior to establishing any accounts in your name. 
To place a fraud alert on your credit report, or obtain more information regarding fraud alerts , contact any of 
the three credit reporting agencies identified above. You also may contact the Federal Trade Commission 
(“FTC”) as identified below for more information on fraud alerts.  
 
Security Freeze: You may want to place a “security freeze” (also known as a “credit freeze”) on your credit file. 
A security freeze is designed to prevent potential creditors from accessing your credit file at the consumer 
reporting agencies without your consent. As a resu lt, using a security freeze may interfere with or delay your 
ability to obtain credit. Unlike a fraud alert, you must place a security freeze on your credit file at each 
consumer reporting agency individually . Under Federal law, there is no charge to place , lift, or remove a 
security freeze. For more information on security freezes, you may contact the three nationwide consumer 
reporting agencies as identified above or the FTC as identified below. The consumer reporting agencies may 
require proper identific ation prior to honoring your request. For example, you may be asked to provide:  

• Yo u r fu ll n a m e  w ith  m id d le  in it ia l a n d  g e n e ra t io n  (su ch  a s  J r., Sr., II, III) 

• Yo u r So cia l Se cu rit y n u m b e r 

• Yo u r d a te  o f b irt h  

• Ad d re sse s  w h e re  yo u  h a ve  live d  o ve r t h e  p a s t  five  ye a rs 

• A le g ib le  co p y o f a  g o ve rn m e n t -issu e d  id e n t ifica t io n  ca rd  (su ch  a s  a  s ta t e  d rive r’s lice n se  o r 
m ilit a ry ID ca rd ) 

• P ro o f o f yo u r cu rre n t  re sid e n t ia l a d d re ss (su ch  a s a  cu rre n t  u t ilit y b ill o r a cco u n t  s t a te m e n t ) 
 
 
Additional Free Resources:  W e  a d vise  t h a t  yo u  re m a in  vig ila n t  fo r e ve n t s o f fra u d  o r id e n t it y t h e ft  b y 
re vie w in g  yo u r a cco u n t  s ta te m e n t s a n d  m o n ito rin g  c re d it  re p o rt s c lo se ly t o  d e te c t  a n y e rro rs o r u n a u t h orize d  
a c t ivit y re su lt in g  fro m  th is  e ve n t . If yo u  d e te c t  a n y su sp ic io u s  a c t ivit y o n  a n  a ccou n t , yo u  sh o u ld  p ro m p t ly 
n o t ify t h e  fin a n c ia l in s t it u t io n  o r co m p a n y w ith  w h ich  t h e  a cco u n t  is  m a in ta in e d . 
If yo u  b e lie ve  yo u  a re  t h e  vic t im  o f id e n t it y t h e ft  o r h a ve  re a so n  t o  b e lie ve  yo u r p e rso n a l in fo rm a t io n  h a s b e e n  
m isu se d , yo u  sh ou ld  im m e d ia t e ly co n ta c t  t h e  FTC a n d /o r t h e  At to rn e y Ge n e ra l’s  o ffice  in  yo u r s t a te . Yo u  ca n  
o b t a in  in fo rm a t io n  fro m  th e se  so u rce s a b o u t  s te p s a n  in d ivid u a l c a n  t a ke  t o  a vo id  id e n t it y t h e ft  a s w e ll a s 
in fo rm a t io n  a b o u t  fra u d  a le rt s a n d  se cu rit y fre e ze s . Yo u  m a y a lso  co n ta c t  you r lo ca l la w  e n fo rce m e n t  
a u th o rit ie s a n d  file  a  p o lice  re p o rt . Ob t a in  a  co p y o f t h e  p o lice  re p o rt  in  ca se  yo u  a re  a ske d  t o  p ro vid e  co p ie s  to  
c re d it o rs t o  co rre c t  yo u r re co rd s . Co n t a c t  in fo rm a t io n  fo r t h e  FTC is  a s fo llo w s: 

• Fe d e ra l Tra d e  Co m m issio n , Con su m e r Re sp o n se  Ce n te r, 60 0  P e n n sylva n ia  Ave n u e  NW , 
W a sh in g to n , DC 20 58 0 , 1-8 77-IDTHEFT (1-8 77-4 38 -4 338 ), h t t p s ://w w w .id e n t it yth e ft .g o v/. 

 
Ad d it io n a l In fo rm a t io n  fo r Re sid e n t s  o f: 

http://www.equifax.com/
https://www.identitytheft.gov/
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Iowa : You may report suspected identity theft to local law enforcement and/or the Iowa Attorney General at 
Office of the Attorney General of Iowa, Hoover State Office Building, 1305 E. Walnut Street, Des Moines, IA 
50319; (515) 281-5164; www.iowaattorneygeneral.gov . 
 
New York : You can obtain information from the New York State Office of the Attorney General or the New 
York Department of State Division of Consumer Protection about how to protect yourself from iden tity theft 
and tips on how to protect your privacy online. The Attorney General’s office can be reached at: 1 -800 -771-7755; 
https://ag.ny.gov . The Division of Consumer Protection can be reached at: 1 -800 -697-1220; 
http://www.dos.ny.gov/consumerprotection . 
 
North Carolina : You can obtain information from the North Carolina Attorney General’s Office about 
preventing identity theft at: North Carolina Attorney General’s Office, 9001 Mail Service Centre, R aleigh, NC 
27699; 1-877 - 566-7226; www.ncdoj.gov . 
 
Oregon : You may report suspected identity theft to law enforcement, the FTC and/or the Oregon Attorney 
General at Oregon Department of Justice, 1162 Court Street NE, Salem, OR 97301 -4096; 1-877 -877 -9392; 
w ww.doj.state.or.us . 
 
 

http://www.iowaattorneygeneral.gov/
http://www.dos.ny.gov/consumerprotection

