
August 2, 2023 

Notice of Data Breach 

Dear Valued Customer: 

BOM 

BOM Bank is providing notice of a third-party software event that may affect the security of 
some of your information. BOM Bank utilizes a correspondent bank called First National 
Bankers Bankshares, Inc. ("FNBB") that provides a service to clear checks written on or 
deposited to accounts at BOM Bank. This service involves transmitting scanned images of the 
checks submitted for processing between financial institutions. Check clearing services like the 
one offered by FNBB are commonly used in the banking industry. FNBB recently notified BOM 
Bank that a third-party software it uses to transfer data experience? a data breach. 

Although we have no indication of identity theft or fraud in relation to this event, out of an 
abundance of caution, we are providing you with information about the event that we obtained 
from FNBB, our response, and additional measures you can take to help protect your 
information, should you feel it appropriate to do so. 

What Happened? BOM Bank did not experience a breach of its systems. Instead, FNBB 
recently notified BOM Bank that the provider of software called MOVEit Transfer that FNBB 
utilizes to transfer files, disclosed to FNBB a vulnerability in their software that had been 
exploited by an unauthorized third party to access data on FNBB's servers hosting MOVEit. 
FNBB indicated to BOM Bank that, upon notification, it applied software patches issued by the 
provider ofMOVEit, notified law enforcement, and began investigating the issue with the 
assistance of data forensic experts. Through the investigation, FNBB reported to BOM Bank that 
the third party likely accessed the MOVEit server on May 27, 2023, which could have allowed 
the unauthorized individual to access files stored on the server. Files on the server included 
images of your checks and/or your checking account number. FNBB was not able to determine 
which files the third party actually acquired. Upon notice and identification of the relevant files 
on or around July 10, 2023, BOM Bank promptly conducted a manual review of the records to 
confirm the identities of individuals potentially affected by this event and their contact 
information to provide notifications. We recently completed this review. 

What Information Was Involved? Our investigation determined that the following types of 
information related to you were present in the files on the FNBB MOVEit server at the time of 
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