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RE: IMPORTANT SECURITY NOTIFICATION 

0ear Valued Patient, Employee, or Former Employee: 

June 13, 2023 

We are contacting you because you are or were a patient or employee of Murfreesboro Medical Clinic & 

SurgiCenter ("MMC" or "we"). We are writing to inform you that MMC recently was the victim of a sophisticated 

criminal cyberattack, which may have resulted in the theft of your personal information. Although we have been 

unable to confirm whether your information was actually accessed or removed from our network, as part of our 

commitment to privacy and out of an abundance of caution, we are providing you with information and 

resources to assist you in protecting your information. 

What Happened? 

On or about April 24, 2023, we identified a series of attacks on our network and IT systems. In response, we 

immediately shut down our network to limit the spread of the attack and engaged third-party experts, including 

law enforcement, to help identify the source and scope of the attack. Our first priority was to contain the incident 

and to protect our patients and employees. Through an extensive investigation it was determined that a well­

known cyber extortion operation had infiltrated our network on or about April 22, 2023, with the intent to steal 

information for ransom. 

What Information was Involved? 

Although we have been unable to determine whether any personal information was actually accessed or 

removed from our network, the information that may have been affected by this incident includes, but is not 

limited to,individuals' full names, dates of birth, home addresses, phone numbers, copies of drivers' licenses, 

full or partial social security numbers, dependent information, dates of service, medical and diagnostic 

information related to those dates of service, test results, procedure notes, prescription information, medical 

record numbers, and insurance and enrollment information, including group name, identification number, and 

claim numbers. However, we do not store credit card or bank account information within our network. 

What Steps Has MMC Taken in Response to the Incident? 

In response to this incident we immediately shut down our network to limit the spread of the attack and, as a 

precautionary measure, we completely rebuilt our network with enhanced security features and controls to 

reduce the chance of this or a similar incident from happening in the future. At this time, all operations have 

been fully restored. To our knowledge, no data was lost as a result of this incident. 
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