
a 
UNIVERSITY of HAWAl'I' 

'W HAWAI'I COMMUNITY COLLEGE
Ke Kulanui kaiaulu o Hawai'i 

Secure Processing Center 
P.O. Box 3826 
Suwanee, GA 30024 

<<Mail ID>> 
<<Name!>> 
<<Address !>> 
< <Address 2> > 
<<Address 3>> 
<<City>>, <<State>> <<Zip>> 
<<Country>> 

RE: Notice of a Security Incident 

Dear <<Name !>>: 

July 26, 2023 

On behalf of University of Hawai'i -- Hawai'i Community College ("HawCC"), I am writing to notify you of a recent 
incident that may have involved some of your personal information. 

What happened? On or about June 13, 2023, HawCC identified a cybersecurity incident tbat caused HawCC to take its 
information technology network offline. Immediately upon learning oftbe incident, experts were engaged to investigate and 
evaluate tbe nature and scope of the incident. We also reported the incident to law enforcement. 

What information was involved? Through the investigation, HawCC determined that an unauthorized party may have 
accessed and/or exfiltrated information from HawCC's network. We have since received assurances tbat any exfiltrated 
files have been deleted. After determining the scope of the incident, HawCC undertook an extensive and arduous document 
review process ( which involved the programmatic searching and hand-reviewing of individual documents) in order to 
identify individuals who potentially needed to be notified of tbis incident. Through these efforts, HawCC recently 
determined tbat the impacted files may have contained your first and last name and social security number. If you are a 
current or former student, the impacted files also may have contained information related to any financial aid packages tbat 
you received while attending HawCC. 

What are we doing and what can yon do? In response to this incident, we have taken remediation measures, implemented several 
security enhancements, further secured our network, and will continue to evaluate additional measures we can take to harden our defenses. 

While we are not aware of any instances of fraud at this time, we recommend you consider taking precautions, and remain 
vigilant against incidents of identity theft and fraud. As a precaution, HawCC encourages you to review your account 
statements and to monitor your personal information for suspicious activity and to detect errors. 

Also, for your peace of mind, we are offering you <<one (1) year or two (2) years>> offtee credit monitoring and identity 
theft protection through Experian. This product is being offered at no cost to you but you must activate the ftee product 
by the activation date in order for it to be effective. The activation instructions are included with this letter. We also have 
included some additional steps you can take to protect yourself, as you deem appropriate. 

For more information about this incident, please call 1-833-627-2706 between the hours of 6:00 a.m. to 6:00 p.m. Pacific 
Time, Monday - Friday (excluding major U.S. holidays). We understand tbe concern that this issue may raise for our 
students, employees and other members of our community. HawCC talces seriously our responsibility to protect the data 
entrusted to us. Even before this incident, we worked diligently to constantly evaluate our security posture and enhance tbe 
safeguards in our network. We are fully committed to protecting your personal information and sincerely apologize for any 
inconvenience or concern this may have caused. 

Sincerely, 

Susan Kazama 
Interim Chancellor 
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