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Re: Notice of Security Incident 

Dear Sample A. Sample, 

We are notifying you of a recent security incident that may have involved some of your personal information. 

August 14, 2023 

What happened? On or about May 31, 2023, Sunflower Bank, N.A. (the "Bank") was notified by a third-party software provider, 
Progress Software Corporation, of a vulnerability in Progress Software's MOVEit file transfer software. Like thousands of other 
organizations, across many industries around the world, the Bank utilizes MOVEit for securely transferring sensitive and 
confidential information and other data. The MOVEit software is not part of the Bank's core processing systems. Instead, the 
software operates with an on-premises server that is segmented from the Bank's other IT systems. All other systems at the Bank 
operate independently from the MOVEit software dedicated server and were not impacted by this matter. 

Upon receiving notice from MOVEit, we promptly enacted incident response protocols, and outside technical experts were engaged 
to investigate. Since receiving notice of the situation, the Bank has been in regular contact with Progress Software and has 
implemented all fixes to the software that Progress Software has issued. We are continuing to closely monitor the system for any 
unusual activity. We also reported this incident to law enforcement. 

What information was involved? As this incident originated from and was limited to a vulnerability within Progress Software's 
MOVEit software, we worked closely with Progress Software to identify the potentially impacted files for sensitive information. 
Currently, we do not have any evidence that anyone has misused your information. However, we are notifying you out of an 
abundance of caution that the potentially impacted files, which varies by individual, may have included your first and last name, 
[Extral ], and other infonnation you may have shared with the Bank in connection with any financial transactions. 

What are we doing and what can you do? While we are not aware of any instances of fraud at this time, we recommend you 
consider taking precautions, and remain vigilant against incidents of identity theft and fraud. As a precaution, the Bank encourages 
you to review your account statements and to monitor your personal infom1ation for suspicious activity and to detect errors. 

Also, for your peace of mind, we are offering you [12/24] months of free credit monitoring and $1 million in identity theft insurance 
through Experian. You must activate the Experian product by the activation date for it to be effective. The activation 
instructions are included with this notification. We also have enclosed some additional steps that you can take to protect yourself 
as you deem appropriate. 

For more information about this incident, please call 833-346-1617 between 6 a.m. to 8 p.m. PST, Monday - Friday; and between 
8 a.m. to 5 p.m. PST, Saturday- Sunday (excluding major U.S. holidays). 

We want you to know that we take the protection of your data seriously and encourage you to take advantage of the services offered. 

Sincerely, 

Sunflower Bank, N.A. 

Member 
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► OBTAIN INFORMATION ABOUT PREVENTING IDENTITY THEFT FROM YOUR STATE ATTORNEY GENERAL.

o Connecticut: You may contact and obtain information ji'om your state attorney general at: Connecticut Attorney
General's Office, 165 Capitol Ave, Hartford, CT06106, 1-860-808-5318, www.ct.gov/ag

o District of Columbia: You may contact and obtain information fi·om your attorney general at: Qffice of the Attorney
General for the District of Columbia, 400 6th Sn·eet, NW, Washington, DC 20001, 1-202-727-3400,
databreach@dc.gov, www.oag.dc.gov

o Ma1J,land: You may contact and obtain information from your state attorney general at: Maryland Attorney General's
Office, 200 St. Paul Place, Baltimore, MD 21202, 1-410-528-8662; www.oag.state.md.us Consumer Hotline1-410-528-
8662, or consumer@oag.state.md.us.

o Massachusetts: Under Massachusetts law, you have the right to file and obtain a copy ofa police report. You also have
the right to request a security freeze, as described above. You may contact and obtain information from your state attorney
general at: Office of the Massachusetts Attorney General, One Ashburton Place, Boston, MA 02108, 1-617-727-
8400, www.mass.gov/ago/contact-us.html

o New York: You may contact and obtain informationfiwn these state agencies: New York Department a/State Division of
Consumer Protection, One Commerce Plaza, 99 Washington Ave., Albany, NY 12231-0001, 518-474-8583 I 1-800-
6971220, http://www.dos.ny.gov/consume1protection; and Nf!l"V York State Office of the Attorney General, The Capitol,
Albany, NY 12224-0341, 1-800-771-7755, https:l/ag.ny.gov

o North Carolina: You may contact and obtain information J,-01n your state attorney general at: North Carolina Attorney
General's Office, Consumer Protection Division, 9001 Mail Service Center, Raleigh, NC 27699, 1-919-716-6000/ 1-877-
566-7226, 1vYvw.ncdoj.gov

o Rhode Island: Under Rhode Island law, you have the right to file and obtain a copy of a police report. You also have the
right to request a security J,-eeze, as described above. You may contact and obtain information from your state attorney
general at: Rhode Island Attorney General's Office, 150 South Main Street. Providence, RI 02903, 1-401-274-
4400, 'rV'rVw.riag.ri.gov. {Approximately 14 Rhode Island residents were impacted by this incident.)
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