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We are sending you this letter to tell you about a data security incident that involved some of your personal
information. This notice explains what happened and the actions we have taken as a result.

August 14, 2023

The University of Massachusetts Chan Medical School (“UMass Chan”) provides services to the Massachusetts
Executive Office of Health and Human Services (EOHHS). Agencies and programs within EOHHS include
MassHealth, the State Supplement Program (SSP), the Executive Office of Elder Affairs (EOEA), and Family
Resource Centers. You are getting this letter because you get services from one or more of them.

For example:

e MassHealth provides health care coverage and in some cases helps pay for health insurance;

e The State Supplement Program (SSP) provides extra payments to people on SSI (Supplemental Security
Income) and SSDI (Social Security Disability Insurance);

e EOEA provides in-home services to older people through aging service providers known as Aging Services
Access Points (ASAPs);

e Family Resource Centers provide a wide array of services to families, including parent education classes,
support groups, information and referral, mentoring, and educational supports.

This incident was part of a world-wide data security incident involving a software program called MOVEit. MOVE:it
is used by thousands of organizations around the world to transfer files. This MOVEit incident has impacted state
and federal government agencies, financial services firms, pension funds, and many other types of companies and
not-for-profit organizations. MOVEit was used to transfer files as part of the services provided to the EOHHS
agencies and programs listed above.

‘What Happened

On June 1, 2023, UMass Chan learned that a security flaw in MOVE:it allowed unauthorized access to some of the
files that were shared using this software. After learning of this security flaw, UMass Chan contacted law
enforcement and launched an investigation.

Through our investigation, we learned that unauthorized parties used the security flaw in the MOVEit software to
gain access to certain files that had been shared between May 27, 2023, and May 28, 2023.
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What Information Was Involved

UMass Chan has identified the files that may have been subject to unauthorized acquisition as a result of the
MOVEit security flaw. On July 27, 2023, UMass Chan determined that some of these files contained your name and
your Social Security Number, Date of Birth, Address, and Medicare/Medicaid Number.

What You Can Do

We encourage individuals to remain vigilant by reviewing their financial account statements. If you see charges or
activity that you did not authorize, contact your financial institution immediately. Take steps to protect your accounts
by contacting your bank, credit union, or financial institution immediately by using the number on the back of your
bank card or by visiting in person.

Free Credit Monitoring. We are offering you a free five-year membership for credit monitoring with Experian’s
IdentityWorksSM. This product helps detect possible misuse of your information and gives you identity protection
support. The focus of this service is to immediately identify and resolve identity theft. IdentityWorks is completely
free. Enrolling in this program will not hurt your credit score.

For more information on IdentityWorks, including instructions on how to set up your free membership, as well
as some other steps you can take to protect your information, please see the pages that follow this letter.
What We are Doing

We take your privacy and the security of your confidential information very seriously. Since this event occurred, we
have implemented all publicly available software fixes for the MOVEit application, and we have taken steps to
monitor our vendors’ data security practices more closely.

For More Information

We regret any inconvenience or concern this may cause. If you have any questions, please call 855-862-7769,
Monday through Friday, from 9:00 a.m. to 5:00 p.m., Eastern Time. Our agents can speak with you in your preferred
language. For MassRelay TTY/ASCII dial 711 or 800-439-2370 (English) / 866-930-9252 (Spanish).

Sincerely,

James G. Healy, JD
Deputy Executive Vice Chancellor for Management
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Activate IdentityWorks In Three Easy Steps

1. ENROLL by: 11/11/2023 (Your code will not work after this date.)
2. VISIT the Experian IdentityWorks website to enroll: https://www.experianidworks.com/3bcredit

3. PROVIDE the Activation Code: _

If you have questions about the product, need help with Identity Restoration due to this incident, or are unable to
enroll in Experian IdentityWorks online, please contact Experian’s customer care team at 844-267-1469. Be
prepared to provide engagement number -as proof of eligibility for the identity restoration services by
Experian.

ADDITIONAL DETAILS ABOUT YOUR
5 YEAR EXPERIAN IDENTITYWORKS MEMBERSHIP:

This service is free. You do not need a credit card to enroll in Experian IdentityWorks.

You can contact Experian about any fraud issues immediately without enrolling in the product. Identity
Restoration specialists are available to help you address credit and non-credit related fraud.

Once you enroll in Experian IdentityWorks, you will have access to the following additional features:

= Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.*

= Credit Monitoring: Actively monitors your Experian file for indicators of fraud.

= [Identity Restoration: Identity Restoration specialists are immediately available to help you address credit
and non-credit related fraud.

= Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity Restoration support
even after your Experian IdentityWorks membership has expired.

= $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

Activate your membership today at https://www.experianidworks.com/3bcredit
or call 844-267-1469 to register with the activation code above.

What you can do to protect your information: There are additional actions you can consider taking to reduce the
chances of identity theft or fraud on your account(s). Please refer to www.ExperianIDWorks.com/restoration for this
information. If you have any questions about IdentityWorks, need help understanding something on your credit report
or suspect that an item on your credit report may be fraudulent, please contact Experian’s customer care team at
844-267-1469.

* Offline members will be eligible to call for additional reports quarterly after enrolling.

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an
Assurant company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be
available in all jurisdictions.



ADDITIONAL STEPS YOU CAN TAKE

Under Massachusetts law, you have the right to a copy of any police report filed regarding this event. If you are the
victim of identity theft, you have the right to file a police report and obtain a copy of it.

Massachusetts law also allows consumers to place a security freeze on their credit reports, free of charge. A security
freeze prohibits a credit reporting agency from releasing any information from your credit report without your
authorization. Please be aware that placing a security freeze on your credit report may delay, interfere with, or
prevent the timely approval of any requests you make for new loans; credit cards; mortgages; employment; housing;
or other services.

To place a security freeze on your credit report, you must send a written request to each of the three major consumer
reporting  agencies: Equifax (www.equifax.com); Experian (www.experian.com); and TransUnion
(www.transunion.com) by phone, by online form, or by regular, certified or overnight mail at the addresses below:

Equifax Security Freeze

P.O. Box 105788

Atlanta, GA 30348

(800) 349-9960 or (800) 685-1111
https://help.equifax.com/s/article/How-do-I-place-temporarily-lift-or-permanently-remove-a-security-freeze

Experian Security Freeze

P.O. Box 9554

Allen, TX 75013

(888) 397-3742
https://www.experian.com/freeze/center.html#content-01%C2%A0

Trans Union Security Freeze Fraud Victim Assistance Department
P.O. Box 6790

Fullerton, CA 92834

(888) 909-8872

https://www.transunion.com/credit-freeze

To request a security freeze, you will need to provide the following information:

Your full name (including middle initial as well as Jr., Sr., II, III, etc.);

Current address;

Social security number;

Date of birth;

If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five

years;

Proof of current address such as a current utility bill or telephone bill;

7. A legible photocopy of a government issued identification card (state driver’s license or ID card, military
identification, etc.);

8. If you are a victim of identity theft, include a copy of either the police report, investigative report, or

complaint to a law enforcement agency concerning identity theft.
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The credit reporting agencies have three (3) business days after receiving your request to place a security freeze on
your credit report. The credit bureaus must send written confirmation to you within five (5) business days and
provide you with a unique personal identification number (PIN) or password, or both that you can use to authorize
the removal or lifting of the security freeze.


https://help.equifax.com/s/article/How-do-I-place-temporarily-lift-or-permanently-remove-a-security-freeze
https://www.experian.com/freeze/center.html#content-01%C3%82%C2%A0

To lift the security freeze to allow a specific entity or individual access to your credit report, you must call or send a
written request to the credit reporting agencies by mail and include proper identification (name, address, and Social
Security number) and the PIN or password provided to you when you placed the security freeze as well as the
identities of those entities or individuals you would like to receive your credit report or the specific period of time you
want the credit report available. The credit reporting agencies have three (3) business days after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and include
proper identification (name, address, and social security number) and the PIN or password provided to you when you
placed the security freeze. The credit bureaus have three (3) business days after receiving your request to remove the
security freeze.



This information is important. It should be translated right away.
We can translate it for you free of charge.
Call us at (855) 862-7769. TDD/TTY: 711.

Esta informacion es importante v debe ser traducida
inmediatamente. Podemos traducirla para usted
gratuitamente. Llaimenos al (855) 862-7769 o por
TDDVTTY: T11. (Spanish)
Esta informacdo é importante. Devera ser traduzida
imediatamente. Nos podemos traduzi-la para vocé
gratuitamente. Entre em contato conosco no (855) 862-7769.
TDIDVTTY: 711. {Brazilian Portuguese)
TSR ER - EUENERE - L RES
ITEYE2 - SRBTESLYRE (855) 862-7769 (TDD/TTY:
711y » EBEFR{PIRREE -

{Chinese)

Enfomasyon sa enpotan. Yo fét pou tradwi li tou swit. Nou
kapab tradwi li pou ou gratis. Rele nou nan (835) 862-7769.
TDDYTTY: 711.

{Haitian Creole)

Nhiimg tin tirc nay thit quan trong. Tin tic nay can phai
thong dich lién. Ching tdi co thé théng dich cho quy vi
mién phi. Xin goi cho chiing tdi tai sd (855) 862-7769.
TDDYTTY: 711.

(Vietnamese)

Jra wHdopMmalnA oueHe BaxkHa. Ee Hy#XHO nepepecTH
HemeaneHHo. Mel MoeM NepeBecTH e 14 Bac DecnnarHo.
[TozeonuTe HaM no Tenedony (855) 862-TT69.
TDDYTTY: 711, {Russian)
o) Dlae ol Ltan 55 L | 8 Lfian 5 i el e glacall o3
{Ambic) TDD/TTY: 711 (855) 862-T769 &0 o W

RLAMTNEN E."IS‘1 ﬁf‘ilﬁlmﬂﬁﬁm'lﬁﬂﬂﬁ'.ﬁ UJHH'IHUHUMMHUHEH
mﬂjﬁﬁﬁﬁﬁmﬁjﬂﬁ ﬁjﬁﬁlﬁjﬂﬂﬁﬁﬂjﬂ WS (8B55) 862-T7T7699

TDD/TTY: 7111 (Khmer)

Kel informasiu 1i é inportanti. El debe ser traduzidu l6gu.
Nu pode traduzi-1 pa nhos sin kobra nada. Nhos txuma-nu

pa (355} B62-7769. TDDYTTY: 711, (Cape YWerdean Creole)

Cette information est importante. Priére de la traduire
immeédiatement. Nous pouvons vous la traduire
gratuitement. Appelez-nous au (855) 862-7769.

TDDV/TTY: 711. {French)

Questa informazione e importante. 8i pregha di
tradurla inmediatamente. Possiamo tradurla per voi
gratuitamente. Chiammate all (855) 862-7769.
TDDYVTTY: 711.

o] YR F 2T} o= 54 AYsfiof T ch A&+
FEkE fl5l ol & FEE "= 5= &yt gyt
A3}el 42 (855) 862-T7692, TDD/TTY A9l 42
TNE Agsl| FHA L. {Korean)

(Ttalian)

Avmi) n TAnpogopia Sivel GNUOVTIKT Kol TPETEL Vit
petappootel dpese. Mropodps va T PETOMPAGOULLE Yo
saac dmpeiv. Koléote pog atov apbpd (855) 862-7769.
TDDVTTY: 711. [Gireek)
To jest wazna informacja. Powinna zostac niezwlocznie
przettumaczona. My thimaczymy dla Panstwa bezphatnie.
Prosimy do nas zadzwonic pod nr (855) B62-7769.

TDD/TTY: 711. {Palish)

Tg ATAFT AEAATLT 21 SHFT FeaATs e raaf w
ST ATE T 77 arT A TEar sgars AfEE w7 a9
21 29 (855) 862-77691 TDD/TTY: 711 97 e F4| (Hindi)

ul Hsldl Hedcloll 8. Agf drel o vaalle g e,
u clloll HEA Rl HE M s3] aglA A wmal
(855) 862-7769. TDD/TTY: 711 UR Slcd 83U

{Gujarati)

auuua:'hmu uuummmm'ﬂumajwmu wonsa
aﬁmmgaumtﬁmmwimaumum Tnmawon@Eaton
(855) 862-7769. TDD/TTY: T11. (Lao)

This information is available in alternative
formats such as braille and large print

To get a copy, please call us at (855) 862-7769. TDD/TTY: 711
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