
SAMPLE NOTIFICATION LETT 
 
 

[Company Logo/Letterhead] 
 
October 10, 2023 
 
 
 
 
RE: Notice of Data Security Incident  
 
 
Dear : 
 
 
We recently learned of an issue involving your personal information. Pursuant to Massachusetts law (M.G.L. Chapter 93H), 
we are not permitted to include the nature of the incident in this letter. While we have no indication that any of your 
information has actually been misused, as a preventative measure, we are notifying you about this issue. 
 
We take the protection of your personal information seriously. To help protect your identity, we have arranged for you to 
enroll, at no cost to you, in an online credit monitoring service (myTrueIdentity) for two years provided by TransUnion 
Interactive, a subsidiary of TransUnion®, one of the three nationwide credit reporting companies.  
 
Complimentary Credit Monitoring Service 
To help protect your identity, we have arranged for you to enroll, at no cost to you, in an online credit monitoring service 
(myTrueIdentity) for two years provided by TransUnion Interactive, a subsidiary of TransUnion®, one of the three nationwide 
credit reporting companies.  

To enroll in this service, go directly to the myTrueIdentity website at www.mytrueidentity.com and in the space referenced 
as “Enter Activation Code”, enter the following 12-letter Activation Code and follow the three steps to receive your credit 
monitoring service online within minutes. 
 
Once you are enrolled, you will be able to obtain two years of unlimited access to your TransUnion credit report and 
VantageScore® credit score. The daily credit monitoring service will notify you if there are any critical changes to your credit 
file at TransUnion, including fraud alerts, new inquiries, new accounts, new public records, late payments, change of address 
and more. The subscription also includes access to identity restoration services that provides assistance in the event your 
identity is compromised to help you restore your identity and up to $1,000,000 in identity theft insurance with no deductible. 
(Certain policy limitations and exclusions may apply*.) 

If you believe you may be a victim of identity theft, please call the TransUnion Fraud Response Services toll-free hotline at 
1-855-288-5422. When prompted, enter the following 6-digit telephone pass code 699579 to speak to a TransUnion 
representative about your identity theft issue.  

You can sign up for the myTrueIdentity online credit monitoring anytime between now and on or before December 31, 
2023. Due to privacy laws, we cannot register you directly.  Please note that credit monitoring services might not be available 
for individuals who do not have a credit file with TransUnion, or an address in the United States (or its territories) and a valid 
Social Security number, or are under the age of 18. Enrolling in this service will not affect your credit score. 

If you have questions about your online credit monitoring benefits, need help with your enrollment, or need help accessing 
your credit report, or passing identity verification, please contact the myTrueIdentity Customer Service Team toll-free at: 1-
844-787-4607, Monday-Friday: 8am-9pm, Saturday-Sunday: 8am-5pm Eastern time. 

Helpful resources from which you can obtain additional information about avoiding or preventing identity theft or obtaining 
fraud alerts or a security freeze can be found in the Information about Identity Theft Protection document enclosed with this 
letter. In general, you should remain vigilant by reviewing account statements and monitoring free credit reports. 
 
Additional safeguarding options for your Northwestern Mutual policies/accounts can be put in place by you. Please be 
prepared to provide your account/policy number when requesting the following: 
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Life, Disability Income and Annuity: You can request a password be used to verify your identity when you call the home 
office.  

• For Life and Disability Income Policies, call 1-800-388-8123. 
• For Annuities, call 1-888-455-2232. 

 
Long Term Care: You can request additional authenticators be added to verify your identity when calling about your policy 
by calling 1-800-748-9493. 

Investment Accounts: You can request a restriction be added to your account. 
• For Northwestern Mutual Investment Services and Northwestern Mutual Wealth Management Company, including 

Trust and Private Client Services, call 1-866-950-4644. 
 
 
We value the relationship we have established with you and are truly sorry for any inconvenience or concern this 
may cause you. If you have any questions regarding this situation, please call me at XXX-XXX-XXXX. 
 
 
Sincerely, 
 
[Signature] 
 
[Name] 
 
[Title] 
 
Attachments 
 
Cc: Levia Salinas, Privacy Department, Northwestern Mutual 
  
 

* The Identity Theft Insurance is underwritten and administered by insurance company subsidiaries or affiliates of American International Group, Inc. 
Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions. 

 

 

 

 

 

 

 

 

 

 

 

Information about Identity Theft Protection 
 
Monitor Your Accounts 



We recommend that you regularly review statements from your accounts and periodically obtain your credit report from one or 
more of the national credit reporting companies. You may obtain a free copy of your credit report online at 
www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request Form (available 
at www.annualcreditreport.com) to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA, 30348-5281. You may 
also purchase a copy of your credit report by contacting one or more of the three national credit reporting agencies listed below.  
 

Equifax 
P.O. Box 740241 

Atlanta, GA 30374-0241 
1-800-685-1111 

www.equifax.com 

Experian 
P.O. Box 9701 

Allen, TX 75013-9701 
1-888-397-3742 

www.experian.com 

TransUnion 
P.O. Box 1000 

Chester, PA 19016-1000 
1-800-888-4213 

www.transunion.com 
 
When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not initiate or do 
not recognize. Look for information, such as home address and Social Security number that is not accurate. If you see anything 
you do not understand, call the credit reporting agency at the telephone number on the report. 
 
Credit Freeze 
You have the right to put a security freeze, also known as a credit freeze, on your credit file, so that no new credit can be opened 
in your name without the use of a Personal Identification Number (PIN) that is issued to you when you initiate a freeze. A credit 
freeze is designed to prevent potential credit grantors from accessing your credit report without your consent. If you place a credit 
freeze, potential creditors and other third parties will not be able to access your credit report unless you temporarily lift the freeze. 
Therefore, using a credit freeze may delay your ability to obtain credit. Pursuant to federal law, you cannot be charged to place 
or lift a credit freeze on your credit report. Should you wish to place a credit freeze, please contact all three major consumer 
reporting agencies listed below. 
 

Equifax 
P.O. Box 105788 

Atlanta, GA 30348-5788 
1-800-685-1111 

www.equifax.com/personal/ 
credit-report-services 

Experian 
P.O. Box 9554 

Allen, TX 75013-9554 
1-888-397-3742 

www.experian.com/ 
freeze/center.html 

TransUnion 
P.O. Box 2000 

Chester, PA 19016-2000 
1-888-909-8872 

www.transunion.com/ 
credit-freeze 

 
You must separately place a credit freeze on your credit file at each credit reporting agency. The following information should be 
included when requesting a credit freeze: 
 
1) Full name, with middle initial and any suffixes; 
2) Social Security number; 
3) Date of birth (month, day, and year); 
4) Current address and previous addresses for the past five (5) years; 
5) Proof of current address, such as a current utility bill or telephone bill; 
6) Other personal information as required by the applicable credit reporting agency; 
 
If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day after receiving your 
request to place a credit freeze on your credit file report. If you request a lift of the credit freeze online or by phone, then the credit 
reporting agency must lift the freeze within one (1) hour. If you request a credit freeze or lift of a credit freeze by mail, then the 
credit agency must place or lift the credit freeze no later than three (3) business days after getting your request. 
 
Fraud Alerts 
You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert lasts 1-year and is 
placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit file, a business is required to take 
steps to verify the consumer’s identity before extending new credit. If you are a victim of identity theft, you are entitled to an 
extended fraud alert, which is a fraud alert lasting 7 years. Should you wish to place a fraud alert, please contact any one of the 
agencies listed below. The agency you contact will then contact the other two credit agencies. 
  



Equifax 
P.O. Box 105788 

Atlanta, GA 30348-5788 
1-888-766-0008 

www.equifax.com/personal/ 
credit-report-services 

Experian 
P.O. Box 9554 

Allen, TX 75013-9554 
1-888-397-3742 

www.experian.com/ 
fraud/center.html 

TransUnion 
P.O. Box 2000 

Chester, PA 19016-2000 
1-800-680-7289 

www.transunion.com/fraud- 
victim-resource/place-fraud-alert 

 
Monitor Your Personal Health Information 
If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you receive 
from your insurer. If you see any service that you believe you did not receive, please contact your insurer at the number on the 
statement. If you do not receive the regular explanation of benefits statements, contact your provider and request them to send 
such statements following the provision of services in your name or number. 
 
You may want to order copies of your credit reports and check for any medical bills that you do not recognize. If you find anything 
suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice for your records in case 
of future problems with your medical records. You may also want to request a copy of your medical records from your provider, 
to serve as a baseline. If you are a California resident, we suggest that you visit the website of the California Office of Privacy 
Protection at www.privacy.ca.gov to find more information about your medical privacy. 
 
Additional Information 
You can further educate yourself regarding identity theft and the steps you can take to protect yourself, by contacting your state 
Attorney General or the Federal Trade Commission. Instances of known or suspected identity theft should be reported to law 
enforcement, your Attorney General, and the FTC. 
 

The Federal Trade Commission 
600 Pennsylvania Avenue, NW 

Washington, DC 20580 
1-877-ID-THEFT (1-877-438-4338) 

TTY: 1-866-653-4261 
www.ftc.gov/idtheft 

 
 
Reporting of Identity Theft and Obtaining a Police Report 
You have the right to obtain any police report filed regarding this incident. If you are the victim of fraud or identity theft, you 
also have the right to file a police report. 
 

http://www.ftc.gov/idtheft

