
REGION 4 SOUTH 

October 5. 2023 

NOTICE OF DATA SECURITY INCIDENT 

Dear-: 

Region 4 South Mental Health Cons011ium ("Region 4") is writing to tell you about a recent 
incident that involved personal infonnation that we maintain about recipients of our se1vices. The affected 
data contained your name. together with some or all of the following kinds of infonnation: address. date of 
birth. Social Secmity ntllllber. and infonnation regarding se1vices provided to you by Region 4 and/or 
predecessor entities. such as locations of se1vice. dates of se1vice. patient identification number or 1mique 
identifiers related to se1vices provided to you. insurance identification number, and/or insurance or billing 
infonnation. Tiris incident did not impact our electronic medical record system. We take this matter ve1y 
seliously because we are collllllitted to the plivacy and security of all infonnation in our possession. 
However. we are providing this notice to you to info11ll you of the incident, offer complimenta1y identity 
monitoring se1vices, and suggest ways that you can protect your infonnation. 

What We Are Doing About It 

To fmther enhance our security and to help prevent similar occunences in the future. we have taken 
or will be taking the following steps: 

l. Unde1took an ente1prise-wide password reset:
2. Enhanced system backup procedures; and
3. Updated and strengthened remote access and file access procedmes.

In addition, consistent with om compliance obligations and responsibilities. we are providing notice
of this incident to the United States Department of Health 1nd Human Se1vices. 

What You Can Do 

We recollllllend that you take the following preventative measures to help protect your infonnation: 

I. Emoll in a complimentary. 24-month membership with Experian. This membership will
provide you with identity monitoring se1vices. including a copy of your credit repo1t at
signup; credit monitoling; identity restoration: Expetian IdentityWorks ExtendCARE:
and up to $1 million in identity theft insurance. Instrnctions on how to activate your
membership are included at the end of this letter.

2. Remain alert for incidents of fraud and identity theft by regularly reviewing any acc01mt
statements. free credit rep01ts and health insurance Explanation of Benefits (EOB) fonns









ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN 

IDENTITYWORKS MEMBERSHIP 

TO ACTIVATE YOUR MEMBERSHIP AND START MONITORING YOUR PERSONAL 
INFORMATION PLEASE FOLLOW THE STEPS BELOW: 

• Ensure that you enroll by: 1/31/2024 (Your code will not work after this date).
• Visit the Experian IdentityWorks website to enroll: https://www.experim1idworks.com/3bcredir
• Provide your activation rode

If you have questions about the product. need assistance with identity restoration or would like an 
alternative to enrolling in Experian IdentityWorks online, please contact Experian's customer care team 
at (877) 890-9332 by 1/31/2024. Be prepared to provide engagement number - as proof of 
eligibility for the identity restoration se,vices by Experian. A credit card is not r�r enrollment 
in Experian IdentityWorks. 

You can contact Experian immediately regarding any fraud issues. and have access to the following 
feattrres once you enroll in Experian IdentityW orks: 

• Experian credit report at signup: See what infonnation is associated with your credit
file. Daily credit reports are available for online members only.*

• Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators
of fraud.

• Identity Restoration: Identity Restoration specialists are inlfuediately available to help
you adch-ess credit and non-credit related fraud.

• Experian IdentityWorks ExtendCARE
rn

'You receive the same high-level ofldentity 
Restoration support even after your Experian IdentityWorks membership has expired. 

• Up to $1 Million Identity Theft Insurance••: Provides coverage for certain costs and
unauthorized electronic fund transfers.

If yon believe there was frauduleut use of your inforniation as a result of this incident and would like to 
discuss how you may be able to resolve those issues. please reach out to an Experian agent at (877) 890-
9332. If. after discussing your situation with an agent. it is detennined that Identity Restoration supp01t 
is needed. then an Experian Identity Restoration agent is available to work with you to investigate and 
resolve each incident of fraud that occmTed from the date of the incident (including. as appropriate. helping 
you with contacting credit grantors to dispute charges and close acco1mts; assisting you in placing a freeze 
on your credit file with the three major credit bureaus; and assisting you with contacting govenunent 
agencies to help restore your identity to its proper condition). 

Please note that this Identity Restoration support is available to you for 24 months from the date of this 
letter and does not require any action on your patt at this time. The TeflllS and Conditions for this offer 
ai·e located at www.ExperianrDWorks.com/restorntion. You will also find self-help tips and information 
about identity protection at this site. 

* Offline members will be eligible to call for additional rep01is quarterly after enrolling.
** The Identity Theft lns1Uance is uude1written and administered by American Bankers Insurance Company of
Florida, au Assurant company, Please refer to the actual policies for te1ms, conditions. and exclusions of coverage.
Coverage may not be available in all jurisdictions.




