Barroll-Brown, Jemima (SCA)

From: noreply@formstack.com

Sent: Wednesday, October 25, 2023 5:09 PM
To: Breaches, Data (SCA)

Subject: Security Breach Notifications

CAUTION: This email originated from a sender outside of the Commonwealth of Massachusetts mail
system. Do not click on links or open attachments unless you recognize the sender and know the content is
safe.

Formstack Submission For: Security Breach Notifications - With
Addresses
Submitted at 10/25/23 5:08 PM

Business Name: Kearny Bank

Is this a follow-up to a previous notification
received by our office?:

No
Is the business located in the United States?: Yes

120 Passaic Avenue

Business Address: Fairfield, NJ 07004

Foreign Business Address:

Reporting Company Type: Banks & Credit Unions
Reporting on behalf of another company?: No
Your Name: Carolyn Purwin Ryan

Title: Partner



426 W. Lancaster Avenue
Contact Address: Suite 200
Devon, PA 19333

Telephone Number: (267) 930-6836
I
Email Address: cpurwinryan@mullen.law
Cmmewoow e
Breach start date: May 27, 2023
e
Date Breach was Discovered: 09/25/2023

Breach Type: Electronic

Please give a detailed explanation of how the data
breach occurred.:

Please see Exhibit 1.

The breach was a result of a

Please check ALL of the boxes that apply to your malicious/criminal act. = Selection(s)

breach.: The breach occurred at the location of a third
party service provider. = Selection(s)




Physical access to systems containing personal
information was restricted to authorized
personnel only.:

Network configuration of breached system:

For breaches involving electronic systems,
complete the following:

Does your business maintain a Written
Information Security Program (WISP)?:

All Massachusetts residents affected by the
breach have been notified of the breach.:

Method(s) used to notify Massachusetts residents
affected by the breach (check all that apply)::

Please explain your answer of Other Above:

Date notices were first sent to Massachusetts
residents (MM/DD/YYYY):

All Massachusetts residents affected by the
breach have been offered complimentary credit
monitoring services.:

If the breach of security includes a Social Security
number, Massachusetts law requires your credit
monitoring comply with Section 3A of Chapter
93H:

Law enforcement has been notified of this data
breach.:

Please describe how your company responded to
the breach. Include what changes were made or
may be made to prevent another similar breach
from occurring, including updating your WISP.:

Yes / No:

Yes
Internet Access Available
Personal information stored on the breached

system was password-protected and/or
restricted by user permissions. = Selection(s)

Yes

Yes

Option2 | US Mail

10/25/2023

Yes

| acknowledge our credit monitoring complies
with section 3A of Chapter 93H

Yes

Please see Exhibit 1.

Yes
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