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Dear Commissioner Bowler: ?(,'&

Pursuant to your ins ions and in accordance with Massachusetts General Law,
Chapter 175, Section@ comprehensive examination has been made of the market

conduct affairs §

%\ BAY STATE INSURANCE COMPANY

a&home office located at 95 Old River Road, Andover Massachusetts 01810. The
following report thereon is respectfully submitted.
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SCOPE OF EXAMINATION

The Massachusetts Division of Insurance (hereinafter *Division”) conducted a
comprehensive market conduct examination of Bay State Insurance Company (hereinafter “Bay
State” or “Company”) for the period January 1, 2004 through December 31, 2004. The
examination was called pursuant to authority in Massachusetts General Laws Chapter 175, Section
4. The current market conduct examination was conducted at the direction of, and under the overall
management and control of, the market conduct examination staff of the Division. Representatives
from the firm of Eide Bailly, LLP (hereinafter “Eide”) were engaged to complete certain agreed-
upon procedures. ‘i

EXAMINATION APPROACH %w

A tailored audit approach was developed to perform the examination of t e using the
guidance and standards of the National Association of Insurance Commissioners*Market Conduct
Examiners Handbook (hereinafter “Handbook™), the market conduct ex

Division, and the Commonwealth of Massachusetts insurance laws, reg
procedures were performed under the management and control of the=market conduct examination
staff of the Division. The following describes the procedure &d and the findings for the

workplan steps thereon.

The basic business areas that were reviewed % is examination were Company
Operations/Management. Other areas normally i in a comprehensive market conduct
examination including: Complaint Handling %eting and Sales, Producer Licensing,
Policyholder Services, Underwriting and Rati aims were not required of this examination
since the Company does not underwrite any, s in the Commonwealth of Massachusetts.

In addition to the processes’ ar@dures’ guidance in the Handbook, the examination

included a review of the Company licies and procedures regarding compliance with 18 U.S.C.

88 1033 and 1034, as well as an assessment of the Company’s internal control environment. While

the Handbook approach detecCts-i idual incidents of deficiencies through transaction testing, the

internal control assess vides an understanding of the key controls that Company

management uses to r ir-business and to meet key business objectives, including complying
@lions and bulletins related to market conduct activities.

with applicable Iav)%

The ssessment process is comprised of three significant steps: (a) identifying
controls; (b) ining if the control has been reasonably designed to accomplish its intended
purpose-n mitigating risk (i.e., a qualitative assessment of the controls); and (c) verifying that the
contrel™i ctioning as intended (i.e., the actual testing of the controls). For areas in which
c% liance was established, sample sizes for transaction testing were accordingly adjusted.

hecfo

T rm of this report is “Report by Test,” as described in Chapter VI A. of the Handbook.

All systems and personnel of the Company are shared with Merrimack Mutual Fire
Insurance Company and Cambridge Mutual Fire Insurance Company through an inter-company
pooling arrangement. Therefore, the control environment, systems environment and policies and
procedures are shared amongst these entities. We conducted our testing on the overall operating
environment, while maintaining an understanding of each company within the organization.



EXECUTIVE SUMMARY

The comprehensive examination was conducted concurrently with the Division’s statutory
financial examination of Bay State. The financial examination performed limited compliance
testing since the market conduct examination was also being conducted.

This summary of the examination is intended to provide a high-level overview of the
reported results of the examination. The body of the report provides details of the scope-of the
examination, tests conducted, findings and conclusions, recommendations and subs%ent
Company actions. Managerial or supervisory personnel from each functional area of the Compan
should review report results relating to their specific area. w

The Division considers a substantive issue as one in which corrective a’o part of the
Company is deemed advisable, or one in which a “finding”, or violation of setts insurance
laws, regulations or bulletins was found to have occurred. When a , corrective action
should be taken by the Company for any finding contained herein. %r)ectlve action requires
agreement of both the Company and the Division prior to impleme

All Massachusetts insurance laws, regulations and b% cited in this report may be

viewed on the Division’s website at www.state.ma.us/doi.

recommendations and, if applicable, subsequent®€ompany actions made, as part, of the
comprehensive market conduct examination of Bay. State.

SECTION | — COMPANY OPERATIONS / r)@ ENT
Standard 1-3 &

Finding(s): The Co idoes not perform criminal background checks on new
employees, nor does e procedures in place to ensure that existing employees are
compliant with 1 - 81033 on an ongoing basis.

The following is a summary of all s% tive issues found, along with related

Observati e Company requires all new and existing employees to annually sign an

whether that they have been convicted of a felony.

Recommenidation(s): Eide recommends that the Company conduct criminal background
@gfor all current and prospective employees.

<§Q
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COMPANY BACKGROUND

The Andover Group is comprised of three property and casualty companies connected
through an inter-company pooling arrangement. Merrimack Mutual Fire Insurance Company, the
founding company, began operations in 1828. Cambridge Mutual Fire Insurance Company was
incorporated in 1833, and was acquired by Merrimack Mutual Fire Insurance Company in 1913.
Bay State Insurance Company was added in 1955, and is organized as a stock company.

commercial multiple peril lines. The majority of business is written in the Northeast regi ajor
direct written premium percentages by state during 2004 include: Massachusetts — 40.6%, New
York — 16.5%, New Jersey 13.7%, Illinois — 10.6%, Connecticut — 5.6% an WOther
jurisdictions — 13.0%. The Company does not underwrite any direct business in t@ e.

All three entities within the Andover Group specialize in providing homeowners, fj’ e and

The companies share in premiums, losses and expenses, which ar
member companies based on the following percentages: Merrima
Company — 50%, Cambridge Mutual Fire Insurance Company —
Company — 15%. For ease of operations, a majority of the Group
handled through Merrimack Mutual Fire Insurance Company&

istribtted among the
tual Fire Insurance
ay State Insurance
party transactions are
, the other two companies
receive their share of business through the pooling agreement.

The Andover Group’s breakout by line of bus% irect written premium during 2004

is shown in Table 1: Q

TABLE 1
Line of Business Andover Companies Efe:_?tr;:
Homeowners $217,999,000 | 53%
Commercial Multi Peril 109,262,000 | 26%
Fire e%?‘r 32,873,000 | 8%
Other Liab Ocer.,.\ 22,752,000 | 6%
Allied Lines( )} 19,691,000 | 5%
Inland Marine 9,420,000 | 2%
TotakDirect/Business $411,997,000 | 100%

Tabl ows that the Andover Group primarily writes homeowners and commercial
multiple peril s. The Andover Group has approximately 1,100 licensed local independent

producers:who-distribute the various products throughout the Northeast region. The Company does
ite any business in the Commonwealth, and therefore does not have any producers
Massachusetts.

The Company is rated A+ (Superior) by AM Best Company and ratings were stable over
the examination period.

The key objectives of this examination were determined by the Division utilizing the
Handbook. The remainder of this report outlines the testing and results by each major risk area
defined by the Handbook.



l. COMPANY OPERATIONS/MANAGEMENT

Evaluation of the Standards in this business area is based on (a) an assessment of the Company’s
internal control environment, policies and procedures, (b) the Company’s response to various
information requests, and (c) a review of several types of files at the Company.

Standard I-1. The company has an up-to-date, valid internal, or external, audit program.

Objective: This Standard is concerned with whether there is an audit program func‘fﬂ;»that
provides meaningful information to management.

Controls Assessment: The following key observations were noted in conjunctio %e review of
this Standard:

= The Company does not have an internal audit function, but i %d annually by an
independent accounting firm that tests internal controls.

= Formal procedure records are kept for the major areas of t:e ny and are updated on

an annual basis.

= The Company uses a job rotation system within th
fraud.

m The Company responds to external audit @k dations to correct, modify and

implement procedures.

ting department to mitigate

Controls Reliance: Controls tested via do |on inspection, procedure observation and/or
corroborating inquiry appear to be sufficien iable to be considered in determining the extent of
transaction testing procedures. &

Transaction Testing Procedure: the nature of this Standard, no transaction testing was
performed.

Transaction Testing Resu@ applicable.

Recommendation(s):™

Standard_1-2.\, The company has appropriate controls, safeguards and procedures for
protecti integrity of computer information.

wed work performed by Division financial examination team and found adequate
ge. All required activity for this Standard was included in the scope of the statutory financial
examination of the Company.



Standard 1-3. The company has antifraud initiatives in place that are reasonably calculated
to detect, prosecute, and prevent fraudulent insurance acts.

18 U.S.C. § 1033; Division Bulletins 98-11 and 2001-14.

Objective: This Standard is concerned with whether the Company has an antifraud plan that is
adequate, up-to-date, in compliance with applicable statutes and appropriately implemented

criminal offense for anyone “engaged in the business of insurance” to willfully permit a ted
person” to conduct insurance activity without written consent of the primary insurance A
“prohibited person” is an individual who has been convicted of any felony involving di sty or
a breach of trust or certain other offenses, who willfully engages in the busine rance as
defined in the Act. In accordance with Division Bulletins 98-11 and 2 Jany entity

conducting insurance activity in Massachusetts has the responsibility of n ing=the Division, in
writing, of all employees and producers who are affected by this Iaw@ uals “prohibited”
must

Pursuant to 18 U.S.C. § 1033, the Violent Crime Control and Law Enforcement Act of 1994 it is a
pm&bi
ulator;

under the law may apply to the Commissioner for written consent not engage in the
business of insurance unless and until such consent is granted.

Controls Assessment: The following key observations were neQ njunction with the review of

this Standard:
s The Company has a written antifraud plan. & ;

= With the help of the Massachusetts Insuran ureau, the Company has a continuing
education program is in place for all claims and.underwriting personnel.

= Company claims and underwriting , On average, have over ten years of industry
experience.

» Potentially fraudulent claims ﬁ% t to the attention of the Claims Examiner, and then
referred to outside experts i laims Examiner determines further investigation is
necessary.

= The underwriting t ensures the accuracy of applications through physical
inspections of pr ty;. random field examinations, credit checks and information from
outside source %

s The Comp ot perform criminal background checks for prospective employees,
nor does.it*have procedures in place to ensure that existing employees are compliant with
18 U. 083 on an ongoing basis.

e

Controls,ﬂel%é: Controls tested via documentation inspection, procedure observation and/or
corrob quiry appear to be sufficiently reliable to be considered in determining the extent of
tra % esting procedures.

Transaction Testing Procedure: Eide interviewed individuals with responsibility for ensuring that
the Company does not willfully employ prohibited persons as defined in 18 U.S.C. § 1033, and
reviewed procedures followed by the Company to ensure compliance.

Transaction Testing Results:

Finding(s): The Company does not perform criminal background checks on prospective
employees, nor does it have procedures in place to ensure that existing employees are
compliant with 18 U.S.C. § 1033 on an ongoing basis.




Observation(s): The Company requires all new and existing employees to annually sign an
affidavit stating whether they have been convicted of a felony.

Recommendation(s): Eide recommends that the Company conduct criminal background checks for
all current and prospective employees.

Standard I-4. The company has a valid disaster recovery plan.

Eide reviewed work performed by the Division’s financial examination team and f Mquate
coverage. All required activity for this Standard was included in the scope of the 6 inancial

examination of the Company.
* * * * * %

Standard 1-5. The company is adequately monitoring the acti

i 'e@?ﬁe Managing General
Agents (MGAS).

Eide performed no work on this standard, as the Company utilize MGA:s.

)
* * * Q

Standard 1-6. Company contracts with MG&?@ply with applicable statutes, rules and
regulations.

Eide performed no work on this standi{@ompany does not utilize MGAs.

Standard I-7. Records are , accessible, consistent and orderly and comply with
record retention requirem

Objective: This Stan is.concerned with the organization, legibility and structure of files, as
well as with deter %the Company is in compliance with its record retention requirements.
The objective of<this, Standard was included for review in each Standard where such policy or
procedure for ion of records exists or should exist.

Controls¢Assessment: Company policy requires that its producers keep complete records and
acco insurance transactions. The Company’s standard producer contract requires that
in % ecords and accounts be kept current and identifiable. The Company’s standard producer
c%ct also maintains the Company’s right to examine producers’ accounts and records of all
insurance transactions for as long as the Company deems reasonable, including a reasonable time
after the termination of a producer contract.

Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
corroborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

Transaction Testing Procedure: No further testing was performed due to lack of underwriting in
Massachusetts.




Transaction Testing Results: None.

Recommendation(s): None

Standard 1-8. The company is licensed for the lines of business that are being written.

M.G.L. c. 175, 88 32 and 47.

Objective: This Standard is concerned with whether the Company is operati n the
requirements of its Certificate of Authority. Accordingto M.G.L.c. 175832, a ust first
obtain a certificate of authority from the commissioner before any contract or p be issued.
A company may issue a policy and contract for lines of business allowed by M.G.[=¢. 175 § 47.

this Standard:

Controls Assessment: The following key observations were noted in % ction with the review of
s The Company operates within the lines of business ander its existing Certificate

of Authority.

Controls Reliance: Controls tested via documentatiof i tion, procedure observation and/or
corroborating inquiry appear to be sufficiently relia onsidered in determining the extent of
transaction testing procedures.

Transaction Testing Procedure: Eide tra line of business written in Massachusetts, as
listed on the annual statement, to the Certifi f Authority obtained from the Division. Eide also
met with the Division’s financial examipation team to discuss any notable issues that arose during
the course of the financial exam. V
Transaction Testing Resu@(

D

Finding(s):

10




Standard 1-9. The company cooperates on a timely basis with examiners performing the
examinations.

M.G.L. c. 175, § 4.

Objective: This Standard is concerned with the Company’s cooperation during the course of the
exam. M.G.L. c. 175, § 4 sets forth the Commissioner’s authority to conduct examinations of an
insurer.

Controls Assessment: Due to the nature of this Standard, no controls assessment was perfo&;&

Controls Reliance: Not applicable. :E\)
Transaction Testing Procedure: The Company’s level of cooperation and Siveness to

examiner requests was assessed throughout the examination.

Transaction Testing Results: ::Q):

Finding(s): None.
Observation(s): The Company’s level of coop@ﬂd responsiveness to examiner

Recommendation(s): None.

requests was excellent.
* § * *

Standard 1-10. The company h ures for the collection, use and disclosure of
information gathered in connection with insurance transactions to minimize any improper
intrusion into the privacy of appli and policyholders.

Objective: This Standard rned with the Company’s policies and procedures to ensure it
maintains privacy of ¢ %nformation.

Controls Assessme‘@ following key observations were noted in conjunction with the review of
this Standard:

" Com@policy is to disclose information only as required or permitted by law to industry
lators, law enforcement agencies, anti-fraud organizations, and third parties who assist
mpany in processing business transactions for its policyholders.
@mpany policy requires that a consumer privacy notice be provided to policyholders when
Q a policy is delivered. Annual disclosure notices also are provided to policyholders using
standard mail.

s The Company stated that it has developed and implemented information technology
security practices to safeguard nonpublic personal information.

Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
corroborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

11




Transaction Testing Procedure: Eide interviewed Company personnel with responsibility for
policyholder services, and reviewed its privacy notice. The Division’s financial examination team
conducted a review of the Company’s privacy policies, which provided additional comfort to the
market conduct examiners.

Transaction Testing Results:

Finding(s): None.

Observation(s): It appears from our review of the Company’s privacy notice that il&%cy
policy minimizes any improper intrusion into the privacy of applicants and policyho
and is disclosed to policyholders in accordance with their policies and procedures.

Recommendation(s): None. 0
* * * * * %

Standard I-11. The company had developed and implemented E@B/olicies, standards and
procedures for the management of insurance information. CN\

The objective of this Standard was included for review, QStandard where such policy or
procedure for the management of insurance mformatlo% r should exist.

Standard 1-12. The company has poI|C|e dprocedures to protect the privacy of nonpublic
personal information relating to its p ers, former policyholders and consumers that

are not policyholders.

Gramm-Leach-Bliley Act § 504.(a 16 CFR Part 313.

Objective: This Standar c rned with the Company’s policies and procedures to ensure it
maintains privacy of ¢ nformation.

Controls Assessmenti The following key observations were noted in conjunction with the review of

this Standard
s The &%ﬁny’s policy is to comply with the Gramm-Leach-Bliley Act, § 504 (a), and its
d rule 16 CFR Part 313, regarding privacy requirements of nonpublic personal
ation.
mpany policy allows for the sharing of policyholder and personal information with
insurance company affiliates.

= The Company stated that it does not sell personal information to third parties.

s Company policy is to disclose personal information only as required or permitted by law to
industry regulators, law enforcement agencies, anti-fraud organizations, and third parties
who assist the Company in processing business transactions to its policyholders.

= Company policy requires that a consumer privacy notice be provided to policyholders when
a policy is delivered. Annual disclosure notices also are provided to policyholders using
standard mail.

12




s The Company stated that it has developed and implemented information technology
security practices to safeguard nonpublic personal information.

Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
corroborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

Transaction Testing Procedure: Eide interviewed Company personnel with responsibility for
policyholder services, and reviewed its privacy notice. The financial examination team condﬁted a

review of the Company’s privacy policies, which provided additional comfort to th rket
conduct examiners.

Transaction Testing Results: QE:

Finding(s): None. %
Observation(s): Based upon our review of the Company’s %otice, it appears that

the Company’s privacy policy minimizes any improper~igtrusion into the privacy of

¢ not policyholders, and is
Recommendation(s): None. Q

* * )\ *

Standard 1-13. The company provides }ynotices to its policyholders and, if applicable,
to its consumers who are not poli regarding treatment of nonpublic personal
financial information.

Gramm-Leach-Bliley Act § 50«9% 16 CFR Part 313.

Objective: This Standar @erned with the Company’s policies and procedures to ensure it
provides consumers pr@ ification of privacy information.

Controls Assessment', The following key observations were noted in conjunction with the review of
this Standard:

" T§ &my’s policy is to comply with the Gramm-Leach-Bliley Act, § 504 (a), and its

rule 16 CFR Part 313, regarding privacy requirements of nonpublic personal
ation.

Q ompany policy allows for the sharing of policyholder and personal information with
affiliates.

= The Company stated that it does not sell personal information to third parties.

= Company policy is to disclose personal information only as required or permitted by law to
industry regulators, law enforcement agencies, anti-fraud organizations, and third parties
who assist the Company in processing business transactions to its policyholders.

= Company policy requires that a consumer privacy notice be provided to policyholders when
a policy is delivered. Annual disclosure notices also are provided to policyholders using
standard mail.

13




s The Company stated that it has developed and implemented information technology
security practices to safeguard nonpublic personal information.

Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
corroborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

Transaction Testing Procedure: Eide interviewed Company personnel with responsibility for
policyholder services, and reviewed its privacy notice. The financial examination team conducted a
review of the privacy policies of the Company, which provided additional comfort to t rket

conduct examiners. \)
Transaction Testing Results: QE:
Finding(s): None.

Observation(s): Based upon our review of the Company’s %%)notice and discussion

with Company personnel, it appears that the Company privacy information to
policyholders in accordance with its policies and proce

Recommendation(s): None. %,
* * * @

Standard 1-14. If the company discloses inf ion subject to an opt out right, the company
has policies and procedures in place so t %o ublic personal financial information will not
be disclosed when a consumer who jisnot.a policyholder has opted out, and the company
provides opt out notices to its polic ers'and other affected consumers.

Gramm-Leach-Bliley Act § 50/{(&% 16 CFR Part 313.

Objective: This Standar &erned with the Company’s policies and procedures to provide
consumers with an opt@ ion as required in the Gramm Leach Bliley Act.

Controls Assessmentt, The following key observations were noted in conjunction with the review of
this Standard;

= The Company’s policy is to comply with the Gramm-Leach-Bliley Act, § 504 (a), and its
rule 16 CFR Part 313, regarding privacy requirements of nonpublic personal
ation.
% e Company stated that it does not sell personal information to third parties.

Company policy is to disclose personal information only as required or permitted by law to
industry regulators, law enforcement agencies, anti-fraud organizations, and third parties
who assist the Company in processing business transactions to its policyholders.

= Company policy requires that a consumer privacy notice be provided to policyholders when
a policy is delivered. Annual disclosure notices also are provided to policyholders using
standard mail.

s The Company stated that it has developed and implemented information technology
security practices to safeguard nonpublic personal information.

14




Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
corroborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

Transaction Testing Procedure:  The examiners interviewed Company personnel with
responsibility for policyholder services, and reviewed its privacy notice. The financial examination
team conducted a review of the Company’s privacy policies, which provided additional comfort to
the market conduct examiners.

Transaction Testing Results: :\)

Finding(s): None.

Observation(s): Based upon our review of the Company’s privac tic and discussion
with Company personnel, it appears that the Company provid nsumer information to
business partners or other third parties only to help provi tial services to the
consumer, and therefore is not required to provide an opt

&

Recommendation(s): None.

Standard 1-15. The company’s collection, use<and®disclosure of nonpublic personal financial
information are in compliance with applicah%xtutes, rules and regulations.

Gramm-Leach-Bliley Act § 504 (a) anQ( Part 313.
Obijective: This Standard is conce ensuring that the Company’s policies and procedures
regarding nonpublic personal fi ormatlon are in compliance with applicable statutes.
Controls Assessment: T ng key observations were noted in conjunction with the review of
this Standard:
s The Com |cy is to comply with the Gramm-Leach-Bliley Act, 8 504 (a), and its
related 6 CFR Part 313, regarding privacy requirements of nonpublic personal
informa

= The Company stated that it does not sell personal information to third parties.

y policy is to disclose personal information only as required or permitted by law to
stry regulators, law enforcement agencies, anti-fraud organizations, and third parties
% 0 assist the Company in processing business transactions to its policyholders.

Company policy requires that a consumer privacy notice be provided to policyholders when
a policy is delivered. Annual disclosure notices also are provided to policyholders using
standard mail.

s The Company stated that it has developed and implemented information technology
security practices to safeguard nonpublic personal information.

15



Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
corroborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

Transaction Testing Procedure:  The examiners interviewed Company personnel with
responsibility for policyholder services, and reviewed its privacy notice. The financial examination
team conducted a review of the Company’s privacy policies, which provided additional comfort to
the market conduct examiners.

Transaction Testing Results: %

Finding(s): None. \)

Observation(s): Based upon our review of the Company’s privacy nond discussion
with Company personnel, it appears that the Company’s policies' and “procedures are

adequate to protect nonpublic personal financial information.

Recommendation(s): None. 0%

Standard 1-16. In states promulgating the health j
regulation, or providing equivalent protection t her substantially similar laws under
the jurisdiction of the Department of Insurange, thie company has policies and procedures in
place so that nonpublic personal health inf ion"will not be disclosed except as permitted
by law, unless a policyholder or a cons ho is not a policyholder has authorized the
disclosure. @

Objective: This Standard is con mith ensuring the Company’s policies and procedures
regarding nonpublic personal he iﬁ%ﬂfmaﬁon are in compliance with applicable statutes.

Controls Assessment: T lowing key observations were noted in conjunction with the review of
this Standard:

s The Com d that it does not sell any personal consumer information to third
parties.
s The any policy is to disclose personal information only as required or permitted by

law to stry regulators, law enforcement agencies, anti-fraud organizations, and third
ies-who assist the Company in processing business transactions for its policyholders.

Company policy requires that a consumer privacy notice be provided to policyholders
en a policy is delivered. Annual disclosure notices also are provided to policyholders
using standard mail.

s The Company stated that it has developed and implemented information technology
security practices to safeguard nonpublic personal information.

Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
corroborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

16




Transaction Testing Procedure: Eide interviewed Company personnel with responsibility for
policyholder services, and reviewed its privacy notice. The financial examination team conducted a
review of the Company’s privacy policies, which provided additional comfort to the market
conduct examiners.

Transaction Testing Results:

Finding(s): None.

Observation(s): Based upon our review of the Company’s privacy notice and d&\ksion
with Company personnel, it appears that the Company’s policies and progeduresare

adequate to protect nonpublic personal health information. :E
Recommendation(s): None. 0
* * * * * %
Standard 1-17. Each licensee shall implement a comprehensive.w en information security

program for the protection of nonpublic policyholder infor %

Gramme-Leach-Bliley Act § 504 (a) and 16 CFR Part 3;&

Objective: This Standard is concerned with ensuri @he Company has written policies and
procedures regarding the protection of nonpublic ollaholder information.

Controls Assessment: The following key o ions were noted in conjunction with the review of
this Standard:

= The Company’s policy is to @With the Gramm-Leach-Bliley Act, § 504 (a), and its
related rule 16 CFR Parl%t& egarding privacy requirements of nonpublic personal

information.

s Company has writ olicies and procedures in place for security of nonpublic
policyholder and umer information.

s The Compan at it does not sell personal information to third parties.

c

= Company. to disclose information only as required or permitted by law to industry
regula nforcement agencies, anti-fraud organizations, and third parties who assist
the ny in processing business transactions to its policyholders.

pany policy requires that a consumer privacy notice be provided to policyholders when
is delivered. Annual disclosure notices also are provided to policyholders using

dard mail.
% The Company stated that it has developed and implemented information technology
security practices to safeguard nonpublic personal information.

Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
corroborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

17



Transaction Testing Procedure:  The examiners interviewed Company personnel with
responsibility for policyholder services, and reviewed its privacy notice. The financial examination
team conducted a review of the privacy policies of the Company, which provided additional
comfort to the market conduct examiners.

Transaction Testing Results:

documentation, it appears that the Company’s policies and procedures for on of

Finding(s): None. %
Observation(s): Based upon our review of the Company’s privacy notic Wr ten
;Qé %o i
nonpublic policyholder and consumer information are adequate. 0

Recommendation(s): None.

18



SUMMARY

Based upon the procedures performed in this comprehensive examination, Eide has reviewed and
tested Company Operations/Management as set forth in the NAIC Market Conduct Examiners
Handbook, in the market conduct examination standards of the Division, and in the Commonwealth
of Massachusetts insurance laws, regulations and bulletins. Other areas normally included in a
comprehensive market conduct examination including; Complaint Handling, Marketing and Sales,
Producer Licensing, Policyholder Services, Underwriting and Rating, and Claims were not required
of this examination since the Company does not underwrite any business in the Commonwealth of

Massachusetts. Eide has made recommendations to address various concerns related to company
operations and management.
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The undersigned’s participation in this comprehensive examination as the Examiner-In-Charge
encompassed responsibility for the coordination and direction of the examination performed, Which
was in accordance with, and substantially complied with, those standards estab 'Wy the
National Association of Insurance Commissioners (NAIC) and the NAIC onduct
Examiners’ Handbook. This participation consisted of involvement in the planF% velopment,

supervision and review of agreed-upon procedures), administration an ation of the
comprehensive examination report. In addition, Dorothy K. Raymond, Division’s Market
Conduct Section, participated in the examination and in the preparation i ort.

The cooperation and assistance of the officers and employees ompany extended to all

examiners during the course of the examination is hereby ackn

Matthew C. Regan IlI Q

Director of Market Conduct &
Examiner-In-Charge

Commonwealth of Massachusetts Q
Division of Insurance '\

Boston, Massachusetts @Y(S
>
NS
S
O
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