COMMONWEALTH OF MASSACHUSETTS

SUFFOLK,SS SUPERIORCOURT
CIVIL ACTION NO. 05-1856-H

COMMONWEALTH OF MASSACHUSETTS,
Plaintiff,

V.

LEO KUVAYEV, VLADISLAV KHOKHOLKOD,
PAVEL TKACHUK, ANNA ORLOVA,
MICHELLE MARCO, DENNIS NARTIKOEYV,

PAVEL YASHIN, 2K SERVICES, INC.,
AND ECASHPAY, Ltd.

Defendants.

FINAL JUDGMENTAND PERMANENT INJUNCTION AGAINST DEFENDANTS

This actioncameon for hearing beforgéhe Courtuponthe motionand affidavitfiled by

Plaintiff, the Commonwealtlof Massachusetighe "Commonwealth™), througthe Office of the
AttorneyGeneral,ThomasF. Reilly, in theabove-captioned mattdor a defaultudgmentby

the Courtpursuanto Mass.R. Civ. P.55(b)(2). This Court, having considered theéomplaintand
affidavitsfiled therewithaswell asthe Commonwealth'$1otion for Assessmentf Damagesand
Entry of FinalJudgmentand memorandurfiled in supportthereof,and itappearing to th€ourt
thatthe Commonwealtlon May 13, 2005 dulyserved th&summonsand Complainbn Defendants
Leo Kuvayev,VladislavKhokholkod,PavelTkachuk,AnnaOrlova, Michelle DeMarco,Dennis
Nartikoev,PavelYashin,2K Services)nc., and Ecaslray,Ltd. (collectively,"Defendants")as

appeargrom the Commonwealth’Affidavit of Servicedated



May 31) 2005 and Noticef Serviceof Processlated Jun&,2005;and thathe Commonwealtion
Septembell, 2005)served thiproposed Finaludgmenand Permanenhjunctionon
Defendantsand thatDefendant$havefiled no appearancegnswer, ootherdefenseor otherwise

takenanyactionin this proceedingthe Courtsentergudgmentasfollows:

FINDINGS

This Court, basedn allegationdgn the Complaintandaffidavits presentedmnakesthefollowing
‘findings:

1. ThisCourthasjurisdictionover the subjectmatterof this actionpursuanto G. L. c. 93A, 8 4,
andG.L.c.214,8 1.

2. Personajurisdictionover Defendantss properpursuanto G.L. c. 223A,82,0r G.L. c. 223A,
8§3.

3. Venueis properin Suffolk CountyPursuanto G. L. c. 93A, §4.

4. Defendantsonductbusinesaisinga Massachusettsusinessaddresof 2193 Commonwealth
Avenue,Box 313,Brighton, Massachusett§2135.As partof their busines®perationsPefendanthave
assumedhousand®f namesandinternetdomainsunderwhich theyadvertisepromote,andconduct
business.

5. During thecourseandconductof their businesspefendantavesentnumeroussommerciale-
mail communicationso consumersn the Comnlonwealtandthroughouthe United Stateghatviolatethe
Controlling Assaultof Non-SolicitedPornographyndMarketingAct, or "CAN-SPAM Act") 15 U.S.C8
7704¢t seq. asfollows:

a. DefendantsiolatedJ 5 U.S.C8§ 7704(a)(3)(A)(i)and(ii) of the CAN-SPAM Act

by failing to providerecipientsof their commercialelectronicmail messagewith a functioningmechanism
allowing themto seekto opt out of receivingfuture messagetor atleast30 daysollowing thetransmission
of theoriginal message;

b. DefendantsiolatedJSU.S.C§§ 7702(8)7704(a)(1)and(6) of the CAN-SPAM



Act by including materiallyfalseor misleadingheadeiinformationin their
commerciale-mail messagespecificallya non-functioningoriginatinge-mailaddress;

c. Defendantwiolated 15 U.S.& 7704(a)(5)(A)(i)of the CAN-SPAM Act by failing
to clearlyand conspicuouslgentify their messageasanadvertisemenbr
solicitation;

d. DefendantwiolatedlS U.S.C§ 7704(a)(5)(A)(iii) of the CAN-SPAM Act by failing to
includea valid physicalpostaladdressn their messages;

e. Defendantwiolatedsectionl5 U.S.C8 7704(d)(3)of the CAN-SPAM Act by failing to
placewarninglabelson commerciaklectronicmail containingsexuallyorientedmaterial;

f. Defendantwiolatedsection15 U.S.C8 7704(b)(l)of the CAN-SPAM Act by obtaining
recipientse-mailaddressy automatedneansand

g. Defendantwiolatedsectionl5 U.S.C§ 7704(b)(I ) of t]")e CAN-SPAM Act by usinganother
third party'sinternetdomainwithout their permission.

6. Defendantsviolationsof the CAN-SPAM Act constituteviolationsof940 C.M.R. 3.1§4) and,
thereforeyiolationsof G.L. c. 93A, § 2(a).

7. Defendantdaveviolatedthe FederaFood,Drug, andCosmeticAct ("FDCA ") by distributing,
selling, mislabelingandimportingdrugsthathavenot beenapprovedor salein the United Statesand
dispensingsuchdrugsto consumersvithout a valid prescription Defendantsviolationsof the FDCA
constituteviolationsof 940 C.M.R3.16 (4)and,thereforeyiolationsof G.L. c. 93A, 8§ 2(a).

8. Defendant$avealsoengagedn a patternandpracticeof unfair anddeceptiveactsor practices
in connectiorwith their onlinebusinessethatviolateG. L. c. 93A, § 2(a) by knowingly: 1) promotingand
sellingunapprovedndcounterfeitdrugsthroughthe Defendantsonlinepharmacies2) misrepresentinghe
authenticityof computersoftwareproductssoldon Defendantsbnline websites3) offering online

mortgagebrokeringserviceswithout a valid mortgagebrokerslicensein violationof G.L. c. 255E, 8; and

4) violating the Attorney



General'sadvertising regulation§40 C.M.R8.04, formortgagedrokersin collllectionwith
Defendantsbnline mortgagebrokeragebusiness

ORDER FOR JUDGMENT

Whereforethis Courtgrantsthe Commonwealth'slemandor relief andit is orderedandadjudgedhat:
1. Judgments enteredunderCountsl, II, Ill, 1V, V, andVI of the Complaintin favor of the
CommonwealtlandagainstDefendants;
2. Defendantarepermanentlyenjoinedandmustrefrainfrom violating the Massachusetts
ConsumerProtectionAct, G. L. c. 93A, inclusivebut not limited to thefollowing practices:

(a) Advertising,promotingandoffering for saleonline or offline prescriptiondrugs,
counterfeitcomputersoftware, mortgagejoans,andpornography;

(b) Sendinganyunsolicitede-mailsadvertising promotingandoffering for saleonline or offline
unapproveand/orcounterfeitprescriptiondrugs,counterfeitcomputersoftware, mortgagdoans,and
pornography;

(c) Sendingcommerciale-mailmessagewith originatinge-mailaddressethatdo notreceivereply
messages;

(d) Sendingcommerciale-mail messagethatdo not providea functioningmechanisnthatrecipientscan
useto requesthatno further messagebe sentto themby the defendant;

(e) Sendingmessagewith headetinformationthatis materiallyfalseor misleadingjncluding, but not
limited to, a non-functioningoriginatingc-mail address;

(t) Sendingmessagewith aninvalid postaladdress;

(9) Sendinge-mailsthatdo not containwarningsregardingthe sexuallyorientedcontentof the e-mails;

(h) Sendingmessagethatfail to clearlyandconspicuoushnotify therecipientthatit is anadvertisemenor

solicitation;



0] Registering angomainnameor maintaining anydomainnameregistrationusing
informationthatis incorrector falsifying theidentity of the actualregistrant;

)] Promotingor facilitating the saleor- delivery of any productor serviceghroughuseof
deceptivameandor thebenefitof any of the Defendants;

(k) Destroying,erasingmutilating, concealingaltering, transferringor otherwisedisposing
of, in anymanner directly or indirectly (includingengagingothersto acton Defendants'
behalf,anydocumentscomputerscomputerizediles, storagemediaon which information
is storedor savedcontracts, accountindata, correspondeng¢@cludingelectronic
correspondencegdvertisementsyeb-pagescustometlists, affiliate codesandlists,
financialrecordsandanyotherdocumentsor recordsof anykind thatrelateto theacts,
practicesandpersonafinancesof eachDefendantjncludingactingindividually or in
concertwith others;and

() Forminga busines®r organizationaldentity asa methodof avoidingthetermsand
conditionsof this permaneninjunction; andaffirmatively requiringeachDefendanto
disclosethetermsandconditionsof this permaneninjunctionto all officers,employees,
representativesffiliates, agentssuccessorsgssignspr any otherpersorwho actsunderor

who, will actunder,by, through,or on behalfof any Defendanengagedn anyactivity
involving commerciale-mail,instantmessagingor internetpromotion.

3. TheCommonwealths awardectivil penaltiepursuanto G. L. c. 93A, § 4,in theamountof
$37,481,500 foviolationsof G. L. c. 93A, § 2,foundagainsthe Defendantsncluding,$ 37,461,500 for
Defendantstransmissiorof over 149,846emailcommunications

thatviolateboththe CAN-SPAM Act andG.L. c. 93A, § 2 (149,84@mailsx $250 penaltyeremail)and
$20,000for Defendantsbnlinesaleof counterfeitunapprovedirugswithouta prescriptiorandcounterfeit

software(4 salex $5,000penaltypersale).

4. TheCommonwealths awardedhecostsof bringing thisaction,including
attorney'dees,in thesumof $17,300.

Datedat Boston,Massachusettshis 26" dayof September2005.

[C. Brian MacDonaldsignaturd

Justiceof the SuperiorCourt



