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REQUEST FOR DIRECT APPELLATE REVIEW

“Every investigation, including the possession and distribution of

child pornography, has a shelf life.” Commonwealth v. Guastucci, 486

Mass. 22, 30 (2020). This appeal concerns a delay of more than ten
months between reported uploads of child pornography and the
application for a search warrant—well beyond the seven-month delay

addressed in Commonwealth v. Guastucci, 486 Mass. 22, 27 (2020)—

and whether this significantly longer delay exceeded the shelf life of the
investigation and rendered the information supporting the warrant
stale.

The defendant challenged the probable cause finding in a motion
to suppress, arguing that the information supporting the warrant was
stale. The motion judge found the delay not to be unconstitutional,
citing Guastucci, 486 Mass. at 27, but without any analysis of how the
significantly longer period between the uploads and the application for
the warrant affected the probable cause analysis.

Pursuant to Mass. R.A.P. 11, the defendant, Michael Morin, now
requests that this Court allow direct appellate review to provide

guidance to lower courts on the proper analysis in addressing a claim of



staleness where the delay in seeking a search warrant stretches

substantially beyond that addressed in Guastucci, 486 Mass. at 27.

PRIOR PROCEEDINGS
On December 11, 2023, the defendant, Michael Morin, was

arraigned in the Westborough Division of the District Court on one
count of possession of child pornography. Mr. Morin filed a motion to
suppress the fruits of a search warrant, arguing that the warrant
application failed to establish probable cause. After a non-evidentiary
hearing, the motion judge denied the motion in a handwritten
endorsement on August 12, 2025.

Thereafter, Mr. Morin tendered a guilty plea reserving his right to
appeal the order denying his motion to suppress. On December 11,
2025, the court accepted the tender and sentenced Mr. Morin to
probation supervision for a term of two years. On December 18, 2025,
Mzr. Morin timely noticed his appeal of the order denying his motion to

suppress.



STATEMENT OF RELEVANT FACTS

On November 13, 2021, a user of Snapchat—a mobile application
that allows users to share photographs, video recordings, and chats—
uploaded nine files that Snapchat identified as potential child
pornography. On the following day, November 14, 2021, Snapchat
reported the uploads to the CyberTipline of the National Center for
Missing and Exploited Children. On December 21, 2021, the
CyberTipline report was made available to the Massachusetts State
Police. On December 23, 2021, an administrative subpoena was issued
to Verizon, the internet service provider associated with the IP address
of the Snapchat user. In response, Verizon provided subscriber
information related to that IP address, identifying the subscriber as
Linda Carpenter of 31 Harvard Avenue in Shrewsbury. The Verizon
response also included a phone number and a specific model of Motorola
cellular phone that were associated with the uploads. On February 22,
2022, the CyberTipline report was forwarded to Sergeant David
Faucher of the Shrewsbury Police Department.

On May 9, 2022, Sergeant Faucher “ran a registry check” on the

Harvard Avenue address. The check “revealed” three names: Linda



Carpenter, Mr. Morin, and Kristina Sarin, with a driver’s license
number for each. Sergeant Faucher also checked Town of Shrewsbury
records and determined 31 Harvard Avenue to be co-owned by Sajiv
Sarin and Linda Carpenter. Sergeant Faucher conducted a LexisNexis
inquiry of the phone number provided by Verizon. That inquiry revealed
an “attached individual” of Mr. Morin of 31 Harvard Avenue in
Shrewsbury.

On May 11, 2022, Sergeant Faucher conducted surveillance on 31
Harvard Avenue, observing it to be a one-story ranch house. There were
two cars in the driveway: one did not have license plates attached and
the other was registered to Kristina Sarin. During the surveillance,
Sergeant Faucher noted that there were no unsecure wireless networks.

More than 130 days later, on September 19, 2022, Sergeant
Faucher returned to 31 Harvard Avenue, noted the same two cars in the
driveway, and again confirmed there were no unsecure wireless
networks. Two days after that, on September 21, 2022, Sergeant
Faucher filed an application for a search warrant for 31 Harvard
Avenue, asserting that Mr. Morin appeared to be using the phone

number and the Snapchat account in question and that electronic



devices or digital media in that residence would contain evidence of

possession of child pornography.

ISSUE PRESENTED

1. Whether a delay of more than ten months between reported
uploads of child pornography and the application for a search
warrant rendered the search warrant stale such that it failed to
establish probable cause to search.

This 1ssue was raised in the trial court in a motion to suppress
that explicitly raised the issue of staleness. It is thus preserved for this

Court’s review.



ARGUMENT

The delay of more than ten months before seeking a search
warrant after reported uploads of child pornography resulted in
the search warrant application failing to establish probable
cause that the target of the warrant or any electronic devices he
controlled would be found in the residence to be searched.

The delay of more than ten months in seeking a search warrant
after reported uploads of child pornography resulted in the warrant
application failing to establish probable cause that the target of the
warrant, or any electronic devices that he controlled, would be found
within the residence to be searched. Because the information in the
affidavit was stale, the motion judge erred in denying the motion to
suppress.

Under both the United States Constitution and the Massachusetts

Declaration of Rights, a search warrant may only issue upon a showing

of probable cause. Commonwealth v. Guastucci, 486 Mass. 22, 25

(2020). Probable cause requires that

the facts contained in an affidavit, plus the reasonable
inferences that may be drawn from them, . . . allow the
magistrate to determine that the items sought are related to
the criminal activity under investigation, and that they
reasonably may be expected to be located in the place to be
searched at the time the search warrant issues.”



Id. If the facts set out in the affidavit are too remote, the information
can become stale, and the application will fail to establish probable
cause. Id. at 26-27.

This Court, among others, has noted that “the determination of
staleness in investigations involving child pornography is unique.” 1d.

at 29, quoting United States v. Raymonda, 780 F.3d 105, 114 (2d Cir.

2015). This is so because of the likelihood that individuals who are
“Interested in” child pornography will “collect and retain such images in
the privacy of their own homes.” Id. This propensity to retain such
1mages over a long period allows the inference that child pornography is
likely to be found on the electronic device of a person “interested in”
such images for a longer period. Id. at 30. Thus, information relating to
such an investigation is less likely to become stale. See id.

This inference, however, does not mean that applications for
search warrants related to child pornography are immune from review
for staleness. Id. “Every investigation, including the possession and
distribution of child pornography, has a shelf life.” Id. In Guastucci, this
Court carefully surveyed the jurisprudence in this area, before

concluding that the seven-month delay in that case did not render the



information stale. Id. at 27-33. The Court noted, however, that a delay
of seven months “may be at the outer limit” of what can survive a
staleness challenge. Id. at 27.

This Court’s circumspection in the face of reliance on many
months’ old information was apt. As more time passes, more challenges
arise in establishing probable cause that the evidence sought will be

located in the place to be searched. See 1d. at 27, 32 n.4; United States

v. Doan, 245 F. App’x 550, 554 (7th Cir. 2007). Although persons
“Interested in” child pornography may retain images on electronic
devices and files may be forensically recovered even “months or years”
after being deleted, a search warrant still must establish probable cause
that relevant electronic devices or media will be found in the place to be
searched. See Guastucci, 486 Mass. at 25, 29. As the delay increases, so
does the likelihood that such devices or media will have been discarded
due to being damaged, lost, or replaced. See id. at 32 n.4.

In addition, other courts have noted that the relationship between
the target and the place to be searched can create a staleness issue. See

United States v. Frechette, 583 F.3d 374, 378 (6th Cir. 2009) (noting

that whether the target was “nomadic or entrenched” and whether place

10



to be searched was “mere criminal forum of convenience or secure
operational base” relevant to staleness inquiry). Depending on the
target’s relationship to the place to be searched, a significant delay may
decrease the likelihood that a person will still be residing, regularly
present, or storing property at that address. See 1d. For example, an
application to search a hotel room or short-term rental for evidence of
electronic possession of child pornography would likely be stale where
weeks had passed since reported online activity, not because the target
was likely to have disposed of any evidence, but because of the low
likelihood that electronic devices controlled by the target would still be

found in the placed to be searched. Cf. Commonwealth v. Jordan, 469

Mass. 134, 146-147 (2014) (holding no probable cause to search rental
car in relation to shooting two days earlier involving rental car in
absence of details of rental arrangement).

Notwithstanding reasons for caution in cases of extended delay,
the Appeals Court has extended the holding of Guastucci to a search
warrant application seeking evidence of child pornography after a delay

of eight months. Commonwealth v. Vasquez, Mass. App. Ct., No. 22-P-

1134, slip op. at 6 (Nov. 30, 2023). In this case, the delay of ten months

11



and one week—more than 310 days—extended even further beyond the
delay addressed in Guastucci, 486 Mass. at 27. However, neither in this
case nor in Vasquez did the court articulate a substantive analysis of
how a longer delay affects the probable cause determination. See
Guastucci, 486 Mass. at 27; Vasquez, No. 22-P-1134, slip op. at 6.
Properly considered, the effects of the delay in this case were fatal
to the probable cause determination. The affidavit identified Mr. Morin
as the user of the phone number and Snapchat account that had made
the uploads in question. However, the affidavit failed to establish Mr.
Morin’s current relationship with the residence to searched and thus
failed to establish that he or his electronic devices would be found there.
The affidavit only set out a limited, historical relationship between Mr.
Morin and the residence to be searched. The target residence was a
single-story ranch house. The affidavit asserts that there were two
listed owners of the residence, neither of whom was Mr. Morin or
shared a last name with Mr. Morin. The affidavit did not assert that
Mr. Morin was a renter of the property or that he was related to either
of the owners. The internet service account was set up in the name of

one of the owners of the residence, not Mr. Morin. Surveillance was

12



made on the house on two separate occasions, but the affidavit does not
indicate that officers ever observed Mr. Morin at the residence or
observed a vehicle registered to him or associated with him at the
residence.

The connection between Mr. Morin and the residence consisted of
two items. First, a “registry check of individuals at 31 Harvard Avenue”
conducted on May 9, 2022, that “revealed” a driver’s license number in
Mr. Morin’s name. Second, the affidavit recited that a LexisNexis
search, inferentially also conducted on May 9, 2022, for the phone
number of the phone that was used to upload the reported child
pornography “identified an attached individual” as Mr. Morin of 31
Harvard Avenue. The affidavit does not indicate that the “registry
check,” showed that the license was active at that time, whether there
were any other addresses attached to that license, or when the license
was last renewed. Nor does the affidavit include any information about
whether that cellular phone account remained active, when it was

opened, or whether there were any other addresses attached to the

account.

13



Without further information developing Mr. Morin’s relationship
to the residence, the affidavit failed to establish probable cause that Mr.
Morin resided at, regularly accessed, or kept property at the residence
at the time of the search in late September of 2022. The information in
the affidavit allows the inference that Mr. Morin was present at and
used the internet at the residence ten months earlier, in November of

2021. An inference could be drawn that Mr. Morin at one time resided

at the residence, such that he used that address to obtain a driver’s
license and a cellular phone account. However, undated information
that he used the address to obtain a driver’s license and cellular phone
account in combination with Mr. Morin using the internet in the
residence ten months prior does not give rise to probable cause that he
or his electronic devices would be present in the residence ten months
later. In the absence of a showing that Mr. Morin owned, rented,
resided, regularly visited, or stored property at the residence at the
time of the search, the affidavit fell short of establishing probable cause
that Mr. Morin or his electronic devices would be present at the time

the warrant was sought. Contrast Guastucci, 486 Mass. at 27.

14



Addressing a similar issue, a federal court of appeal has noted
that “the older the information is regarding child pornography, the
more necessary it is to include more detail concerning that information
and concerning the person who is the subject of the investigation.”

United States v. Doan, 245 F. App’x 550, 554 (7th Cir. 2007). Notably,

there were numerous ways that investigators in this case could have
provided more detail that would have bolstered probable cause that Mr.
Morin or his devices would be present in the target residence at the
time of the search. Surveillance could have been conducted to establish
that Mr. Morin resided at or regularly visited the residence, or that a
car Mr. Morin drove was regularly there. An administrative subpoena
could have been issued to the internet service provider seeking evidence
the phone number or cellular phone related to Mr. Morin were
connecting to the internet at the residence close in time to the search
warrant application. The affidavit could have included more
information about Mr. Morin’s driver’s license or cellular phone
accounts to establish that they were active and that the residence was

the most recent or only address listed on the account. The affidavit,

15



however, lacks any such information that would “freshen” the dated
information connecting Mr. Morin to the residence.

In addition, the uploads in this case were made by a cellular
phone using a mobile application. Cellular phones, by their nature, are
mobile, and most users seldom venture far without their phone. See

Riley v. California, 573 U.S. 373, 395 (2014) (noting polling that “three-

quarters of smart phone users report being within five feet of their
phones most of the time, with 12% admitting that they even use their
phones in the shower”). The improbability that a phone (or its user)
would be found at a potential former residence in which the target was
last known to be present ten months earlier further illustrates how the
passage of time defeated probable cause in this case.

This appeal raises issues not addressed in Guastucci: not only the
effect of a delay substantially longer than the seven months addressed
in that case, but specifically how the staleness inquiry is affected where
the affidavit fails to establish the target as someone who owns, rents,
resides, or stores property in the target residence. See Guastucci, 486
Mass. at 27. Due to the limited, dated connections evinced between Mr.

Morin and the target residence in this case, the affidavit failed to

16



establish probable cause to believe that Mr. Morin or electronic devices

he controlled would be found there at the time of the search. See Doan,

245 F. App’x at 554.

REASONS WHY DIRECT APPELLATE REVIEW IS APPROPRIATE

This appeal raises questions concerning the state and federal
constitutions “of such public interest that justice requires a final
determination by [this] Court.” Mass. R.A.P. 11(a). In Guastucci, this
court expressed circumspection in holding that a delay of seven months
did not render information stale in the context of a child pornography
investigation. 486 Mass. at 27. The Appeals Court has extended that
holding to a delay of eight months, and the trial court in this case to a
delay of more than ten months, both without substantive analysis. As
the information relied upon in seeking a search warrant exceeds the
seven-month delay in Guastucci, careful analysis is required to ensure
that a person’s rights to privacy in their homes and electronic devices
are only disturbed upon a showing of probable cause. This Court’s

Intervention is necessary to protect those constitutional rights by

17



articulating for lower courts the factors to consider in a case where the

delay substantially exceeds the delay addressed in Guastucci.

CONCLUSION

For the reasons explained above, the defendant, Michael Morin,
respectfully requests that direct appellate review be allowed.
Respectfully submitted,

MICHAEL MORIN,
By his attorney:

Nicholas Matteson

BBO # 688410

Law Office of Nicholas Matteson
P.O. Box 2633

Holyoke, MA 01041

(857) 415-1608
nm@mattesonlawoffice.com

Dated: April 9, 2026.
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CERTIFICATE OF COMPLIANCE

I certify that the foregoing complies with the applicable rules of
appellate procedure, including, but not limited to: Rule 11(b) (contents
of application for direct appellate review); Rule 20 (form and length of
briefs, appendices, and other documents); and Rule 21 (redaction).
Compliance with Mass. R.A.P. 11(b) was ascertained using the word
count feature of Microsoft Word for Mac, version 16.107.3. This
Application for Direct Appellate Review has been produced using 14-
point Century Schoolbook, a proportionally spaced font. The number of
words in the argument section of the Application is 1,911.

Nicholas Matteson
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CERTIFICATE OF SERVICE

I hereby certify, under pains and penalties of perjury, that I have on
this date made service upon the Commonwealth by directing a copy of
this application for direct appellate review be electronically served by
the Court’s e-file protocol on the following counsel for the
Commonwealth:

Assistant District Attorney Ellyn H. Lazar
Worcester County District Attorney’s Office
225 Main Street, Room G301

Worcester, MA 01608

508-755-8601

Nicholas Matteson

BBO # 688410

Law Office of Nicholas Matteson

P.O. Box 2633

Holyoke, MA 01041

(857) 415-1608

nm@mattesonlawoffice.com
Dated: April 9, 2026
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COMMONWEALTH OF MASSACHUSETTS

WORCESTER COUNTY - WESTBOROUGH DISTRICT COURT

DOCKET 2367CR001631
COMMONWEALTH

V.
MICHAEL MORIN
~ DEFENDANT’S MOTTON TO SUPPRESS EVIDENCE
Now comes, Michael Morin, the defendant in the above-captioned case, and respectfully
moves this honorable court to suppress all evidence recovered during a search of Mr. Morin’s
apartment executed by members of the Shrewsbury Police Department pursuant to a search
warrant on September 21, 2022. Such evidence includes, but is not limited to, any and all
evidence seized during the search of Mr. Morin’s home on the above referenced date.

As grounds therefore, Mr. Morin states the search Warrant authorizing tﬁe search was
issued without probable cause. Mr. Morin further states that the search ’wan:ant violated the
particularity requirements of the state and federal constitutions. As such, the search pursuant to
the warrant violated Ms. Morin’s rights under article 14 of the Massachusetts Declaration of
Rights and the Fourth and Fourteenth Amendﬁxents to the United States Constitutior.

Respectfully submitted,
MICHAEL MORIN,
By his attorney:

glizles

Daniel Cappetta, BBO # 665860
Cappetta Law Offices

150 Speen St, Suite 201
Framingham, MA 01701

(508) 762-4540
Dated: March 31, 2025
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TYPED VERSION OF HANDWRITTEN ENDORSEMENT ON MOTION TO SUPPRESS

DENIED. The search warrant was based on probable cause. Though there
was a delay between the initial investigation and application for a search
warrant, the Court does not find it to be unconstitutional. Guastucci, 486
Mass. 22, 27 (2020) does not hold otherwise.

Longton, J.
8/12/25
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| APPLICAT[ON FOR SEARCH WARRANT TRIAL COURT OF MASSACHUSETTS ‘{%Ffﬁr

NAME OF APPLICANT
David J. Faucher Westbaraugh

G.L. c. 276, §§r 17 District COURT DEPARTMENT

DIVISION

POSMON OF APPLICANT SEARCHWA/ NT KET NUMB)
Sergeant ;jifmwaaaﬁ

1.

|, the undersigned APPLICANT, being duly swom, depose and say that;

| have the following information based upon the attached afiidavit{s), consisting of a totalof 27 pages,
which is (are) incorporaled herein by reference.

Bases upon this information, lhere is PROBABLE CAUSE to befieve that the property described below:

[ has been stolen, embezzled, or abtained by false pretenses.

is intended for use or has been used as {he means of commitiing a crime.
[¢] has been cancealed to prevent a crime from being discovered.

[#] is unlawlully possessed or concealed for an untawful purpose.

[¢] is evidence of a crime ar is evidence of criminal activity.

[ other (specify)

| am seeking the issuance of a warrant to search for the following property (describe the properiy lo be
searched for as particularly as possible):

The property list is too extensive. Please refer to "Appendix A” for the detailed list of praperty that the applicant is seeking.

Based upon this information, there is also probable cause to believe that the property may be found (check as may as apply):

'] at (identify the exact location or description of the piace(s) to be searched);
31 Harvard Avenue Shrewsbury Massachuselts 01545, The residence is a white single story ranch with a dnveway on

theTeft side. The number "31" Is cléarly visible on the house beftween the garage and a red entry door,

which is accupied by andfor in possession of:
Linda Carpenter DOB 10/02/1942 MA License IS 116  Michael Morin DOB 12/22/1988 MA License IIIF028
RKrstina Sarin M Cicense 778 DOUB 9/03/T987

’ on the person or in the possession of (identify any specific personf’s) to be searched):

Michae! Morin DOB 12/2211988 MA License [ o2s

on any person present who may be found to have such property in his or her possession or under his
or her control or to whom such property may have been delivered.

THEREFQORE, | respectfully request that the court issue a Warrant and arder ¢f seizure, authorizing the search of
the above described place(s) and persan(s), if any, to be searched, and directing that such property or evidence or
any part thereaf, if found, be seized and brought before the court, fogether with such ather and further relief that
the court may deem proper.

] have previously submitted the same application.
[¥] Have not previously submitted the same application.

PRINIED MAME OF APPLICANT SIGNED UND CF PERJURY
David J. Faticher X
o - Signaturn of Appficant

— —— 7
SWORN AND SUBSCRIBED TO BEFORE - /.
X Cotrnn b, M 912112022

Signature of Juslica, Clevk-Magistrale ot Assistznt Clerk DATE
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AFFIDAVIT IN SUPPORT OF APPLICATION FOR SEARCH WARRANT

1. L Sergeant David Faucher, being duly swormn, depose and say:

2. 1, David J. Faucher, am assigned as a uniformed Sergeant of the Patrol Division
for the Town of Shrewsbury Police Department. Ihold a Bachelor®s Degree of
Science from Westfield State College and a Master’s Degree in Crimminal Fustice
fromn Anna Maria Cellege. 1have been employed as an officer in the Town of
Shrewsbury since December 10, 2007, 1attended the MBTA Transit Police
Acaderny in Quiney, Massachusetts where I received instruction in criminal
investigations as well as criminal and consfitational law. During my time as an
officer with the department, | have been involved in a variety of criminal cases as
well as hundreds of arrests. As a patrolman, a Detective and now a Sergeant, [
have had the opportunity to lead and assist on 2 variety of cases including internet
crimes, narcotics investigations, larcenies, identity thefl, breaking and entering,
and the apprehension of eriminals for various criminal acts,

Throughout my career, I have had the opportunity to participate in various
training courses on the search and seizure of property. I have attended the DEA
Basic Narcotics Investigator School and have been certified as a Sexual Assault
Investigator. As a member of the Internet Crimes Against Children Task Force
(ICAC), T have been part of numerous investigations that have led to various types
of searches and seizures of residences and personal property of suspeots. | have
conducted and assisted with various search warrants that bave led to the arrest and
conviction of the suspects.

3. This affidavit has attached hereto and incorporated herein by reference the
following attachments:

a. Exhibit 1: An eleven (11} page doctment providing background information
on computer systems.

b. Exhibit 2: A ome {1) page image of residence at 31 Harvard Avenue,
Shrewsbury MA 01545,

¢. Appendix A: A five (5) page document detailing the ilems to be searched for
at the search location, 31 Harvard Avenue, Shrewsbury MA (1545,

4. The facts establishing the grounds for my request to the court for the issuance of 2
search warrant are as follows:

S. On Febmary 22, 2022, I received a CyberTip report from Trooper Christopher
Macdonald of the Massachnseits State Police. The report, numbered
#107031090, was recetved by the National Center for Missing and Exploited
Children on November 14, 2021, The report was then made available to
Lieutenant Katrina Mazzie of the Massachusetts State Police on December 21,

Search Warrant Affidavit for 31 Harvard Avenue Shrewsbury MA 01545
Page: 1 of 10
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2021. This report had been generated by the National Center for Missing and
Exploited Children in reference to a submission by electronie service provider,
Snapchat, Records Custodian 2772 Donald Douglas Loop N, Santa Monica,
California $0405.

6. The National Center for Missing and Exploited Children® (NCMEC) was
established in 1984 as a private, nonprofit 501(c) (3) organization. NCMEC
provides services nationwide for families and professionals in the prevention of
abducted, endangered, and sexually exploited children. [ am also aware from my
experience working on child sexual exploitation investigations that NCMEC
launched the CyberTipline on March 9, 1998, to serve as the rational
clearinghouse for tips and leads about child sexual expleitation. The CyberTipline
{www.missingkids.org/oybertipline) was developed to further NCMEC’s mission
of helping prevent and diminish the sexual exploitation of children by allowing
the public and electronic service providers (“ESP*s”) to report online (and via
toli~free phone) the enticement of children for sexual acts, extra-familial child
sexual molestation, child pornography, child sex tourism, child sex trafficking,
unsolicited obscene materials sent to a child, misleading domain names,
misleading words, or digital images on the Internet. A secure CyberTipline was
created in February 2000 to fecilitate the reporting of apparent child pomnography
by ESP’s, Once registered with NCMEC, ESP’s can upload files relating to child
sexual exploitation content when making reports to NCMEC using a secure
electronic connection. Uploaded image files may include images, video or other
reporied content. Neither the government nor any law enforcement agency
ereated the CyberTipline or has input into CyberTipline operations. The
government does not insligate, direct, or provide guldance to NCMEC in its
processing of CyberTipline reports. NCMEC staff cannot alter or change
information submitted by a reporting ESP. NCMEC doecs not direct or mandate
the type of information that an ESP may choose to submit in 2 CyberTipline
report, but instead provides voluntary reporting fields that ESP’s may populate
with information, including uploading apparent child pornography image files.
After an ESP makes a CyberTipline report to NCMEC, a staff member uses
conventional and publicly-available open soutce tools to try to identify potential
geographic information pertaining to the individual who is the subject of the
report as well as geographic information of the ESP potentially used in connection
with the reported image files. NCMEC is required only to make CyberTipline
reporis available to law enforcement. NCMEC is not required to open reported
image files or review any content provided by a member of the public or an ESP
in a CyberTipline report. If NCMEC independently decides to open a reported
image file or review the contents of a CyberTipline report, it does so pursnant to
its internal organizational and operational guidelines and in furtherance of its
private mission {0 aid children. WCMEC does not open or view every image file
submitted in a CyberTipline report. Pursuant to NCMEC’s current review
process, NCMEC staff make an independent determination whether to open
reported image files based on operational factors, including but not limited to the
volume of reports, whether a child might be in imuminent danger, and the need io
determine a potential geographic location of a child or reported user. After an

Search Warrant Affidavit for 31 Harvard Avenue Shrewsbury MA 01545
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Exploited Child Division staff member at NCMEC has determined a potential
geographical location and completed processing the CyberTipline report, the
report is made available to a law enforcement agency in the polential geographic
location for independent review and potential investipation, CyberTipline reports
are made available to law enforcement in this way through the use of a secure
virtual private network owned and operated by NCMEC

Snapchat is a mobile application made by Snap Ine. (“Suuap”) snd available
through the {Phone App Store and Google Play Store. The Snapchat spp provides
users a way to share moments with photos, videos, and chats.

. Snapchat identified 9 files that had been disseminated on November 13, 2021 and

identified the User who uploaded the files as:

Scoreen/User Name: mikic888

Phone; 774-253-5696

Date of Birth: 12-22.1988

IP address: 2600:1000:b0d:26e8:7416:a090:5572:5306

 have personally viewed the files as a result of the CyberTip and identified them
as child pornograplty, also known as child sexual abuse material (CSAM), Based
upon my training and experience, each of the digital fites appears to be Child
Pornography in violation of Massachusetts General Law Chapter 272 §§ 29
{governing obscene matter crimes), 29B (governing the crime of the possession
with intent to disseminate child pormography), and 29C (goveming the crime of
the possession of ¢hild pomography).

10, Contained within the CyberTip were the original file names along with the MD3

Hash values of the images supplied. The uploaded files identified within the
Cybertip are as follows:

Filename: mikle888-None-1044d045-51 ec-5ddd-Bec0-c819f2854{78-417-
4cTedabedajpg

MDS: 3de3d44692a389668f0afced475ab8a5

Additional Information: 2021-11-13T10:26:25Z this timestamp is when the user
sent this media file

The image uploaded depicts ¢ young prepubescent whitz female facing away from
the camera in a position where she is bent over af the waist with her clothing
pulled down exposing her vagina and buttocks.

Filename: mikle888-None-1044d045-5 Lec-5ddd-8ec0-c819f285df78~391-
93dd7d7edl jpg

MI5: 93deSadd6eaf864088dflh 182711998

Additional Information: 2021-11-13T10:20:18Z this timestamp is when the user
sent this media file

The image uploaded depicts a prepubescent female estimated to be approximately

E———

b emamr am—amer = SR

S o e AW meer e mem a m 1 d e

Search Warrant Affidavit for 31 Harvard Avenue Shrewsbury MA 01345

Page: 3 of 10 ' g»
30 CQ/( )



Jour to six years old. The female is unclothed laying on a bed with her legs
spread. An adult male penis is penetrating the female s vagina and the female
appears to be crying and in distress,

Filename: mikle888-None-1044d045-51ec-5ddd-8ecO-c8 19£285df78~386-
cef3e00735.pg

MDS5: 15¢129¢a) 8afee22b2edd30bf5cb3eld

Additional Information: 2021-11-13T10:18:00Z this timestamp is when the user
sent this media file

The image uploaded depicts a prepubescent female unclothed on the backseat of
what appears lo be a vehicle. The female, whose face is out of view, is facing
towards the camera with what appears to be an adult male holding the female
under her arms while penetrating the female s vagina with his penis.

Filename: mikle888-None-1044d045-51ec-5ddd-8ec0-c8 19£285df78~4 24~
3af5207809.ipg

MD35: b0166c81da6eb6620b55e63¢b8918610

Additional Information: 2021-11-13T10:29:45Z this timestamp is when the user
sent this media file

The image uploaded deplcts a prepubescent white female who has no pants or
underwear on. The female his holding her leg in the air exposing her vagina.

Filename: mikle888-None-1044d045-51ec-5ddd-8ee0-c8 19£285d178~422-
a351862280.ipg

MD35: ca362cd2229d5dd0£3a0{265134755¢9

Additional Information: 2021-11-13T10:28:377 this timestarnp is when the user
sent this media file

The image uploaded depicts a prepubescent male completely unclothed. The

male’s penis is erect and it appears he is holding what appears to be a cigarette
in kis hand.

Filename: mikle888-None-1044d045-51ec-5ddd-8cc0-c819£285df78~447~
Ofebcleach.jpg x

MDS5: 2f3f485d00f1 2d5eb4d642d663474941

Additional Information: 2021-11-13T10:38:38Z this timestamp is when the user
sent this media file

The image uploaded depicts q prepubescent white female who is completely
unclothed. The female is holding what appears to be the erect penis of a white
male in her hand while she is positioned with her legs spread and her vaging
exposed,

Filename: mikle888-None-1044d045-51 ec-5ddd-8co0-c819£285df78~443-
1d15d00e88 jpg

MDS: 63db5d40e4484187¢0117%¢1c6c3d20f :
Additional Information; 2021-11-13T10:35:167Z this timestarnp is when the user
sent this media file

The image uploadad depicts a white prepubescent mupde and a white prepubescent

B
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Jemale on a white couch. The male is completely unclothed with his leg on top of
the female’s leg who is laving opposite him. The female is unclothed and is
pesitioned in a way that her leg is under the male’s and her other leg is bent
towards her exposing her vagina.

Filename; mikle888-None-10444045-51ec-Sddd-8ec0-c8 191285d78~331 -
1fd3£85¢30b.jpg

MDS5: 2085288738888411951a2eB8ad9137781

Additional Information: 2021-11-13T09:15:53Z this timestamp is when the user
sent this media file

The image uploaded depicts a prepubescent white female completely unclothed
standing in front of trees exposing both her breast and vagina,

Filename: mikle888-None-1044d045-51 ec-5ddd-8cc(-c8191285df78~157-
500747a683.jpg -

MD3: 8f6d98a7517ac3cbl8deab8333¢104516

Additional Information; 2021-11~13701:59:26Z this timestarap is when the user
sent this media

The uplpaded image depicts a prepubescent female and an adult female in a
shower seiting. The prepubescent female is standing in front of the adult female
with her front positioned towards the camera exposing her chest and vagina.

11. I understand MDS5 hashing to be a form of cryptography whose main purpose is to
verify that a file has been unaltered. Cryptography in general, is the practice
which involves the creation of codes that allows information to be kept secret and
unreadable to an unauthorized vser. M5 confirms that two sets of data are
identical by comparing raw data by producing and comparing checksums. A
checksum is a sequence of numbers and letters used to check data for errors. The
hash value assigned to a file is unique to that file's contents, and that file only.
Like a fingerprint for the file, if the contents of the file are changed, the hash
value will also change.

12. As shown above, Snapchat identified the IP address of the user uploading all of
the files identified as child pornography as:
2600:1600:b0d:26ea:7416:2c90:5572:5306

13. An IP address is a unique string of numbers all information technology devices
{computers, printers, modems, efe...) use which identifies and allows them the
ability fo communicate with each ofher on a computer network, In Jayman’s terms
it is the same &s your home address. In order for you to receive postal mail at
home, the sending party must have your correct mailing address ([P address) in
your town (network). The same is true for all equipment on the internet. Without
this specifie address, information cannot be received,

14. On December 23, 2021, an administrative subpoena for the IP address
2600:1000:b0d:26ea:7416:a¢90:5572:5306, was issued and sent to Verizon, As
a result of the Administrative Subpoena, the electronic service provider, Verizon,

Search Warrant Affidavit for 31 Harvard Avenue Shrewshury MA 01545
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provided the following records and other information pertaining to its respective
subscriber:

Name: Linda Carpenter

Address 31 Harvard Avenue Shrowsbury MA 01545
Account: 786126689-1

Phone: 774-253-5696
IME]: 359551080450777 ;
MFG_NAME: Motorola '
EQP_NAME: Moto Z2 Force Gold

15. On May 9, 2022 I ran a registry check of individuals at 31 Harvard Avenue. My
investigation revealed:
a. Linda Carpenter MA LicensejJJJJJj5116 DOB 10/02/1942
b. Michael Morin MA Licenscjji}7028 DOB 12/22/1988, and a certain
social security number
c. Kristina Sarin MA License [JJJJJj1778 DOB 9/03/1987

16. A check of the Shrewsbury GIS online directory showed the residence to be

owned by Sajiv Sarin with a co-owner being identified as Linda Carpenter since
6/01/199s5.

17. A check of Lexis Nexis of the phone number 774-253-5696 identified an attached
individual as Michael Morin of 31 Harvard Avcnue, Shrewsbury MA 01545, with
the same social security number found in the registry records cited above.

18. Based on the information received in the Cyberiip from Snapchat, and the
investigation into the residents at 31 Harvard Avenue, it does appear that Michael
Morin uses the phone number 774-253-5696 and is utilizing the screen name
“mik]e888™ as the birthday provided from Snapchat matches Michael’s date of
birth of 12/22/1988.

19, On May 11, 2022, at approximately 1116 hours, [ went to 31 Harvard Avenue,
Shrewsbury MA. I observed the residence to be a white ranch-style home with a

driveway on the left side of the property leading to a garage door. I observed two
vehicles in the driveway:

4. A gold Kia Soul with no plates on it

b. MA registration 93BX02 a 2011 Cadillac registered to Kristina Forslund
Sarin.

20. On May 11, 2022, while conducting physical surveillance of the residence I
detected that all wireless networks were secure,

Search Warrant Affidavit for 31 Harvard Avenue Shrewsbury MA 01545
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21, On September 19, 2022 | returned to the residence and observed the Kia Soul in
the driveway. The black Cadillac was also present. A scan of the wireless
networks in front of the residence again yielded no nnsecure networks.

22. The residence at 31 Harvard Avenue, Shrewsbury MA, is a white, one-story ranch
style home. Entrance to the property is through the driveway on the left side of
the property. There is an attached garage situated on the left side of the property.
The nomber “31” is clearly displayed to the right of the garage in between the
garage door and a red entry door that faces the road. There appears to be another
red entry door towards the center of the residence that faces porth.  There is one
electric mefer visible from the street on the garage side of the residence.

23.1 know from training and experience that those who have possessed and/or
disseminated child pornography have an interest or preference in the sexual activity
of children. Those who have demonsirated an interest or preference in sexual
activity with children or in sexvally explicit visual images depicting children are
likely to keep sccreted, but readily at hand, sexually explicit visual images depicting
children. In some instances, these depictions are actual photographs or images of
the suspect’s own sexual activity with past or present children. In some instances,
the suspect keeps these depictions as a means of plying, broaching, or titillating the
sexual interests of new child victims or otherwise lowering the inbibitions of ofher
potential child sexual partners by showing them that other children participate in
this kind of activity. Still, in other instances, the depictions are 1 means of arousing
the suspect. These depictions tend to be extremely important to such individuals
and are likely to remain in the possession of or under the control of such an
individual for extensive time periods. A person who has this type of material is not
likely to destroy the collection. These sexmally explicit viseal images depicting
children can be in the form of, but not limited fo, negatives, slides, books,
magazines, videotapes, phofographs or other sirnilar visual reproduction, or by an
image/video depiction by computer.

24, I know from training and experience that persons trading in, receiving, distributing,
or possessing irmages or movies involving child pomography will ofien make
copies of those files on their computer®s hard drive or other removable media.
These computer storage media devices can be and have been found within the
person’s residence, on the person, and within their motor vehidles.

Z5. T know from my training and experience that even if files were deleted by a user,
they still may be recoverable by a trained computer forensic examiner. Please
refer to paragraph Z of Bxhibit 1 for a discourse about the likelihood of a deleted
file being discovered months or years after it has been deleted,

26. I know from training and experience that persons trading in, receiving, distributing,
or possessing images or movies involving the exploitation of children, or those
interested in the actual exploitation of children, ofien communicate with others

Search Warrant Affidavit for 31 Harvard Avenue Shrewsbury MA 01545
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through corcespondence or other documents (whether digital or written) which
could tend to identify the origin of the images as well as provide evidence of a
person’s interest in child pomography or child exploitation.

27. 1 know from training and experience that individuals who have a sexual interest in
children and have access to the Internet will often conduct searches for child
pornography and child sex stories on the Internet using Internet search engines or
other programs that share files via the Internet. These individuals will use terms
that are associated with children, nudity, and sex. These searches can be found
within Internet history files, such as Internet Explorer History, or within unallocated
areas of the hard drive,

28, T know from training and experience that files related to the exploitation of children
found on computers are usually obtained from the Internet using application
software which often leaves files, logs, or file remnants, which would tend to show
the exchange, transfer, distribution, possession, or crigin of the files.

29.1 know from training and experience that computers used fo access the Internet
usually contain files, logs, or file remuants, which wouid tend to show ownership
and vse of the computer as well as ownership and use of Intemet service accounts
used for the Infervet access,

30, I know from {razining and experience that search warrants for residences involved
in computer-related criminal activity usvally produce items that would tend to
establish ownership or use of computers and ownership or use of any Internet
service accounts accessed to obtain child pornography to include credit card bills,
telephone bills, correspondence, and other identification documents.

31. I know from training and experience that search warrants for residences usually
reveal items that would tend to show dominion and control of the property searched,
to include utility bills, telephone bills, correspondence, rental agreements, and other
identification documents.

32. 1 also have the knowledge, based upon my experience and fraining, that if untrained
persons are allowed into a crime scene, they may unintentionally disturb, damage,
or obliterate erucial evidence. Accordingly, while the crime scene search watrant
is being executed, I respectfully seek the court’s suthority to impound and secure
the premises and to keep out all unauthorized persons not assigned to the
investigation.

33. Based upon your affiant’s training and experiencs, and the collective knowledge of
the other officers that your affiant has worked with on this investigation, your
affiant asserts that there is probable cause to believe that computer(s) and/or digital
media located inside the residence at 31 Harvard Avenue, Shrewsbury MA, have
possessed and disseminated child sexval abuse material (CSAM). This digital
media, or compuier(s), have been used to facilitate possession of obscene material,
a violation of Masgsachusctts General Law, Chapter 272, Section 29; possession of
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34,

35.

visual material of a child depicted in sexual conduct, a violation of Massachusetts
General Law, Chapter 272, SBection 29C; and dissemination of visual material of a2
child in a state of nudity, a violation of Massachusetts General Law, Chapter 272,
Section 29B/A; and will be located at the residence located at 31 Harvard Avenue,
Shrewsbury, MA 01545,

Irespeetfully request that the Court issue a warrant and order of setzure, anthorizing
the search of the property located st 31 Harvard Avenue, Shrewsbury MA 01545,
located in Shrewsbury, Massachusetts descabed previcusly in above Paragraph
#22, and gearch for those items listed in “Appendix A™ (and with regard to such
“computer systems” to transport the same to 2 secure location anywhere in the
Commonwealth of Massachusetts and, there, to SEARCH therein for and SEIZE

the items listed in Appendix A). Said “Appendix A" will be attached to the face of
the warrant,

Your affiant also seeks authorization to copy digital evidence stored on a scrver
(or servers) in another location if a server can be remotely accessed from a computer
(er computers), a tablet (or tablets), and/or a cell phone (or cell phones) located at
the site anthorized to be searched by this warrant, This anthotization would permit
law enforcement to preserve the integrity of such evidence and prevent it from
being tamnpered with or destroyed. Your affiant knows, through my training and
experience, that so-called “cloud service providess™ are quite common, Such
providers store data on remote servers that customers ¢an aceess from their home
or any other location with Intemet access, Examples of these services include
Dropbox, Google Drive, Picasa, Apple’s iCloud, Microsoft SkyDrive, and
Microsoft's OneDrive, These services also encompass common “web mail” such
as Hotmail, Gmail and Yzhoo! mail. Customers can view, alter, create, copy and
print data from these remote servers as if it was at the same location as the customer.
The customer typically owns and controls the data stored at the remote server while
the electronic service provider owns the server on which the data is stored. In your
affiant’s teaining and experience, law enforcement commonly do not discover that
a target of a search warrant is utilizing a clond service provider until the service of
a seazch warrant takes place. Preservation of “clond data” accessible by computers
targeted by this warrant is paramount. Afler a connection to a clond computing
service is discovered, it could take law enforcement hours or days to obtain a second
search warrant targeted at the service provider operating that service. But it conld
take mere seconds for data 1o be deleted from that service remotely from anywhere
in the world with an Internet connection. Furthermore, should a connection with a
cloud computing service be closed as a result of the powering down and seizing of
a computer authorized to be seized by this warrant, encryption mechanisms could
prevent such a connection from being reopened and the data accessed in the future.
Depending on the cloud service provider, should an open connection to the provider
be closed, such encryption may not even be able to be bypassed should a warrant
be served for data directly to the provider.

36. Additionaily, your affiant requests specific permission of this court to search any

person present in the areas designated for search, and to seize and search any and
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all digital media capable of recelving, transmitting, sending, or stodug digital or
electropic data, information, or files, if found in possession or under the control of
auy person. It is important to note that modern digital media with the
aforementioned capabilities are smaller than in the past and are commonly carried
on or about one’s person. Examples of such devices are thumb drives, cell phones,
iPods, and personal digital assistants (PDAYSmartphones that are capable of
accessing the internet {i.e. Blackberry, {Phone, Samsung Galaxy, etc.).

37. Your affiant would request that subsequent to the seizure of computer system
components and any associated sofiware documentation, as more specifically
described in *Appendix A”, that such evidence be transferred to a secure law
enforcement location where its contents may be forensically examined in 2 manner
best suited to retrieve and preserve all evidence, The alternative would be that law
enforcement officers, in order to effectively execute the search warrant, would have
to virtually move in and occupy the search premises for days or longer while the
search proceeds, Operating in stich a pon-secure location for such duration would,
in your affiant’s opinion, endanger officer safety and significantly diminish the
ability te fully retrieve and presarve evidence for which probable cause exists in the
above-described computer system{s).

Batid I Faucher, Sergeant
Shrewsbury Police Department

Then personally appeared the above-named David J., Faucher and made oath that the
foregoing affidavit is true, this September 21, 2022:

Cotue it /%%

i usiicefCIer
I)istnct C:} Department

Before me,
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Appendix “A”
Items fo be Searched for

1.

Any and 2ll computer Systems, including, but not limited to:

2. System components, including, but not limited to: the computer chassis, motherboard, CPU,

memoty, add-on boards, cables, and powert supplies;

b. Computer storage devices, removable storage devices and digital coatent, including, but aot
limnited to:

Floppy diskettes;

Internal & external hard drives;

Compact Discs, both read only & writeable (CD-ROM, CD-R, CD-RW);
Digital Tapes;

Zip[Jaze disks;

VHS and VHS-like tapes;

Digital Video Dises (DVD-ROM, DVD-R, DVDHR, DVD-RV, DWH—RWQ
PDAs (Personal Digital Assistants);

MP3 Players;

1 O Digital Cametas;

11. Cell Phones;

12. Pottable tablet computing devices; and

13. Flash memory devices and/ot flash memoty cards.

PENRN SN

¢. loput devices, mciﬁdmg, but not litnited to:
1. Keyboards, mice, trackballs, pointers, etc.;
2. Scanners, digital cameras, video capture cards, microphones, modens, etc;
3. Floppy Diskette Drives, Digitit Tape Dtives, Wiitable Compact Disk Drives, Writable
Digital Video Disk (DVD) Drves;
4. Zip/lazz drives;
5. Video cassetie recorders.

d. Output Devices, including, but not Hmited to:
1. computer monitors;
2. computer speakers;
3. computer prigters;
4, Floppy Diskette Drives, Digital Tape Drives, Writable Compact Disk Drives, Writable
Digital Video Disk (DVD) Drives;

e, Network Devices, including, but not limited to:
1. Cable/DISL modems;
2. Wired/Wieless Routers; and
3, Network cards.

Computer System Documentation, including, but not limited to, Operating System and
Application programming disks and Programining and Application maouals, books or
brochures.

Appendix “4” for 31 Harvard Avenue, Shrewsbury, MA 01543
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Appendix “A”
Items to be Searched for

10.

il

12.

Commputer software, hardware, and related iteins to the sharng of Infernet access over wired or

witeless networks zllowing multiple persons to appear on the Intemet from the same IP
address,

Itetns containing ot displaying passwords, access codes, usernames, or other ideatifiers necessary
to examine ot access items, software, or Information selzed.

Any documents pettaining to the possession, receipt, odgin, or distribution of images involving
the exploitation of children.

Correspondence, items or other documents exhibiting an intetest in the exploitation of children.

Items that would tead to establish ownership or use of computers and ownership or use of any
Internet service accounts o include credit card bills, telephone bills, correspondence, and
other identification documents.

Ttems that would tend to show ownetship and control of the property searched, to include utility
bills, telephone bills, cottespondence, rental agreements, and other ideatification documents.

Photographing and/ or videotaping of the residenice to be scarched.

Visually explicit images/videos, whether on paper or its equivalent, which inclodes but not
limited to negatives, slides, books, magazines, videotapes, photogeaphs or other similar visual
reproduction, or depicton by computer (specifically including such images/videos as stored
within computer storage devices as compnter data files) depiciing any child known or reasonably
believed to be under the age of 18 years of age, in which the child is:

a. Actually or by simulation engaged in any act of sexnal intercourse with any person o animal;

b. Actoally or by simulation engaged in any act of sexual contact involving the sex organs of
the child and the mouth, anns or sex organs of the chiki and the sex organs of another
petson ot animal;

c.  Actually or by simulation engaged in any act of masturbation;

d.  Actually or by simulation portrayed as being the object of, or otherwise engaged in, any act
of lewd fondling, touching, catessing involving another person or animal;

e. Actually or by simulation engaged in any act of excretion or urination within a sexual
context;

f.  Actually or by simulatdon pottrayed ot depicted as bound, fettered, or subject to sadistic,
masochistic, ot sadomasochistic abuse in any sexual context; or

Depicted o porteayed io any pose, posture or setting involving a lewd exhibition of the

unclothed genitals, pubic area, buttocks or, if such petson is female, a fully or partially
developed breast of the child.

Authorizing officers to copy digital evidence stored on a server {or setvers) in another location if
a server can be remotely accessed from a computet (or computets), a tablet {or tablets), and/or a
cell phone {or cell phones) located at the site authorized to be searched by this wartant. This
authorization would permit las eaforcement to preserve the integrity of such “cloud based”
evidence and prevent it from being tampered with ot destroyed.

Authorizing officets to secute the above computer related items and transport them to an off-
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Appendix “A”
Items to be Searched for

&,

Ce

site secure location, to continue the search of the computer itenns and computer storage devices
for the following items:

Cotnputer files, data, or other similar visual reproduction containing any sexually expiicit visual

images/videos or depiction by computer, of any child whom the petson knows ot
teasonably should know to be under the age of 18 years of age and such child is:

i Actally or by simulation engaged in any act of sexual intercourse with any petson or

animal;
it.  Actually or by simulation engaged in any act of sexual contact involving the sex

organs of the child and the mouth, anus ot sex otgans of the child and the sex organs of
another person or animal;

i, Actually or by simulation engaged in any act of masturbation;

iv.  Actually or by simulation portrayed as being the object of, or otherwise engaged in,
any act of lewd fondling, touching, or caressing involving another person or animal;

v.  Actually or by simulation engaged in any act of excretion or urination within a sexual

context;

vi. Actually or by simulation portrayed ot depicted as bound, fettered, or subject to
sadistic, masochistie, or sadomasochistic abuse in any sexual context; or

vii. Depicted ot portrayed in any pose, posture or setting involving a lewd exhibition of
the unclothed genitals, pubic arca, buttocks or, if such person is female, a folly or partially
developed breast of the child.

Cormputer data files, records, logs associated with any of the above described files which may
identify, trace, or record the facts, including but not limited to the date, time, modification,
alteration, transmission ot receipt via the Internet or other networks of any of the computer
files described above, inclading, but not limited to file menus, Internet browses history, cache
ditectories, registry entries, logs, and files.

Computer data files in the form of email, instant messaping, chat logs, or other
communication logs, the contents of which involves the attempt to find, possess, acquire,
store, or distdbute child pomography.

Internct searches, stored within a computer file or data, using Internet search engines or file
shating programs for child pomnography.

Any and all files associated with the installation, configuration and use of any peer to peer file
shating client, such as BitToment, uTorrent, Vuze, Ates, Shareaza, Bearshare, Limewire, efc...

Computer files and/or data that assist in identifying use, custody, conitol, of ownership of the

computer systems and the removable storage devices,

Cormputer files and/or dawm that contain passwords, access codes, usernames, or other
tdentifiers necessary to examine ot access iterns, softwate, ot information seized,

Computer data files and /ot data containing the following terms:

Appendix “A” for 31 Harvard dvenue, Shrewsbury, M4 01545
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Appendix “A”
Items to be Searched for

iv.

IP Address: 2600:1000:H0d:26ea:7436:a¢90:5572:5306
Client Program: Snapchat

Screen/username: mikle888

Phaone nutnber; 714-253-5696

Filename /MID5:

Filename: mikle888-None.10444045-5 tec-5ddd-8ech-c81 91285478~417-
dc7edaSoda jpe
MD35: 3de3d44692a3896680afcef475ab8as5

Filename: mikle888-None-1044d045-51 ec-5ddd-8ec0-c819£285d£78~391-
03dd7d70d] jpg
MDS; 93deSadd6eaf864088dih18275Fc1998

Filename: mikle8B8-None~1044d045-51 ec-5ddd-8ccl-cB191285d£78~386~
cef3e00735 jpg

MD3: 15¢120ealBafee22b2edd30bf5cbleld

Filename: mikleR88-Nonc-1044d045-51ec-5ddd-Beo0-c81 9285 3F78~424-
3afS207869 jpg
MDS5: b0166e85a6eb6620b55e63ch881 860

Filename: mikle888-None-1044d045-51 ec-5ddd-Becl-c81 9£285df78~422-
2351862280, jpg
MD3: ca362cd2229d54d0f3a01265104755¢9

Filename: mikle888-None-1044d045-5ce-Seldd-8ech-c 81012854 £78~447-
Ofebeleact jpg
MI5: 2E4 48530061 2d5eb4d6842d66347494f
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Appendix “A”
Items to be Searched for

Filename: mikle888-None-1044d045-51 sc-5ddd-8ec0-cB1 922853178~443-
1d15400:88 jpg
MD3: 63db5440e4484187e01 179¢ 10603420

Filemame: mikle888-None-10444045-51ec-5ddd-8ccl-c81 92B54{78~33 -
1fd3(85¢3h.jpe
ME¥5: 298528873888841195%2c8ad91 37781

Filename: mikle838-None-1044d045-51 ec-5ddd-8ccl-c8181285d£78~157-
5007472663 jpg
MDS5: 8f6d98a751 7ac3cb8deab83330104516
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Exhibit 1

Based on my training, experience, and conversations with other investigators with whor I
have wotked with and have participated in computer/Tntetmet investigations, [ know the
following regarding the seizure and searching of computet evidences

A Computets can exist as a “stand alope™ computer o1 48 a “networked
computer”, A “stand alone” computer is one that is isolated from or not atiached to
any other computer. A “stand alone” computet is becoming rarer in today's high
tech interconnected world. A “networked computer” is one that is connected to,
attached to, or can comtnunicate with other cotaputets or hosts. “Networked
computers™ can share computer services with other computers such as file sharing,
file storage, remote administeation, email, printing and many more services. For
example, 2 computer in a home may have a prinver attached to it, Other computers
on the home network can print to that printer because the host computer is sharing -
that resonrce. Most computers today have the ability to become networked, even
temporatily, when they attach to the intetnet through 2 dial up moden,

B. A stand alone “computer system” is sametimes referzed to as a work station,
personal computer, ot laptop and penerally is composed of two parts; hardwaze and
software. The hardware components can generally be broken down into four
common categories: 1) system components; 2) data storage devices; 3) input devices;
and 4) output devices, The software can be broken down into two categories: 1)
operating systems; and Z) application software. Cotaputer software are the tools that
allow 4 user to produce data files, which are usually stored on the computet’s data
stompe devices.

C.  The system components are generally installed inside a case or chassis. They
include, but are not rnited to, the system hoard, central processing unit (CPU),
random access memory (RAM), read only memory (ROM), cache memory, add on
boards, and a powes supply. The most important computer system component is
the system board, commonly referred to as the “motherboard”. It is an eleatronic
citenit board that all other citcuit boards or othet electronic devices plag into, The
“CPU” or central processing unit is the brain of the computet, Its function is to
otganize the requested actions received from the components. The processor
receives requests, determines what tasks the computer needs to perform to fulfill
those requests, and translates those tasks into electronic signals that the required
devices can understand, The processor does the math sad logical caleudations, The
processor is plugged into the motherboard,

D.  Memory can take vadous forms including RAM, ROM, and Cache. The most
common is Random Access Metnory or RAM. RAM is wsed to temporarily store
instructions znd data that the CPU will need. The information in RAM is vesy
volatile and is constantly being read, written, changed, and removed.  When power
to the compnter is lost, all the information in RAM is lost2s well ROM is Read
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Only Memory. ROM is usually a computer chip installed on the mother board that
has computer instenctions or: data permazently impriated on it. Cache memory is
usnally 2 memoty chip installed on the CPU or very dose to the CPU. It s usually
much faster for the CPU to read the Cache memory than it is to read the Random
Access Memory. Becanse memory is volatile and information will be lost when the
computet Ioses power, information that is evidentiaty in nature that is in memory
will be lost as well. Therefore, it may be necessary for the investigator to perform
some processing fo secure the information in RAM prior to the computer being
powered down. An example would be a word processing document that bas not yet
been saved ot the cucrent state of the computer’s netwotk connections.

E. Probably the most important components of a computer systewm, 1o 4
criminal investigator, are the computer’s storage devices, Storage devicesisa
technology that is changing at an exiremely fast pace both in terms of the type of
storage devices available and the quantity of data the storage devices are capable of
holding. ‘The storage device holds or stotes information or data, even when the
computer’s power is turned off. The data stored on the storage devices are kept
unless they are manually removed or altered by the user ot the computer’s software.
Often computer systetns have multiple storage devices. Traditionally these storage
devices were hard deives that wete installed inside of a computer case. They were
attached to the computer’s mothet board by cables referred to as ribbon cables and
were powered from the computer’s internal power supply. Today, internally installed
hatd drives age atill 2 major component of a computer system. However, the
availability and popularity of external haed drive storage devices or enclosutes is
growing rapidly. These cxternal hard dtive devices have become mote ready
available to the consumer over the past few years. New technologies, such as USB,
Fire wite, and wireless connectivity allow data transfer rates between the computer
and the hatd drive at speeds that were not previously possible. These hard drives
work the same way as the internal hard drives. What makes them different is that
they are extemnal to the computer and thetefore removable and portable. These
temmovable hard ddve storage devices allow a uset to plug the device info a computer
systetn, read from or write to the device, and then unplug the device and store it
somewhere away from the computer. These storage devices can be used to back up
files that are important to the uset. It could alsa be used to move files from one
computer to another. A user could plug the device into a computer at work, copy
files to the removable storage media, bring the device home, attach it to the home
computer, and copy the files to the home computer’s hard drives. These devices
therefore could be located altmost anywhere within a horne or busisiess that is the
subject of a search,

F. Removable storage devices are another area that is changing at 4 rapid pace
and the criminal investigator needs to consider just how portable and stmall
removable storage devices can be. Removable storage traditionally consisted of
floppy diskettes, Floppy diskettes are still popular today. They are small removable
storape devices that are placed inside of & floppy diskette drive, The amount of
stotage space is somewhat limited and is normally 1.44 megabytes on 2 3.5 inch
floppy diskette. The need for greater removable storage has lead to the
development of diffetent techuologies. One of these technologies is compact disc or

2
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CD. Compact discs are stotage devices that are capable of storing computer files
and can generally store 650 MB of data. ‘This is approximately 450 times more data
than floppy diskettes, Compact Dises ordginally could only be tead from and not
written to. However, compacts dises have changed and now can be both read from
and writtea to multiple times much like a floppy disk. Writeable compact discs ate
commonly referred to as CD-R and CD-R/W dises. Other portable storage
solutions exist incloding USB pottable storage devices, sotnetimes referred to as
“thumb drives”. These ate very small devices, most ofien smaller than a person’s
thumb, and can easily fit into a person’s pocket. They plug into the computer’s USB
port and allow a user to store up to gigabytes of data. These devices today are being
manufactured to look like normal everyday items, such as writing pens and wrist
watches. Other types of removable of external storape devices are tapes and tape
drives, Zip/Jazz drives and Zip/Jawz disks, digital video disc (VD) dives and
digital video discs (DVD, DVD-R, DVDHR, DVD-RW, and DVD+RW), and flash
media. These temovable media stotage devices are portable and have the ability to

store large amounts of data, They can be easily concealed and carded off in 2 shirt
pocket.

G. Other digital devices, such g petsopal digital assistants (PDA), cellular
telephones, MP3 players, and digital cameras all have the ability to store data, can be
connected to a computer, and data can be transferred to or from the device and the
computer. The presence of these storage devices needs to be considered during the
search for digital evidence. Again, these devices can be very small and easily hidden,
Although a MP3 player is made to store and play back MP3 zudio fles (usually
rusic), it is a digital device and any type of file could be stored on it, including image
files. The newest cellular telephones have the ability to access the internet, B-mal,
send photo’s, and are capable of haviog an extensive address book.

H.  Compauter “input” and “output” devices are comumonly referred to 25
“computet peripherals” or “peripheral devices™. They tend to be extemal devices
(outside the computer’s case), although connected in some manner to the computer
system. These devices can be conniected to the computer using 2 wited or wireless
technology.

Input devices are devices that allow a user to input data or instructions into
the computet system for processing. They commonly include keyboards, mice,
scannets, digital cameras, modems, video capture cards, and microphones. Other
less comnmon “input devices” may also be present as part of 4 cotnputer systern, but
are usually present to accomplish a specialized function, such as 2 joystick for
computer pames.

Qutput devices are components through which the computet sends or
“cutputs™ data. The monitoris o visual device that displays the primary output of 2
computer. The printer is another important output device. It produces output in the
fottn of paper often referred to as hard copy. Printers take 2 vadery of forms
including ink jet, laser and dot matrix printers. Computer speakers are an example of
an output device that outputs the andio scund from the computet, Other less
common “output devices™ tnay be present as past of a computer system usually to
accomplish 2 specialized function,
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Retnovable media drives can also be considered an Input and/oz Quiput
devices, including, but not limited to the following: 1) Digital Tape Diives, 2}
Weiteable Compact Disc Deives; 3} Wetable Digital Video Disk (DVD) Drives; 3)
Zip[Jazz drives; 4) Floppy Diskette Drives; and 5) Video cassette recorders.

L The second category of a typical “computer system” is “software”, Software
typically is cateporized into two general sub-categories: 1) operating system software;
and 2} application software. In some instances, it is hatd to make a distinction
whether & program is part of the operating system ot 1 separate application.

J “Opetating Systems™ are software programs designed to instruct the
computer how to “opetate”. These instructions control how the system will process
data, ran applications, and which hardware will funcon. There are many different
operating systems. Common operating systems include products made by Microsoft
Cotporation, which include Windows 95, 98, ME, 2000, XP Home and XP
Professional. There are hundreds of operating systems and variants, including, but
not limited to DOS, Linux, FreeBSD, Macintosh, and UNIX, As operting systetus
matuze they offer addjtional features, Many of the newer operating systems
implement features that focus on securty and privacy. As an example, an operating
system can he configured to require 2 user name and password to gain access to the
computer. Some operating systems have Jogs that keep track of both successful
authorized logins, as well as attempted vnauthorized logins that Filed. In addition,
operating systems may implement methods of storing data in more secure
compressed, password protected, or encrypted fotmats. Computers instsfled in a
home environment are less likely to have implemented secunty procedutes than are
cotnputers in g business enviranment.

K. “Applications” ate computer programs desipned to be used by a usex to
perform some function or service for the user. Application software makes requests
of the operating system to perform various tasks, There are many different types of
application software. Common application programs’ functions include spreadsheet,
word processing, database, graphic design, accounting, web browsing, and e-mail.
Other softwate applications are designed to protect, hide, secuzely delete, encrypt,
compress, or password protect data. Tt is important to remember that software
altost always has a legitimate putpose, which can include the secutity and privacy of
a user’s legitimate data. However, 2 person can also use this software to conceal,
delete, or disguise records of illegal activities,

Software applications don’t necessarily store the information in a hurman
readable format on the hard drive. They store the infosmation in a format that the
progratn undesstands and the program, when asked, presents that data on an cutput
device in a human readable format, such as on a compater monitor or printer.

L. Networked computers are one or more stand alone computers that have the
ability to cotnmunicate with each other. In order to communicate with another
computer 2 computer must bave some physical device to allow the communication
to occut. These devices include but are not litoited to modems, network cards, or
wireless network cards.  Today more and more people have small networks in their
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homes. This may be two or more computers connected together to shate a printer
ot integnet connection.

A wireless network card allows 2 computer to communicate to anothet
compnter via the radio specttom; much like a cordless telephone allows a usert
move around their house with 4 telephone.

M. A modem is 2 physical device that may either be installed within or attached
to a computer system. A modem allows a computer to call another computer that
also has a modem using traditional telephone lines. A network card is a physical
device installed cither inside or external to the computer 2nd allows the computer to
be connected to enother computet via 1 wire or cable of some type. An examplc
would be in a business environment where 2 uset’s workstation is attached o 2
server. Common today in hotues are both Cable modems and DSL modems. These
allow usets to have much faster connections to the internet than was provided by a
dial up telephone connection. The [nternet Setvice Providers (J5Ps) in these cases
are cable TV companies or telephone companies, In addition, these types of
connections can be “always on”. Since there is no dialing involved, a user can be
always connected. T

N.  Every computer that communicates over the Internet is assigned an Internet
Protocol {IP) address that uniquely identifies the device and distinguishes it from.
other computers on the Internet. An [P address consists of 32 bits, often shown as
4 octets of numbers from 0-255 tepresented in decimal form instead of binary form.
An example of an IP address is: “172.149.211.94” (without quotes). An IP address
can be the sume every time one connects (called a seatic TP addeess} or different per
Internet scasion (called a dynamic IP address). The majority of IP addtesses assigned
to Intemet Service Provider {ISP) customers are dynamic. Normally, when a user
comnects to the Internet, the nser will fitst connect to an Intetet Service Provider
{ISP) such as AQL, MSN, RoadRunner, Adelphia Cable, UUNET, efc... via a
telephone modem, cable modem, or DSL modem. The user is assipned a unique IP
address by the ISP, which usually owns a tange of IP addresses o be distributed
randomly to it’s customers. The usef can then access the Intetnet in order to use
setvices such as the World Wide Web, E-mail, Instant Messaging, etc... When the
user disconnects from the ISP, if the [P Address is dynamic, the TP address then
becomes available to be assigned to another user. Ikoow that the majority of ISPs
keep logs of IP addtesses being assigned to uscss on a specific date and time.

The key issues are the following: 1) Only one user can be assigned a specific
IP address at any given time while accessing the Intetnet; and 2} It is possible o
identify the user that was assigned a specific IP address at 1 specific date and time
through information maintzined and provided by an Intemet Service providet,

O. In 2 “Netwotked Computer” envitonment, a computer can offer services to
2 requesting computer. One of the setvices offered may be data storage services.
This allows a user to stote of tetrieve data from or to a computer that could be
bundred ot thousands of miles away, The user in today’s wotld no longer needs a
file or program to be stored locally {on the user’s own hard drive). They can run the
progeam and then retrieve, read, write to, or store 4 file many miles away, evenina
foreign country. Network storage services are prevalent on the internet today.
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P, A computer system is an integrated system, Therefore, it is necessary to have
all elements of that system in order to accurately retrieve and preserve evidence
contained on that system. It is sometimes difficolt, if not impossible, if you do not
have the original hardwate. As an example, ane of the processes used by computer
fotensic petsondel is to make an exact copy of the subject hard drive onto another
hard drive. This copy could, with some older operating systetws be placed inside of a
different computer and it would statt up fine. However, with today’s operating
systems, there are hardware and sofitware conflicts that prevent this copy dive from
opetating correctly inside of a foreign computer and the forensic examiner is forced
to place the copy back into the original computer in order to boot or start the
computer. As another example, 2 document or an image may have been created and
saved using & particulas version of a particular softwate to 2 particular format capable
of only being reasonably outpuited on the peripheral printer of that system. Because
of the multiplicity of computer systems available and the almost limitless number of
operating systetn and application softwate, attempting to retrieve and preserve
evidence from a computer system without the computer on which it was generated
or saved; will not only be unteasonably time consuming, bat costly as well Mote
importantly, the use of any other computer system to tetrieve or preserve evidence
from a given computer system could, under certain circumstances, alter ot affect the
evidence itself, especially, the computer’s record of 2 file’s ereation date, modification
date, or deletion date.

The seizure of software manuals is necessary because of the vast quantity of
software on the market. The forensic examiner can not possibly know each and
every type of software available and the manvals may provide needed information.
Computer users are also known to write down user names, passwords or access
codes ot other important information needed to gain sccess to the computer, to
execute 4 program or to open a file, on paper o record them in some manner, Ttis
necessaty for the criinal investgator to search for items of this nature,

For these reasons, it is more reasonable to seize the entire computer system,
all storage mediz, input and output devices, all software, and any documentation
associated with that software. To do this work accurately and completely requires: 1)
the seizure of all computer equipment and pesipherals, which, may be
interdependent; 2) the software to opemte the computer system; and 3) the
instractions manuals for the computer system and softwate progras.

Q.  In additon, the seatch for computer storage devices and removable media
needs to be extensive to be complete. As mentioned, the computer: system itself is but
one piece of the evidence. Storage media Is small 2nd can be easily hidden. Your
affiant is familiar with sitvations where media has been hidden in drop ceilings.

R.  The physical set up of the computer can be complicated with cables
connecting different devices, It is necessary that the investigator accurately and
completely document that state of the computer system. This documentation should
include photographing all aspects of the computer system including, but not mited
to, what is visible on the monitor at the time of the search, the cabling, the
peripherals attached, and the overall physical location of the computet in the search
Iocation.



S. In tmost circumnstances it is not reasonable to perform the search of computer
media at the search site jiself. In order to propetly retrieve and apalyze all
electronically stoted data, to document and suthenticate such data, and to prevent
the Ioss of the dam from accidental or delibetate programmed destruction, it requires
off-site laboratoty analysis by a qualified computer specialist. Several factors justify
the off-site search of the computer media including but not limited to; the quantity
of the stotage media, the stotage capacity of that media, the physical environment of
the search atea, the nature of digital evidence in geneml, the nature of the crime
under investigation, the natre of the evidence sought, the time. involved to complete
the seazch, and the intrusion and the need to limit that intrasion oz inconvenience to
persons af the search site.

T, As already mentioned, the search for digital evidence may involve the seizure
of multiple computets and a large quaatity of removable media. The computer
storage devices mentioned are capable of storing millions of pages of information. A
“byte” 15 the equivalent of storing  single letter typed at the keyboard. A kilobyte
(KB) is one thousand bytes, a megabyte (MB} is one million bytes and a gipabyte
(GB) is one thousand megabyres. A 100 MB storage device would have the capacity
of storing fifty thousand pages of typewritten, double spaced text. Many computer
systems that are purchase today contain an 80 GB hatd dtive ot larger. Additionally,
one or mote 300 GB hard drives can be purchased and installed internally or
attached extemally to a computer. These drives bave the ability to store huge
volumes of data. Ifa computer uses additional storage media (e.g. floppy diskettes,
tapes, Zip/Jaze, wrtable CDs & DVDs, flash memory, etc.) the capacity for storage
is litnitlexs.

U.  The size of a storage device is but one issue when it comes to locating 2 file
or files that are the target of 2 seatch. The software used to create ot stote the file
may be such that it Is not conducive to finding it with keyword searching, As
mentioned, software may save data in 2 proprietary format, in an encrypted or
compressed format that is not homanly readable and therefore not conducive to key
word searching, In addition, the user can take other sieps that mhibit law
enforcement from discovering the information that Is the subject of the search, This
includes, but is not limited to, tenaming files or. file extensions, using encryption ot
compression, password protecting files, or using software specifically desipned to
allow a user to hide the peometry of a drive, or to embed 2 file within another file oz
fles. A user does not need extensive computer knowledge to perform these steps
and software is readily available for frec on the Internet that will perform these steps
for the user.

V. Most scarches are performed in physical environments that ate not favorable
to proper methods of seatching computets. The location itself may be limited in
size. Computets require electtical power and many locations lack proper lighting and
the availability of power. Search Jocations tend to be hostile in nature. The
equipment brought to 2 scene to perform a search is expensive and can easily be
broken. The controlled environment needed to perform an electronic search is
most times not present at a search site.
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Futthermore, the natute of digital evidence in general effects the ability to
perfotm a seatch onsite. Digital evidence is extremely sensitive and can be alfered or
destroyed by both intentional as well as unintentional acts.  Softwate programs
installed on the subject’s computer can pecform actions that axe unanticipated or can
be set to run at various dates and times that would alier or change the state of the
computer and 1ts storage devices. Computer evidence is extremely vulnerable to
tampering or destruction, both from external sources and from destructive codes
embedded in the system programs. It is necessaty to pecform searches in a more
controlled environment. This includes the physical environment, as well as the
hardware and software used to process the subject media.

W.  The natute of the crime uader Investigation along with the type of evidence
sought is impotant to consider. In 2 child pornography case, cge of the important.
elements of that crime is knowledge of the natute and contents of the files. Simply
finding child pomography on the storage media is not 2 thorough or complete
enough seatch, Searching must be performed for evidence that can indicate how,
when, and by whom 2 file was placed on the computer system. Who accessed the
file, when was the file accessed and was the file sent to others? ‘This type of
information isn’t cleatly evident; the forensic examiner must teview and analyze the
various operating systemn and software configurations, the directory and folder
structure, logs of computer activity, files creared, modified, or accessed atound ot
about the time the file of evidentiary value was created, modified, or accessed. From
the information gathered, the forensic examinet must draw reasonzble conclusions
concerning who had knowledge of the nature and contents of files and when. The
searching for these files and the analysis of the joformation in these files can take a
substantial amonnt of time,

X This requires that personnel executing the search watrant must examine all
the stored data to determine which patticular files ate relevant and fall withio the
scope of the warrant. This search process can take weeks or months, dependiog on
the volome 2nd complexity of the data stoted, and it would be impractical to attempt
this kind of data search onsite. The intrusion to the home or business required to
peeform this type of searching onsite would be far mote intrusive than removing the
items to 2 secure controlled location to petform the scarch.

Y. The analysis of clectronically stored data whether preformed on-site orin a
laboratory or other controlled eavironments, may entail any or all of several different
techoiques. Such techniques may include, but shall not be lirited to, surveying
varions file foidets or ditectories and the individual files they contain; opening ox
reading the frst few lines of such files in order to determine their precise contents;
scanning storage sreas to discover and possibly recover deleted dats, scanning
storage ateas for deliberately hidden files, performing electronic keyword searching
through all electronic stotage areas to deternyine whether these storage areas contain
information telated to the subject matter of the investigation and searching foz
associated files or data that would record information as to when the fe was created,
when it was last written to, when i was last accessed, and by whom.

Searching computer systems for criminal evideace is a highly technical
process requiring expert skill and a properly controlled environment. Search
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protocols are designed to protect the integrity of the evidence, and to recover
hidden, erased, compressed, password protected, or eacrypted files.

Z. Deleted files can be undeleted. When most computers store data, the
opetating softwaze tells the CPU to assign the data 2 “file” name (usually a pre-
existing file name if it exists, or 2 name selected [inpuited via keyboard] by the user)
and sends the data to a storage medium, typically either the “hatd drive” of the
computer, a floppy diskette, or some other peripheral storage device such as 2
Zip/Jazz disks, tapes, or wiitabie compact dises (CD-R/W, DVD+R/W, or DVD-
R/W). In order to manage the inventory of all stored £les, most operating systems
also maintain a “File Allocation Table” (FAT) or something similar which tells the
CPU where all data is stored. The names and actual Jocations of the data an the hard
drive or other storage medinm. ate tecorded in the FAT each time a “file” is saved,
accessed, modified, transferred or otherwise affected. When 2 file is “deleted” by «
user, the computet does not in fact remove its data from the designated stotage
medinm, but, instead, alters the FAT to indicate that the space previously consumed
by that “deleted” data is now availabie to be overwritien with new data if necessazy.
Typically, space that is. consumed by “deleted” data is not overdiritten until all other
unconsuned space is first wiitten to or consumed (although this factor may be
affected by the type of the operating system and application software used). This
fact is important in law enforcement since it means that so-called “deleted” files or
data are, i fact, often still present on the computer’s storage medium (e foppy
diskette, hatd drive, tapes, etc.} and can be {aad have been) recovered moaths, sven
years, aftet theix deletion if the integtity of the compufer system is maintained, In
my experience, it is not at all uncommon to be able to “andelete” deleted files or
datz years after their deletion date. As the capacity of computers to store data rises
each year, the likelthood that previously “deleted” datz has not yet been overwritten
and is still recoverable also rises concurrently. The result is that evidence of a crime,
stored in a computer system, may be recovered even after the passage of significant
periods of time and, in some instances, even after a deliberate attempt to destroy it.
Futthermore, it is possible to determine when the file(s) were deleted and what
physical location and logical dizectory they resided prior to their deletion.

AA.  In the vast majority of computer systems, each time a file is received,
transferred, modified, altered, or othenwise affected, the computer will make some
form of a notation or record of that event either within the file properties
themselves, in 2 “log” of activity, or by creating or modifying {at or about the same
moment in time) 4 file “associated” with the computer data file which witnessed the
activity. For example, when files arc received in most IBM-compatible systems using
Microsoft’s Internet BExplorer as a software application to navigate the Intemet, the
file is loaded into 2 “Temporary Internet” ditectory and/ ot “cache” files, and the
Interaet address of the source of the file is logzed or recorded into the “navigation”
directories and files of Microsoft’s Internet Explorer. At the same time, if a
computer systemn contacts an Internet Website, the Website itsell may transmit a
“cookie™ which is shott computer code which (using Microsoft’s Internet Exploser
as an example) is logged or recorded in the “Cookies” directory of the Intemet
browsing software. A “cookie” is 2 computer code logped into 2 recetving computer
for future reference the next time that computer system contacts the Website, The
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use of cookies is widely used and enables the Website administrator/ owner to know
if that computer system has previously visited the Website. Generally speaking,
these cookies and cache fles are computer data files which are “associated” with the
computet data file containing the image or, data being uploaded to or downloaded
{trapsmitted) from the Internet to a computer accessing a website on the Intemet.
Just as a card index system may be ereated to catalog a lititless numbet of features
relative to the contents of a fling cabinet, so too may “associated” computer data
files be created for a wide variety of software applications relative to other computer
data files (and not just merely Internet cornmunication and browsing). This
recording and logging featare is not limited to IBM-compatible computers. Tt
applies to various computer systems and computer programs, although the name for
the storage locations (e.g. “cache” or “cookie” file) may change depending on the
computer system and the computer software. Through & careful and thorough
analysis of files which are in any way “associated” with 2 file of evidentiary
significance, it is possible to identify:

1. Where a computer systetn has “gone” or “visited” on the Tnternet;

2. Where certain evidentiary computer data files were talcen from the
Internet;

3 Who was at the keyboard at or around the time that cettzin computer

data files of evidentiary significance were created, modified, printed,
or deleted {e.g. The downloading of images from a child pomography
Internet site might be immediately followed by a visit to the website
of an employer); and

4, When the computer activity occurred.

BB. Computers are capable of disguising ot hiding data to hinder its detecdon.
Computers are capable of encrypting data 50 as to make it un-retrievable by the
averzge computer user, The Massachusetts State Police has access to computer
software which is available to law enforcement and which will assist in breaking
some forms of enctyption, bur the use of such software can be time consuming,
depending upon the amount of data stored and the complexity of the enceyption.
Attempting to decrypt data is an extremely titne and equipmeat intensive process
tequiting a laboratory environment to be done effectively. Some users will
purposefully rename files with othetwise innocuous file names or Sle extensions to
deter cutiosity seekers and others. Similazly, computer users muy also “booby-trap”
their computess or password protect their computer systems in an atternpt to hide
their activitics and prevent the collection of evidence against them.

CC.  That computer users fiequently "back up" copies of hard drives, software,
and data files onto computer storage media to guard against loss If their computer

malfunctions; they keep those backup copics at their residence and other locations
they have access. :

DD. Thata computer system’s hard drive or other removable computer storage
media will contain physical, electronic, optical, and/or magnetic evidence, both in

files and data located in unallocated (unconsumed) space or slack space, which will
aid in establishing the circumstarnices under which the crime was committed and/oe
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which in general will assist in the discovery of the pertinent facts; and that such
evidence requizes a systematic search to locate, seize, record and process.

EE. FPor the purposes of this affidavit the terras “recouds®, “documents”,
“materials” and “files” include all information preserved in any form - visual,
magnetic, electronic or aural — including the ofiginals and all non identical copies
thereof, whether different from the ofiginal by teason of notations made on snch
copies ot otherwise (i.c. a user creating a word document imay have created different
drafts prior to finalizing the document, 2 user may alter an image from it's original
state, etc....). These definitions apply regardless of the form in which such records,
documents, materials, files may have been created or stored, including but not
limited to any handmade form (such as writing, drawing, or painting, with any
impletent on a surface, directly or ndirectly); photographic form {such as
microfilm, microfiche, prints, shdes, nepatives, videotapes, tmotion pictures,
photocopies); mechanical form (such as writing, printing or typing); auy electrical,
electronic o magnetic form (such as tape recordings, cassettes, or any information
on electronic or magnetic stotage device, such as floppy diskettes, hard disks,
CD/I3VD Rom/Writeable discs, flash memory caxds, PDAs, digital cameras, MP3
players, Zip/Jazz disks, or electronic notebooks, as well as priatouts or readouts
from any magretic storage device).
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