
Cybersecurity Resources For
Public Water Systems

Sanitary Surveys & Cybersecurity Assessments

Cybersecurity assessments of public water
systems (PWS) should be part of sanitary
surveys or other approved state programs and
PWS must correct identified deficiencies.
State could evaluate the cybersecurity of water
systems using one of the three options: EPA
provided free cybersecurity assessment, PWS
self-assessment or a third-party assessment
using approved EPA alternatives.

On March 3, 2023, the US EPA released an
important memorandum on cybersecurity to
State Drinking Water Administrators. 
See https://www.epa.gov/newsreleases/epa-
takes-action-improve-cybersecurity-
resilience-public-water-systems. 
The memorandum included the following
directives to states:

MassDEP strongly encourages water systems to
take advantage of the free EPA evaluations before
their sanitary survey inspections to identify
potential cybersecurity risks and ensure that their
systems are adequately protected.

MassDEP considers cybersecurity to be a part of
Emergency Response Planning (ERP) per 310 CMR
22.04(13). Since 2021, during sanitary surveys
MassDEP Drinking Water Program (DWP) included
cybersecurity questions to evaluate PWS
cybersecurity practices. In addition, MassDEP/DWP
has provided training and bi-weekly cybersecurity
information to all PWS.  

Resources 
In response to the US EPA March 3, 2023
memorandum, MassDEP/DWP is reminding PWS to
use the cybersecurity questions and tools provided
by USEPA and to be prepared for MassDEP/DWP to
evaluate the results of their cybersecurity
assessments and their ERPs during sanitary surveys. 

 EPA Free 
Cybersecurity

Evaluation Program 

Water Sector Cybersecurity Evaluation Program:
EPA’s Cybersecurity Evaluation Program will
conduct a cybersecurity assessment for PWS. The
assessment will follow the checklist in the guidance
on Evaluating Cybersecurity in PWS Sanitary
Surveys which will then generate a report that will
highlight gaps in cybersecurity, including potential
significant deficiencies.

How to Apply 
Use the following link or scan the barcode: 

tinyurl.com/EPACYBER-FREE-
EVALUATION
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https://www.epa.gov/newsreleases/epa-takes-action-improve-cybersecurity-resilience-public-water-systems
https://www.epa.gov/waterriskassessment/forms/epas-water-sector-cybersecurity-evaluation-program
https://www.epa.gov/waterriskassessment/forms/epas-water-sector-cybersecurity-evaluation-program


 EPA WCAT To ol: Water Cybersecurity
Assessment Tool and Risk Mitigation Plan
Template (xlsx) 
 EPA Checklist: Guidance on Evaluating
Cybersecurity During Public Water Sanitary
Surveys (pdf) (Checklist in Appendix)

Self-Assessment Resources

                         

US EPA: Cybersecurity Technical Assistance
Program for the Water Sector: The
Cybersecurity Technical Assistance Program will
support primacy agencies and water systems in
implementing cybersecurity measures. Users
may submit questions or request to consult with
a subject matter expert regarding cybersecurity
in PWS sanitary surveys or other cybersecurity
matters.
https://www.epa.gov/waterriskassessment/for
ms/cybersecurity-technical-assistance-
program-water-sector 
EPA Cybersecurity for Water Sector
MainPage:
https://www.epa.gov/waterriskassessment/epa
-cybersecurity-water-sector

 Additional Resources 

Free CISA Assessments:
https://www.cisa.gov/topics/cyber-threats-and-
advisories/cyber-hygiene-services 
CISA: CISA Cybersecurity Advisor:
https://www.cisa.gov/about/regions 

Think Before You Click, Recognize and
Report Phishing: If a link looks a little off, think
before you click. It could be an attempt to get
sensitive information or install malware. 
Update Your Software: Don't delay - If you see
a software update notification, act promptly.
Better yet, turn on automatic updates.
Use Strong Passwords: Make sure it’s long – at
least 15 characters, and avoid using common or
easily guessable passwords, such as simple
keyboard patterns, when creating your
passwords. Don't share your password with
anyone or use the same or similar password for
multiple accounts.
Enable Multi-Factor Authentication: You
need more than a password to protect your
online accounts, and enabling MFA makes you
significantly less likely to get hacked. 
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For questions and technical assistance on
cybersecurity MassDEP/DWP can be contacted at 

program.director-dwp@mass.gov. 
Subject: Cybersecurity.

 https://tinyurl.com/MassDEP-
CybersecurityResources
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https://www.epa.gov/system/files/documents/2023-03/EPA%20Water%20Cybersecurity%20Assessment%20Tool%201.0_0.xlsx
https://www.epa.gov/system/files/documents/2023-03/230228_Cyber%20SS%20Guidance_508c.pdf
https://www.epa.gov/waterriskassessment/forms/cybersecurity-technical-assistance-program-water-sector
https://www.epa.gov/waterriskassessment/forms/cybersecurity-technical-assistance-program-water-sector
https://www.epa.gov/waterriskassessment/epa-cybersecurity-water-sector
https://www.cisa.gov/topics/cyber-threats-and-advisories/cyber-hygiene-services
https://www.cisa.gov/topics/cyber-threats-and-advisories/cyber-hygiene-services
https://www.cisa.gov/about/regions
https://www.cisa.gov/about/regions
https://www.cisa.gov/about/regions
mailto:program.director-dwp@mass.gov
https://tinyurl.com/MassDEP-CybersecurityResources

