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Crash Portal Log in Instructions
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First Time Crash Portal Log in

What you will need:
e Website to the Crash Portal: https://massdotpublic.service-now.com/cpp

e Authenticator Application on your mobile device that supports TOTP (Time-based One Time Password).
o If you do not have an authenticator, go to App store (iPhone), or Play store (Android) and install an
application, such as one of the below authenticators:
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&« authy authenticator app Q \Er <

& microsoft authenticator Q ¢ google authenticator Q ¢
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Microsoft Authenticator
Microsoft Corporation

Install

@ Twilio Authy Authenticator

Google Authenticator
Google LLC

o Attached are instructions for two authentication applications: 1) Authy Mobile and 2) Microsoft
Authenticator.

o You can choose either application; and both applications are available via download from your mobile

device.
o Stop at the point when asked to add an account. This step will be completed after log in.

Log in Directions:desktop

1. Access the Crash Portal website: https://massdotpublic.service-now.com/cpp, select the Forgot Password
link. Type the email address for the account and the CAPTCHA letters and numbers in applicable fields, select

Next.
| mespor
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Identify Verify Reset
Login Forgot password?
User name User name > /
W | Joeuser@gmail.com ‘
Password CAPTCHA
B o ﬁy'ng B
=/
Forgot Password ? [2W2é — ]

Login wih MassDOT Email
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https://massdotpublic.service-now.com/cpp
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https://urldefense.com/v3/__https:/mcusercontent.com/b77b38ab94fd1bd6dbbd39035/files/0d38bd5b-53fc-2b38-7b59-ef0f4a84ed48/Crash_Portal_MFA_Microsoft_Authendicator_Mobile.pdf__;!!CPANwP4y!RhEKgUNyiIU5FWSOJIYBy6rpy4dx_qxTF6uKm6hOaMgndGdTVxbExCOh6PScGH5a34AdZQakVuwdgr-CEmfcHMZLu9FCtThajDG2A_z3yA$
https://urldefense.com/v3/__https:/mcusercontent.com/b77b38ab94fd1bd6dbbd39035/files/0d38bd5b-53fc-2b38-7b59-ef0f4a84ed48/Crash_Portal_MFA_Microsoft_Authendicator_Mobile.pdf__;!!CPANwP4y!RhEKgUNyiIU5FWSOJIYBy6rpy4dx_qxTF6uKm6hOaMgndGdTVxbExCOh6PScGH5a34AdZQakVuwdgr-CEmfcHMZLu9FCtThajDG2A_z3yA$
https://massdotpublic.service-now.com/cpp
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2. Verify your email address ID. An email is sent to the email address to reset the password, select Done.

(1) (" ] (3)

Identify Verify Reset

Personal Data Verification -
Email Address An email has been sent to you providing
User 1D < instructions to reset your password

| Joeuser@gmailcom |

3. Locate the email in your inbox. The email is from: DONOTREPLY <MassRMV@service-now.com>.
e  Open the email and select “Click here to reset password”.

massDOT

Hello
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4. Enter the New Password and then Retype Password in applicable fields. Select the Reset Password button. If
the passwords match, the message “password reset success” displays. Select Done. If not, repeat steps.

@ @ o

Identify Verify Reset

Reset Password

Account is not locked

New password ,/
essescsssess

@Minimum 12 characters Great - -

@Maximum 40 characters Identlfy Verlfy Reset

@At least 1 lowercase letter(s)

@At least 1 uppercase letter(s)

@At least 1 digit(s)

@At least 1 special character(s)

We'll also check these requirements once you
submit

No repetitions more than 3 character(s)

Nao sequence more than 3 character(s)

No user datalike first name, last name,
username, and company name

Password Reset Success

Retype password

@Passwords must match
[] Show passwords

Reset Password
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5. Log in using the email address and the new password. Select Log in.

Login
User name

timuser@gmail.com =
Password

.............. J -]
Forgot Password

L it 0T E il “

6. You will be redirected to an enable multi-factor authentication (MFA) screen.

e  See page 1 of this document for instructions if you do not have a mobile authenticator application
downloaded on your smart phone.

7. On your mobile device, open the mobile authenticator application. Add a new account by selecting the “+”
icon. Then choose to scan the QR code or enter the code option.

e Note: Every authenticator application has a “+” to add an account. The “+” maybe in the lower right
or lower left of the application.

8. Using your mobile device:
e Scan the QR code with your mobile device or scan the QR code on the computer screen.
or

e Enter the code by typing the code from the computer screen into your mobile device.

9. The authenticator application on your mobile device then displays a 6-digit multi-factor authentication
(MFA) code.
e Note: The verification code generated on the authenticator application automatically refreshes
every 30 seconds.

Y

mfauser@gmail.com

292 386
Changesin Q Seconds
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10. Enter the 6-digit code, from the authenticator application, in the 6-digit code field on Enable MFA screen.
Then select Pair Device and Login.

11. The Crash Portal homepage displays. Log in is complete.
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Crash Portal Log in with Multi-Factor Authentication

Before You Start:
e Ifthisis your first-time logging into the Crash Portal, STOP and refer to the “First Time Crash Portal Log in”
section at the beginning of this document. The “First Time Crash Portal Log in” section will walk you through the
steps of setting up the Multi-Factor Authentication application.

What you will need:

e Website to the Crash Portal https://massdotpublic.service-now.com/cpp
e If you did not install the Authenticator Application, do so now. You will need this to log in.
o This is the application that was paired with your log in when you signed into the Crash Portal the first
time. Please complete the steps at the beginning of this document before continuing.

Log in Directions:

Follow these steps to log into the Crash Portal.
1. Access the Crash Portal website: https://massdotpublic.service-now.com/cpp.

2. Type your email address in the username field, then type your password. Select Log in.

3. The “Verify your identify” screen displays. Choose how to verify your identity:
e Use your mobile device : open the authenticator application that was downloaded on the first time
log in. Enter the 6-digit multi-factor authentication (MFA) code in the “6-digit code” field.
or

e Select the “Receive a code via email” below the 6-digit code field. An email will be sent to your user
name email address. Type the 6 digit code in the space provided on the screen.

Verify your identity

Enter the code generated by your authenticator
app

6-digit code
booceoc = |

Receive a code via email

Do not challenge tor MFA on this browser
for the next 8 hours

Note: The system provides an option to pause MFA on the browser for the next 8 hours. To use this feature,
select the checkbox before selecting Log in.

4. Select Log in. The Crash Portal homepage displays. Log in is complete.
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