Reference Guide: Creating a My Account Page Personal Account on
MyMassGov
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Last Updated: December 2, 2024

This reference guide will assist a first-time individual who needs to create a MyMassGov account
and set up multifactor authentication (MFA) to self-register for a My Account Page (MAP) account
on the Virtual Gateway. Any individual person who is receiving MassHealth related assistance
should create a Personal MyMassGov account and self-register to view their personal health
related information.

Note: If you already have a Virtual Gateway My Account Page account, refer to Create Personal
MyMassGov Account and Setup Multifactor Authentication (MFA) sections along with the Log In to
My Account Page. You do not need to self-register again.

Create Personal MyMassGov Account

1. Click the following link to access the Virtual Gateway website:
https://virtualgateway.mass.gov/
2. Under Personal Log In click the Create an Account link.
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Learn about Virtual Gateway.

3. First time using MyMassGov? Click the CREATE AN ACCOUNT button.
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Login.mass.gov is now Already have an account?
MyMassGov
Email
PERSONAL ACCOUNT
Password
Virtual Gateway is using MyMassGov to allow you to sign in to @

your account safely and securely.

Forgot Password

If you need help, contact: 800-421-0938 Monday-Friday 8:30AM-
5PM, TTY: 617-847-6578. Visit virtualgateway.mass.gov to see

important maintenance notices.
i LOG IN

First time using MyMassGov?

CREATE AN ACCOUNT Learn more about MyMassGov?

Consent to share MyMassGov profile information

4. Click Continue button. Note: After giving consent, user will not see this page again when
logging into account.

MyMassGov

PERSONAL ACCOUNT

Consent to share MyMassGov profile
information

MyMassGov creates and maintains a profile that is used
across state agency websites. By clicking "CONTINUE”, you
are agreeing to our creating and maintaining this profile
and sharing the information in it, including personal
information about you, with participating agencies of the
Commonwealth.

Learn more about how we protect your privacy.[3

CONTINUE

Cance'

Create your account - Step 1 of 3: Verify your email

5. Enter Email
6. Click the SEND VERIFICATION CODE button.
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Create your account

Step 1 of 3: Verify your email

Email

SamuelDoe@gmail.com

Cancel

© N

9. Enter Verification code
10. Click VERIFY CODE

MyMassGov

SEND VERIFICATION CODE

You will receive an email with a one-time verification code*
Enter or copy the code in the ‘VERIFY CODE’ box

MyMassGov

Create your account

Step 1 of 3: Verify your email

The verification code has been sent to your email. Please copy
it to the box below. Check your spam folder if the verification
email does not appear in your inbox. The code will expire in 5
minutes.

Email

SamuelDoe(@gmail.com

Verification code

XXOOKK

VERIFY CODE

Get a new code

Create your account - Step 2 of 3: Add account details

11. Enter First Name
12. Enter Last Name
13. Click CONTINUE
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@ MyMassGov

Create your account
Step 2 of 3: Add account details

Email

SamuelDoe@gmail.com
First Name

Samuel
Last Name

Doe

CONTINUE

Cancel

Create your account - Step 3 of 3: Set up your password

14. Enter New Password
15. Confirm New Password
16. Click Create Account

MyMassGov

Create your account

Step 3 of 3: Set up your password

Email

SamuelDoe@gmail com

New Password

Password Rules

+ Between 8 and 64 characters
' Must meet at least three of the following requirements:
«/ Contains a special character (e.g., @ # $ % ~ & *)
« Contains a number
+ Contains an uppercase character
+ Contains a lowercase character

Confirm New Password

CREATE ACCOUNT

Set up Multifactor Authentication (MFA)

At the ‘Choose your Authentication Method’ screen, check the MFA option(s) you would like to use.
You must choose at least one and can choose one, two, or all three. We recommend setting up at
least two. You will set up each option separately.

¢ Authentication App*- Select this choice if you would like to verify using an authentication
app
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¢ Phone (Voice and Text Message)- Select this choice if you would like to verify using one
phone number

e Secondary Phone (Voice and Text Message)- Select this choice if you would like to verify
using two phone numbers

17. Select authentication method(s)
18. Click CONTINUE

MyMassGov

Set up multifactor authentication

Choose your authentication method

Multifactor authentication (MFA) helps keep your account
secure. Select your MFA options — we recommend more than
one.

Authenticator App*
Phone (Voice & Text Message)

|:| Secondary Phone (Voice & Text Message)

CONTINUE

Cancel

*Use an authenticator app you have installed or download a
free one such as Google Authenticator; Authy, or Microsoft
Authenticator.

OPTION 1: To setup an Authentication App:

Authentication App*
e Atthe ‘Choose your authentication method’ screen select 'Authentication app*’
e Click ‘Continue’

e Link an authentication app- Use an authentication app you have installed or download a
free one such as Google Authentication, Authy, or Microsoft Authenticator

e Openyour authentication app
e Scanthe QR code that appears under ‘Scan this QR code with your app’

e |fyou have trouble scanning the code, click ‘Having trouble’ and enter the code flush left in
the ‘Enter your code’ field

e Enter the code that appears in your authenticator app in the ‘Enter your code’ text field

e Click ‘Continue’
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¥ MyMassGov

PERSONAL ACCOUNT

Set up multifactor authentication

Set up an authenticator app

up an authenticator app to log in using a one-time
security code.

. Open your authenticator app

2. Scan this QR Code with your app

CONTINUE

Cancel

OPTION 2: To setup a phone number:
Phone (Voice and Text Message)

e Atthe ‘Choose your authentication method’ screen select ‘Phone (Voice and Text
Messages)’

e Atthe ‘Link your phone number’ screen select the correct country code
o Enterthe phone number you’d like to use to receive a one-time code

o Clickeither ‘Text me’ or ‘Call me’

e Enterthe code sent to your phone

e Click ‘Verify code’

e Ifyoudon’treceive a code orthe code you received doesn’t work or expires, select ‘Get a
new code’ and a new code will be sent to your phone
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¥ MyMassGov

Set up multifactor authentication

Link your phone number

We'll send a one-time code to this number via text message
or call you each time you log in.

Country Code

United States (+1) ~

Phone number

XOOKXOOK-XKXX

TEXT ME

CALL ME

Cancel

OPTION 3: To setup a second phone number:
Phone (Voice and Text Message)

e Secondary Phone (Voice and Text Message)

e Atthe ‘Choose your authentication method’ window select both ‘Phone (Voice and Text

Message)’ and ‘Secondary Phone (Voice and Text Message)’

e After successfully setting up your first phone number as an authentication method, you will

see a screen to link a secondary number
e Selectthe correct country code
e Enter adifferent second phone number you’d like to use to receive a one-time code
e Click ‘Continue’
e Clickeither ‘Text me’ or ‘Call me’
e Enterthe code sentto your phone
e Click ‘Verify code’
o |fthe code you received does not work or expires, click ‘Get a new code’ and enter it

19. Enter Code
20. Click VERIFY CODE
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@ MyMassGov

Set up multifactor authentication

Link your phone number

wWe'll send a one-time code to this number via text message
or call you each time you log in.

1-111-222-3333
Enter code or send a new code

KXHKA

Cancel

The next time you log in, you might be asked to verify your account using one of these methods.
You’ll be able to choose which one you’d like to use.

If you set up verification by authentication app:
e Inthe ‘Verify your account’ screen, click ‘Authentication app’
o Enterthe six-digit code you receive from your authentication app
e Click ‘Continue’
e You will be logged into your account
If you set up verification by phone nhumber:
e Atthe ‘Verify your account’ screen, click ‘Phone (Voice and Text Messages)
e Atthe next screen, you’ll see the phone number you entered to be used for verification*
o |Ifyou set up two phone numbers, you’ll see both options here and can choose one
e Click ‘Text Me’ or “Call Me’

¢ Enter the six-digit code that was sent to the phone number shown. The code will expire in
five minutes from the time it is sent.

e Click ‘Verify code’
e |fthe code you received does not work or expires, click ‘Get a new code’ and enter it

*NOTE: /f the phone nhumber you see on the screen to be used for verification is not correct, start
over and make sure you’re logging into the correct account
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Complete Account Setup

Step 1: Terms and Conditions

21. Read Virtual Gateway Terms and Conditions

22. Check the checkbox next to | agree to the Terms and Conditions

t‘% Virtual Gateway
W

Complete Account Setup

ss eddrea@hotmail.com h

ateway act

Step 1: Terms And Conditions

Virtual Gateway Terms and Conditions ~

and Conditons(PDF reader can be downloaded from here)

| agree to the Terms and Conditions

Step 2: Personal Information

23. Select My Account Page from the Select Application field
24. Enter PIN

25. Enter Birth date (MM/DD)

26. Click Submit

Step 2: Personal Information

Select Application
My Account Page

First Name
Samuel

Last Name
Do

Email

SamuslDos@gmil com

Birth date (M/DD)

o1

Your Virtual Gateway My Account Page account has been set up and you have been granted

access.

27. Click Virtual Gateway Home button to return to the Virtual Gateway website to log in.

Executive Office of Health and Human Services
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Virtual Gateway

o AVirtual Gateway account for email address samuelDoe@gmail.com has been created successfully and access to the My Account Page application
has been granted. Click the Virtual Gateway Home button to login.

Virtual Gateway Home

You will receive a ‘Congratulations on Creating Your Virtual Gateway Account!’ email from Virtual
Gateway (virtual.gateway@state.ma.us) after seeing the screen above.

Log In to My Account Page

1. Click the Personal Log In button

9 An official website of the Commonwealth of Massachuselts. Here's how you know v

o ALERTS

Welcome to the new Virtual Gateway Login page! If this is your first time, click here for more information.

e} Virtual Gateway
R

Personal Log In N Business Log In Legacy Log In

First time user? First time user? Need more time to create an
Create an account o gain \ Create an account fo gain account with MyMassGov?
V4  access to My Account Page. access to your Virtual Click on Legacy Log In to
> Gateway Applications MR use your existing credentials.

= —
Nl Ty

Announcements (1) Want to learn more about

Virtual Gateway?
MAP Maintenance
Click on the following link to learn more about
Virtual Gateway. It will tell about the Virtual
Gateway applications, how to log in and other
important information.

The MAP application will be unavailable for the following time frame(s):
« Sunday, January 21, 2024, from 8:00 AM to 11:30 AM

We apologize for any inconvenience this may cause.

Learn about Virtual Gateway

2. Read Security Warning
3. Clickthe Proceed button

SECURITY WARNING

THIS SYSTEM CONTAINS CONFIDENTIAL INFORMATION. You are prohibited from accessing any confidential information without a
legitimate business reason. This system is subject to monitoring which may result in the acquisition, recording and analysis of all data
communicated, transmitted, processed, or stored by a user. BY USING THIS SYSTEM YOU EXPRESSLY CONSENT TO SUCH
MONITORING. Use of this system must adhere to all applicable agency policies and standards including and not limited to Commonwealth
Enterprise Information Security Policies and Standards (https://www.mass.gov/handbook/enterprise-information-security-policies-and-
standards).

T TN

Consent to share MyMassGov profile information

4. Click Continue button. Note: After giving consent, user will not see this page again when
logging into account.
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¥ MyMassGov
PERSONAL ACCOUNT

Consent to share MyMassGov profile
information

MyMassGov creates and maintains a profile that is used
across state agency websites. By clicking "CONTINUE", you
are agreeing to our creating and maintaining this profile
and sharing the information in it, including personal
information about you, with participating agencies of the
Commonwealth.

Learn more about how we protect your privacy.l2

CONTINUE

Cance

5. Enter email
6. Enter password
7. Click LOGIN

Login.mass.gov is now

MyMassGov

Virtual Gateway is using MyMassGov to allow you to sign in to
your account safely and securely.

Already have an account?

Email

Password

Forgot Password
If you need help, contact: 800-421-0938 Monday-Friday 8:30AM-

SPM, TTY: 617-847-6578. Visit virtualgateway.mass.gov to see

important maintenance notices.
LOG IN

First time using MyMassGov?

CREATE AN ACCOUNT Learn more about MyMassGov(®

8. Enterverification code (authenticator app, phone, text message).
9. Click Verify.

The Virtual Gateway Applications page appears.

10. Click on My Account Page button to access.

Executive Office of Health and Human Services
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" Virtual Gateway

L S

v
Samuel Doe
Last Login: 05/14/2024 at 03:34 P\ Eastern Time
Applications

My Account Page

Announcements (1)

Virtual Gateway Sample Application Maintenance

Congratulations! You have successfully created a Personal account, set up multifactor
authentication and logged into the Virtual Gateway’s My Account Page.

Access to More Than One Virtual Gateway User ID

1. User will be redirected to the Select User ID page. This page will display the email address that
is associated to multiple accounts. The user selects a Virtual Gateway ID from the list. Note: A
drop-down menu will list the VG User IDs associated to the email displayed on this page. The
maximum number of IDs that can appear in this listis 4.

2. User selects the VG User ID that they want to link to/access. Note: User will need to link each
time they need to access a different VG User ID.

3. Click the Submit button.

The user receives the successfully linked message. Once the VG User ID has been linked, the user
will need to log into their account again, as directed on the screen.

4. Clickthe Virtual Gateway Home button.

5. Follow Steps above to log into your other account(s). If within the same session, you will not
need to enter a verification code. If a verification code if needed, it will generate through the
authenticator app, voice or text.

The Virtual Gateway Applications page appears. This page will display the following message/or
similar message:

‘Your email is associated with Virtual Gateway User Id - SDOE. To switch to another account select
Manage My Account -> Switch User Id and follow the instructions.’

How to Switch Accounts (Log In under different VG User ID)
1. Click Manage My Account.

The menu will display Update Profile and Switch User Id.
2. Click Switch User Id.

User will be taken to User ID page.
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3. Clickdrop-down menu for User ID. The User IDs not currently linked will appear in the drop-
down menu. Notice that ID currently logged in is not listed and that is because that ID is
currently associated/linked — as noted in message on screen.

4. Select adifferent User ID from list.

5. Click the Submit button.

The user is now associated to the selected VG User ID.
User will need to log in again after linking.

6. Clickthe Virtual Gateway Home button.
7. Follow Steps above. If within the same session, you will not need to enter a verification code. If

a verification code if needed, it will generate through the authenticator app.
8. Clickon application to access.

Resetting your password

Forgot your MyMassGov Password?
If you have forgotten your password or want to reset it, complete the following steps:

e Clickthe following link to access the Virtual Gateway website:
https://virtualgateway.mass.gov/

e Clickthe Personal Log In button.

e Click ‘Proceed’ to accept the Security Warning.

e Onthe MyMassGov page under the Already have an account? area (right side of page)
where you would normally enter your email and password, click on the ‘Forgot password’
link.

e Enteryour email address.

e Select ‘Send verification code’.

e Checkyour email for a message containing a verification code. If you don’t see itinyour
inbox, be sure to check your spam folder.

e Enterthe code you received.

e Select ‘Verify code’.

NOTE: Once a code is sent, itis good for 5 minutes. If you do not enter it within that timeframe, you
will need to click on the ‘Send new code’ link to receive another code for verification.

e Enter a new password.

NOTE: Your password must meet the password requirements listed on the page. Once a
checkmark is next to each requirement, your password has met the requirements.

e Re-enteryour password to confirm it.
e Click ‘Continue’.

You will be logged in and can click on the My Account Page application link on the Applications
page.
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Remember to use the new password you just created the next time you log in.

Virtual Gateway Customer Service

If assistance is needed, contact Virtual Gateway Customer Service.
Virtual Gateway Customer Service: (800) 421-0938 - TTY (617) 847-6578

Monday - Friday 8:30 am - 5:00 pm
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