Alert!
R Phone scammers impersonating CISA Employees

Impersonation scams are on the rise and often use the names and titles of government employees. The
Cybersecurity and Infrastructure Security Agency (CISA) is aware of recent impersonation scammers
claiming to represent the agency. As a reminder, CISA staff will never contact you with a request to wire
money, cash, cryptocurrency, or use gift cards and will never instruct you to keep the discussion secret.

If you suspect you are a target of an impersonation scammer claiming to be a CISA employee:

Do not pay the caller.

Take note of the phone number calling you.

Hang up immediately.

Validate the contact by calling CISA at (844) SAY-CISA (844-729-2472) or report it to law
enforcement.

See Alert at https://www.cisa.gov/news-events/alerts/2024/06/12/phone-scammers-impersonating-
cisa-employees?utm medium=email&utm source=govdelivery

Free Cybersecurity Webinar Available for Drinking Water Operators to
Learn More About Cybersecurity Risks

Register Today for the MassDEP /DWP Free Webinar on Cybersecurity Basics for Water and
Wastewater Systems (1 TCH for MA Drinking Water and Wastewater Operators)

When - Thursday, June 20, 2024 10:00 AM - 11:00 AM EDT

e This webinar will discuss basic cybersecurity for water and wastewater utilities that enable them to
better assess and understand existing cybersecurity issues/risks and identify resources.

¢ It will introduce participants to topics like passwords and multifactor authentication, patching and
backups, awareness training, and assets identification remote access.

e This training will also cover existing regulations and requirements and more importantly free
available resources for cybersecurity assessments.

Registration Link: https://attendee.gototraining.com/r/7605978776698631168
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