Cybersecurity Improvement
Grants for Public Water Systems

Protect Your Water System from Cyber Threats:
Apply for up to $50,000 in funding

Program Overview

The Massachusetts Clean Water Trust, in partnership with the Massachusetts Department of
Environmental Protection Drinking Water Program (MassDEP DWP), is offering grants funds of up to
$50,000 to Public Water Systems (PWSs) with cybersecurity risks in their operational technology (OT)
equipment.

Eligibility
- PWS serving fewer than 10,000 people, OR
« Located in a Disadvantaged Community

« PWS must have OT equipment with cybersecurity risks
« PWS must have completed a cybersecurity assessment within the last two years

Eligible Projects

- Upgrading, replacing, or removing unsupported and end-of-life hardware, software, and operating systems
- Cybersecurity training and incident response planning

« Network segmentation and remote access security

« Encryption implementation

- Developing and updating an emergency response plan/cybersecurity incident response plan

Program Goals

Support PWSs in improving their cybersecurity defense, mitigating the risks of cyber-attacks, and enhancing
resiliency and compliance.

Application Timeline

Applications are accepted and reviewed on a first-come, first-served basis until all funds are expended.

How to Apply

Apply at the Public Water Suppliers Cybersecurity Improvements Grant Program webpage or scan the
QR code below.

Questions?
Email: program.director-dwp@mass.gov.

Take Action Today. Strengthen Your Water
System’s Cybersecurity and Resilience.
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