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Cybersecurity Headlines

Digital Threat Landscape
Cybercrimes, Scams, Threats, Vulnerabilities and Incidents

Federal, state officials investigating ransomware attack targeting Nevada
www.cybersecuritydive.com

Federal and state authorities are investigating a ransomware attack that has disrupted key services across the 
state of Nevada.

DSLRoot, Proxies, and the Threat of ‘Legal Botnets’
krebsonsecurity.com

USProxyKing on BlackHatWorld, soliciting installations of his adware via torrents and file-sharing sites.

Affiliates Flock to ‘Soulless’ Scam Gambling Machine
krebsonsecurity.com

Last month, KrebsOnSecurity tracked the sudden emergence of hundreds of polished online gaming and 
wagering websites that lure people with free credits and eventually abscond with any cryptocurrency funds 
deposited by players. 

A hacker used AI to automate an 'unprecedented' cybercrime spree, Anthropic says
www.nbcnews.com

In a first, the company behind the Claude chatbot said it caught a hacker using its chatbot to identify, hack and 
extort at least 17 companies.

Industry Updates
Legislation, Business, Privacy, Updates, Related Technologies

US sanctions Russian national and Chinese company over North Korean IT worker schemes
therecord.media

The U.S. Treasury Department announced new sanctions on Wednesday targeting key players in North Korea’s 
ongoing scheme to siphon money from companies through IT workers posing as Americans.

MS-ISAC Report Notes Protective State Cybersecurity Models
www.govtech.com

Local governments may be underfunded and potentially vulnerable to cyber threats, but a recent Multi-State 
Information Sharing and Analysis Center (MS-ISAC) report highlights models that are ...

Nation-State Threats Underscore Need for Federal Cyber Funds
www.govtech.com

The Multi-State Information Sharing and Analysis Center blocked tens of thousands of such attacks last year, but 
the end of federal support means state and local government members must now pay for its services.

Docker Fixes CVE-2025-9074, Critical Container Escape Vulnerability With CVSS Score 9.3
thehackernews.com

Docker has released fixes to address a critical security flaw affecting the Docker Desktop app for Windows and 
macOS that could potentially allow an attacker to break out of the confines of a container.
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Weekly Cybersecurity News Recap : Apple 0-day, Chrome, Copilot Vulnerabilities and Cyber
Attacks
cybersecuritynews.com

This past week was packed with high-severity disclosures and active exploitation reports across the global threat 
landscape. At the forefront, Apple rushed out emergency patches for yet another zero-day vulnerability affecting 
iOS, iPadOS, and macOS …

CISA Adds Three Exploited Vulnerabilities to KEV Catalog Affecting Citrix and Git
thehackernews.com

The U.S. Cybersecurity and Infrastructure Security Agency (CISA) on Monday added three security flaws 
impacting Citrix Session Recording and Git to its Known Exploited Vulnerabilities (KEV) catalog, based on 
evidence of active exploitation.

Google to Verify All Android Developers in 4 Countries to Block Malicious Apps
thehackernews.com

Google has announced plans to begin verifying the identity of all developers who distribute apps on Android, 
even for those who distribute their software outside the Play Store
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