
Week of December, 2, 2024

Cybersecurity Headlines

Official Security Bulletins
Headlines from List of Official Government Sources

Northern District of Alabama | Pennsylvania Man Sentenced to Nine Years for Conspiring to Launder Cybercrime Fraud Proceeds - United States Department of Justice
www.justice.gov

BIRMINGHAM, Ala. – A recidivist money launderer from Pennsylvania has been sentenced for his role in an international money laundering conspiracy, announced U.S. Attorney Prim F. Escalona and FBI Special Agent in Charge 
Carlton Peeples.

CISA, NSA, FBI and International Partners Publish Guide for Protecting Communications Infrastructure
www.cisa.gov

Actions enhance visibility and reduce potential entry points for PRC-affiliated cyber threats. WASHINGTON – The Cybersecurity and Infrastructure Security Agency (CISA), National Security Agency (NSA), Federal Bureau of 
Investigation (FBI) and interna…

Cybercrimes, Scams & Incidents
Headlines related to cybercrimes and scams including international cybersecurity news and high-profile incidents

like ransomware and malware attacks

U.S. Offered $10M for Hacker Just Arrested by Russia
krebsonsecurity.com

In January 2022, KrebsOnSecurity identified a Russian man named Mikhail Matveev as "Wazawaka," a 
cybercriminal who was deeply involved in the formation and operation of multiple ransomware groups.

White House: Salt Typhoon hacked telcos in dozens of countries - BleepingComputer
www.bleepingcomputer.com

Chinese state hackers, known as Salt Typhoon, have breached telecommunications companies in dozens of 
countries, President Biden's deputy national security adviser Anne Neuberger said today.

Industry News
Headlines collected from across the cybersecurity industry related to legislation, business, and big tech

12 CIS Experts' Cybersecurity Predictions for 2025
www.cisecurity.org

The 2024 general election...the CrowdStrike Falcon outage...insider threats from nation-state actors — these 
developments created new risks for organizations like yours in 2024. In doing so, they shifted the conversation 
around your cybersecurity pri…

Indiana begins offering water systems free cyber assessments
statescoop.com

According to the Cybersecurity and Infrastructure Security Agency, there are approximately 152,000 public 
drinking water systems. Successful attacks against U.S. water infrastructure are rare, but they aren’t unheard of.
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Vodka maker Stoli files for bankruptcy in US after ransomware attack - BleepingComputer
www.bleepingcomputer.com

Stoli Group's U.S. companies have filed for bankruptcy following an August ransomware attack and Russian 
authorities seizing the company's remaining distilleries in the country.

Researchers Uncover Flaws in Popular Open-Source Machine Learning Frameworks - The Hacker
News
thehackernews.com

Cybersecurity researchers have disclosed multiple security flaws impacting open-source machine learning (ML) 
tools and frameworks such as MLflow, H2O, PyTorch, and MLeap that could pave the way for code execution. 
The vulnerabilities, discovered by J…

Conquering the Complexities of Modern BCDR - The Hacker News
thehackernews.com

The modern business landscape is thrilling yet daunting. Rapidly evolving technology, persistent cyberthreats 
and escalating operational complexities make data protection and seamless business continuity challenging for 
businesses of all sizes. Your …
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