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Cybersecurity Headlines

Official Security Bulletins
Headlines from List of Official Government Sources

FBI, DC3, and NPA Identification of North Korean Cyber Actors, Tracked as TraderTraitor, Responsible for Theft of $308 Million USD from Bitcoin.DMM.com — FBI
www.fbi.gov

The FBI, Department of Defense Cyber Crime Center, and National Police Agency of Japan are alerting the public to the theft of cryptocurrency worth 308 million U.S. dollars from the Japan-based ...

Cybercrimes, Scams & Incidents
Headlines related to cybercrimes and scams including international cybersecurity news and high-profile incidents like

ransomware and malware attacks

BeyondTrust says hackers breached Remote Support SaaS instances - BleepingComputer
www.bleepingcomputer.com

Privileged access management company BeyondTrust suffered a cyberattack in early December after threat actors 
breached some of its Remote Support SaaS instances.

Fake DocuSign docs used to secure corporate credentials in mishing campaign
www.scworld.com

A targeted mobile phishing (mishing) campaign was observed that leveraged a DocuSign impersonation scheme that 
aimed to harvest corporate credentials from company executives.. ZimperiumLabs reported Dec. 18 that the DocuSign 
campaign was similar to a…

Industry News
Headlines collected from across the cybersecurity industry related to legislation, business, and big tech

Navigating AI in Aviation: A Roadmap for Risk and Security Management Professionals
www.isaca.org

The impact of artificial intelligence (AI) in recent times is undeniable, and the almost daily developments in AI continue to 
influence and revolutionize industries worldwide. The aviation industry is no exception. However, integrating AI into 
aviati…

Judge grants ruling in favor of WhatsApp against spyware firm NSO Group
cyberscoop.com

A federal judge has dealt the first major legal blow against spyware maker NSO Group, ruling in favor of WhatsApp in a 
five-year-old lawsuit against the Israeli firm over allegations that it hacked the chat service.
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North Korean hackers targeting workers in nuclear power sector
www.scworld.com

Threat actors associated with the notorious North Korean hacking outfit Lazarus Group are now setting their sites on 
targets in the nuclear power sector, according to researchers with Kaspersky.. The cybersecurity vendor reports that the 
hacking grou…

Adobe warns of critical ColdFusion bug with PoC exploit code
www.bleepingcomputer.com

Adobe has released out-of-band security updates to address a critical ColdFusion vulnerability with proof-of-concept 
exploit code.

Pittsburgh transit authority hit with ransomware attack
statescoop.com

Pittsburgh’s transit authority was hit with a ransomware attack last week, causing temporary disruptions to the city’s 
public transportation system.

Hundreds of organizations were notified of potential Salt Typhoon compromise
www.nextgov.com

Some of the exploited vulnerabilities have had fixes available for several years. One provider’s management system was 
protected with a basic numeric password.

Federal government discloses more than 1,700 AI use cases
fedscoop.com

Disclosures by agencies were due to be posted publicly Monday, with many agencies reporting more uses than last year. 
The Department of Health and Human Services, for example, reported a 66% increase in disclosed uses. HHS, per the 
consolidated list,…

Microsoft fixes bug behind random Office 365 deactivation errors - BleepingComputer
www.bleepingcomputer.com

Microsoft has rolled out a fix for a known issue that causes random "Product Deactivated" errors for customers using 
Microsoft 365 Office apps.

AI Could Generate 10,000 Malware Variants, Evading Detection in 88% of Case - The Hacker News
thehackernews.com

Cybersecurity researchers have found that it's possible to use large language models (LLMs) to generate new variants of 
malicious JavaScript code at scale in a manner that can better evade detection. "Although LLMs struggle to create 
malware from scr…

Italy Fines OpenAI €15 Million for ChatGPT GDPR Data Privacy Violations - The Hacker News
thehackernews.com

Italy's data protection authority has fined ChatGPT maker OpenAI a fine of €15 million ($15.66 million) over how the 
generative artificial intelligence application handles personal data.. The fine comes nearly a year after the Garante found 
that Chat…
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Official Quick Links

External Quick links

 CISA  CIS/MS-ISAC  CyberCom  DHS  DOJ

 FBI  NIST  NSA

 White house | ONCD

 AIScoop  BleepingComputer  Cisco Talos Intelligence Group  CSO Online  CyberScoop

 Cybersecurity Dive  Cyware  CyberWire

 FedScoop  Government Executive  Government Technology  ISACA  Krebs on Security

 MITRE ATT&CK®  NASCIO  Schneier on Security

 SC Media  StateScoop  The Hacker News  The Record
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