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Cybersecurity Headlines

Digital Threat Landscape
Cybercrimes, Scams, Threats, Vulnerabilities and Incidents

Hackers upgrade with AI, Google warns | Cybernews
cybernews.com

Instead, cybercriminals, scammers, and hackers are experimenting with AI and gradually integrating the technology into 
their operations to improve familiar tactics, including researching potential victims, drafting phishing emails, 
summarizing open-s…

Munich Security Conference: Cyber Threats Lead G7 Risk Index
www.infosecurity-magazine.com

G7 nations have identified cyber threats as the most significant risk they face, for the second consecutive year. As the 
Munich Security Conference (MSC) opened in Germany on February 13, the event’s partner consultancy, Kekst CNC, 
released the lates…

FTC data highlights online threats to consumers and businesses
www.cybersecuritydive.com

FTC data highlights online threats to consumers and businesses The commission listed several steps companies can take 
to fend off attacks.

Kimwolf Botnet Swamps Anonymity Network I2P – Krebs on Security
krebsonsecurity.com

For the past week, the massive "Internet of Things" (IoT) botnet known as Kimwolf has been disrupting the The Invisible 
Internet Project (I2P), a decentralized, encrypted communications network ...

Industry Updates
Legislation, Business, Privacy, Updates, Related Technologies

California fines Disney $2.75 million for data privacy violations
therecord.media

Disney has agreed to pay a $2.75 million to the state of California over allegations that it broke the state’s landmark 
privacy law by making it exceedingly difficult for consumers to opt out of having their data shared and sold.

EU lawmakers propose that youth under 16 be barred from social media without parental consent
therecord.media

The opinion also states that social media access should not be allowed for children below age 13 under any 
circumstances.

Leaked technical documents show China rehearsing cyberattacks on neighbors’ critical infrastructure |
The Record from Recorded Future News
therecord.media
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Germany warns of state-linked phishing campaign targeting journalists, government officials | The
Record from Recorded Future News
therecord.media

Germany warns of state-linked phishing campaign targeting journalists, government officials German authorities are 
warning that a suspected state-controlled threat actor is using messaging apps such as Signal to target senior political, 
military and …

Russia grants asylum to Spanish professor wanted for alleged pro-Moscow cyber operations -
therecord.media
therecord.media

Russia has granted political asylum to a Spanish national accused in his home country of “cyberterrorism and 
espionage” in support of Moscow, according to Russian state media.

Leaked technical documents show China rehearsing cyberattacks on neighbors’ critical infrastructure China appears to 
be using a secret training platform to rehearse cyberattacks against the critical infrastructure of its closest neighbors, 
according …

Discord to require video selfies or government IDs to verify all users’ ages - therecord.media
therecord.media

Discord will soon require all its users worldwide to verify their ages by sharing video selfies or providing government 
IDs, a move that coincides with a push for age verification across social media platforms.

FTC push for age verification a ‘major landmark’ for spread of the tool
therecord.media

The FTC's COPPA rule should not be an “impediment to the most child protective technology to emerge in decades,” a 
senior agency official said recently.
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