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Cybersecurity Headlines

Official Security Bulletins
Headlines from List of Official Government Sources

Unlocking Vulnrichment: Enriching CVE Data - CISA
www.cisa.gov

This is for CVE-2023-45727, selected because it’s a recent KEV entry that has a full Vulnrichment ADP container. Let’s say you wanted to query the “Exploitation” field of the CISA-provided SSVC decision points.

Cryptocurrency Financial Services Firm Agrees to Plead Guilty to Charges Related to Cryptocurrency “Wash Trading” - United States Department of Justice
www.justice.gov

BOSTON – CLS Global FZC LLC, a financial services firm known in the cryptocurrency industry as a “market maker,” has agreed to resolve criminal charges relating to its fraudulent manipulation of cryptocurrency trading volume.

Cybercrimes, Scams & Incidents
Headlines related to cybercrimes and scams including international cybersecurity news and high-profile incidents

like ransomware and malware attacks

Windows BitLocker bug exposes AES-XTS encryption | SC Media
www.scworld.com

A medium-severity bug in the Windows BitLocker full-disk encryption tool has exposed the BitLocker encryption 
system to a novel randomization attack that has targeted the AES-XTS encryption mode.. The new vulnerability 
— CVE-2025-21210 — underscores …

Industry News
Headlines collected from across the cybersecurity industry related to legislation, business, and big tech

Massachusetts Tech Agency’s New Role Will Shape Strategy
www.govtech.com

Massachusetts’ Executive Office of Technology Services and Security’s first deputy secretary, Erica Bradshaw, 
plays an instrumental role in guiding planning for the agency and the state.

Trump revokes Biden executive order on addressing AI risks
www.reuters.com
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Ransomware gangs pose as IT support in Microsoft Teams phishing attacks - BleepingComputer
www.bleepingcomputer.com

Ransomware gangs are increasingly adopting email bombing followed by posing as tech support in Microsoft 
Teams calls to trick employees into allowing remote control and install malware that ...

Government IT contractor Conduent says 'third-party compromise’ caused outages
therecord.media

The outages have affected critical social services like food assistance programs in four states, including 
Wisconsin, over the last week.

Record-Breaking DDoS Attack Reached 5.6 Tbps
www.securityweek.com

Cloudflare saw a 53% increase in DDoS attack frequency last year, when it blocked a record-breaking 5.6 Tbps 
attack. Distributed denial-of-service (DDoS) attacks grew in frequency and volume last year, with the number of 
HTTP DDoS assaults steadily i…

DoJ Indicts 5 Individuals for $866K North Korean IT Worker Scheme Violations - The Hacker
News
thehackernews.com

Other efforts include the August 2024 arrest of a Tennessee man for helping North Koreans land jobs in U.S. 
firms and the indictment of 14 DPRK nationals last month for purportedly generating $88 million over the course 
of a six-year conspiracy. Last…

U.S. President Donald Trump on Monday revoked a 2023 executive order signed by Joe Biden that sought to 
reduce the risks that artificial intelligence poses to consumers, workers and national security.

Five cybersecurity basics that stand the test of time
www.scworld.com

Reassess cyber tools. A robust cybersecurity strategy starts with an honest evaluation of the tools in the 
organization’s technology stack. It’s not just about having the latest and greatest, it’s about ensuring those tools 
are effective and aligned …

MasterCard DNS Error Went Unnoticed for Years – Krebs on Security
krebsonsecurity.com

Vinod Patel January 22, 2025. It’s a shame that Mastercard haven’t compensated for the good deed for the time 
and costs for the Good Samaritan deeds that I also think that the UK’s BT should ...

Trump Terminates DHS Advisory Committee Memberships, Disrupting Cybersecurity Review -
The Hacker News
thehackernews.com

The new Trump administration has terminated all memberships of advisory committees that report to the 
Department of Homeland Security (DHS). "In alignment with the Department of Homeland Security's (DHS) 
commitment to eliminating the misuse of resour…

LinkedIn sued for allegedly training AI models with private messages without consent
therecord.media

A proposed class action lawsuit alleges that private messages of LinkedIn Premium customers were used to train 
AI models without proper consent.
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Official Quick Links

External Quick links

 CISA  CIS/MS-ISAC  CyberCom  DHS

 DOJ  FBI  NIST  NSA

 White house | ONCD

 AIScoop  BleepingComputer  Cisco Talos Intelligence Group  CSO Online

 CyberScoop  Cybersecurity Dive  Cyware  CyberWire

 FedScoop  Government Executive  Government Technology  ISACA

 ISSA International  Krebs on Security  MITRE ATT&CK®  NASCIO

 Schneier on Security  SC Media  StateScoop  The Hacker News

 The Record
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