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Cybersecurity Headlines

Digital Threat Landscape
Cybercrimes, Scams, Threats, Vulnerabilities and Incidents

Microsoft server hack hit about 100 organizations, researchers say
www.reuters.com

Microsoft on Saturday issued an alert about "active attacks" on self-hosted SharePoint servers, which are widely used by 
organizations to share documents and collaborate within organizations. SharePoint instances run off of Microsoft servers 
were unaffected.

Ring denies breach after users report suspicious logins
www.bleepingcomputer.com

On May 28th, many Ring customers reported seeing unusual devices logged into their accounts from various locations 
worldwide, leading them to believe their accounts had been hacked.

US nuclear weapons agency hacked in Microsoft SharePoint attacks
www.bleepingcomputer.com

Unknown threat actors have breached the National Nuclear Security Administration's network in attacks exploiting a 
recently patched Microsoft SharePoint zero-day vulnerability chain.

Industry Updates
Legislation, Business, Privacy, Updates, Related Technologies

Microsoft releases emergency patches for SharePoint RCE flaws exploited in attacks
www.bleepingcomputer.com

Microsoft has released emergency SharePoint security updates for two zero-day vulnerabilities tracked as CVE-2025-
53770 and CVE-2025-53771 that have compromised services worldwide in "ToolShell" attacks.

Brave blocks Windows Recall from screenshotting your browsing activity - BleepingComputer
www.bleepingcomputer.com

Brave Software says its privacy-focused browser will block Microsoft's Windows Recall from capturing screenshots of 
Brave windows by default to protect users' privacy. Windows Recall is an opt-in ...

New York unveils new cyber regulations, $2.5 million grant program for water systems
therecord.media

Water and wastewater entities in New York will soon have access to a new $2.5 million grant program to help them 
mitigate the costs of forthcoming cybersecurity regulations. 
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Hacker sneaks infostealer malware into early access Steam game
www.bleepingcomputer.com

A threat actor called EncryptHub has compromised a game on Steam to distribute info-stealing malware to unsuspecting 
users downloading the title. A few days ago, the hacker (also tracked as Larva ...

Phishers Target Aviation Execs to Scam Customers
krebsonsecurity.com

A reader who works in the transportation industry sent a tip about a recent successful phishing campaign that tricked an 
executive at the company into entering their credentials at a fake Microsoft 365 login page. From there, the attackers 
quickly mined the executive’s inbox for past communications about invoices, copying and modifying some of those 
messages with new invoice demands that were sent

Arizona woman sentenced to 8.5 years for running North Korean laptop farm
therecord.media

Prosecutors said Chapman helped the North Korean IT workers obtain jobs at 309 companies, including a major television 
network, a car maker, a media company, a Silicon Valley technology company and more.

Despite changes, crisis pregnancy centers still attract scrutiny over HIPAA promises
therecord.media

Some crisis pregnancy centers (CPCs) still tell visitors that their data is protected under the HIPAA privacy law — despite 
guidance to the contrary from the government and CPCs' own umbrella organizations. Data privacy and abortion-rights 
groups wan…

After brief delay, Trump’s CISA nominee sails through Senate hearing
therecord.media

Plankey pledged to ask Department of Homeland Security (DHS) Secretary Kristi Noem for more funding if he arrives at 
CISA and determines a larger budget is needed to effectively steer the agency.
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