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What we know about the Snowflake customer attacks
www.cybersecuritydive.com

Analysts and threat hunters warn more companies are confronting
significant exposure from the identity-based attacks, and damages are
spreading.

Alleged Boss of Scattered Spider Hacking Group Arrested

krebsonsecurity.com

A 22-year-old man from the United Kingdom arrested this week in Spain
is allegedly the ringleader of Scattered Spider, a cybercrime group
suspected of hacking into Twilio, LastPass, DoorDash, Mailchimp, and
nearly 130 other organizations over the past two years.

The Spanish daily Murcia Today reports the suspect was wanted by the
FBI and arrested in Palma de Mallorca as he tried to board a flight

TellYouThePass ransomware widely targets vulnerable PHP
instances

www.cybersecuritydive.com

CISA added the CVE to its known exploited vulnerabilities catalog, but so
far most of the infected hosts have been observed in China.

Snowflake-linked attacks are testing the cloud’s shared
responsibility status quo

www.cybersecuritydive.com
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Official Security Bulletins Industry News

Headlines from CISA, MS-ISAC, and other official sources Headlines collected from across the cybersecurity industry related to

legislation, business, and big tech

CISA Releases the FY 2024 Rural Emergency Medical
Communications Demonstration Project (REMCDP) Notice of...

WWw.cisa.gov

On June 18, 2024, the Cybersecurity and Infrastructure Security Agency
(CISA) released the Fiscal Year 2024 Rural Emergency Medical
Communications Demonstration Project (REMCDP) Notice of Funding
Opportunity (NOFO).

FTC files complaint against Adobe for deceptive cancellation
practices

www.bleepingcomputer.com

The Federal Trade Commission has filed a complaint in US federal court
against Adobe and two executives, Maninder Sawhney and David
Wadhwani, for deceptive practices related to their subscription plans.

Governance Key to Taming Evolving Risk Landscape ‘
www.isaca.org

The risk landscape continues to transform, highlighting the need for
cross-functional collaboration, leveraging of frameworks and effective
third-party risk management.

VMware Issues Patches for Cloud Foundation, vCenter Server,
and vSphere ESXi

thehackernews.com

VMware releases critical updates for Cloud Foundation, vCenter Server,
and vSphere ESXi, fixing remote code execution and privilege escalation
flaws.

NIST to adapt digital identity guidelines for state, local
benefits programs | StateScoop

statescoop.com

National Institute of Standards and Technology will work with the Digital
Benefits Network and Center for Democracy and Technology to adapt its
digital identity guidelines for state and local governments.

Cyber Force provision moves ahead in House and Senate
defense policy bills

therecord.media

The House-passed version of the fiscal 2025 National Defense
Authorization Act would require the Pentagon to commission on creating
a Cyber Force on par with the other armed services.

CISA lead:s first tabletop exercise for Al cybersecurity

cyberscoop.com

The Biden administration-led exercise featured 15 companies and several
international cyber agencies.
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Assigning responsibility for missing security controls is tricky. The burden
is collective but cloud providers need to raise minimum standards,
experts say.
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