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Department Files Civil Forfeiture Complaint Against Over $7.74M Laundered on Behalf of the North Korean Govern
www.justice.gov

The Department of Justice filed a civil forfeiture complaint today in the U.S. District Court for the District of Columbia alleging that North Korean information technology (IT) workers obtained illegal employment and amassed millions
in cryptocurrency for the benefit of the North Korean government, all as a means of evading U.S. sanctions placed on North Korea.

https://www justice.gov/usao-dc/pr/romanian-citizen-pleads-guilty-swatting-numerous-members-congress-churches-and-former-0

District of Columbia | Romanian Citizen Pleads Guilty to ‘Swatting” Numerous Members of Congress, Churches, and a Former U.S. President - United States
Department of Justice

UNITED STATES DEPARTMENT OF JUSTICE

PRESS RELEASE
JUSTICE.GOV Thomasz Szabo, 26, of Romania, pleaded guilty today in U.S. District Court to being the leader of a years-long conspiracy that targeted victims across the United States with “swatting” and

bomb threats. Szabo and his co-conspirators falsely reported ...

www.justice.gov

U.S. Government seizes approximately 145 criminal marketplace domains

www.justice.gov

The U.S. Attorney's Office for the Eastern District of Virginia announced today the seizure of approximately 145 darknet and traditional internet domains, and cryptocurrency funds associated with the BidenCash marketplace. The
operators of the BidenCash marketplace use the platform to simplify the process of buying and selling stolen credit cards and associated personal information.

Cybercrimes, Scams & Incidents Industry News

Headlines related to cybercrimes and scams including international cybersecurity news and high-profile incidents like Headlines collected from across the cybersecurity industry related to legislation, business, and big tech

ransomware and malware attacks

https://therecord.media/google-warns-cybercriminals-targeting-salesforce-apps
FTC chair implores Congress to strengthen children’s online privacy protection law

therecord.media
Federal Trade Commission (FTC) Chair Andrew Ferguson on Wednesday said that under his tenure the agency will

"aggressively” enforce a newly formalized and tougher rule designed to protect children’s privacy online and,
notably, called on Congress to strengthen relevant federal laws.

Google warns of cybercriminals targeting Salesforce app to steal data, extort companies

therecord.media

Researchers at Google said the current campaign involving versions of the Salesforce Data Loader tool has targeted
about 20 organizations and is ongoing.

https://therecord.media/newspaper-lee-enterprises-cyberattack-ssn

Google Chrome to Distrust Two Certificate Authorities Over Compliance and Conduct Issues - The

Hacker News

Newspaper giant Lee Enterprises says nearly 40,000 Social Security numbers leaked in ransomware thehackernews.com

attack Google has revealed that it will no longer trust digital certificates issued by Chunghwa Telecom and Netlock citing
therecord.media "patterns of concerning behavior observed over the past year." The changes are expected to be introduced in
Nearly 40,000 people had their Social Security numbers exposed during a cyberattack in February on Lee Chrome 139, which is sched...

Enterprises, one of the largest owners of local newspapers in the U.S.
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Mass. CISO Anthony O'Neill on Changing the Cyber Landscape

salesforce www.govtech.com

Massachusetts CISO Anthony O'Neill has been the state’s top cyber official for nearly three years, bringing a

background as an attorney to the position. As new technologies like artificial intelligence have rapidly developed, so

Enter Code too have the cyber threats they pose. O'Neill and leaders across Massachusetts are working hard to keep the state
cyber safe.

Enter the B-digit cc

Google Exposes Vishing Group UNC6040 Targeting Salesforce with Fake Data Loader App
thehackernews.com
Google has disclosed details of a financially motivated threat cluster that it said "specializes” in voice phishing (aka

vishing) campaigns designed to breach organizations' Salesforce instances for large-scale data theft and subsequent
extortion.

Critical Cisco ISE Auth Bypass Flaw Impacts Cloud Deployments on AWS, Azure, and OCI - The
Hacker News

thehackernews.com

Cisco has released security patches to address a critical security flaw impacting the Identity Services Engine (ISE)
that, if successfully exploited, could allow unauthenticated actors to carry out malicious actions on susceptible
systems. The securi...
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