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Cybersecurity Headlines

Digital Threat Landscape
Cybercrimes, Scams, Threats, Vulnerabilities and Incidents

Cyberattack on Russian independent media had links to US-sanctioned institute, researchers find
therecord.media

A Russian hosting provider allegedly involved in a recent cyberattack against independent media organizations in 
the country is reportedly connected to a state-affiliated research center sanctioned by the U.S.

Microsoft shuts down 3,000 email accounts created by North Korean IT workers
therecord.media

Microsoft said it suspended 3,000 Outlook and Hotmail email accounts it believed were created by North Korean 
IT workers as part of a larger effort to help companies address the costly scheme. 

FBI: Cybercriminals steal health data posing as fraud investigators - BleepingComputer
www.bleepingcomputer.com

The Federal Bureau of Investigation (FBI) has warned Americans of cybercriminals impersonating health fraud 
investigators to steal their sensitive information.

Industry Updates
Legislation, Business, Privacy, Updates, Related Technologies

US defense firms must ‘remain vigilant’ against Iranian cyber activity, agencies warn
therecord.media

“At this time, we have not seen indications of a coordinated campaign of malicious cyber activity in the U.S. that 
can be attributed to Iran,” an advisory from the Cybersecurity and Infrastructure Security Agency (CISA), FBI, 
National Security Agency and the Department of Defense Cyber Crime Center said. 

California jury orders Google to pay $314 million over data transfers from Android phones
therecord.media

A California jury has ordered Google to pay $314 million for collecting data from Android phones while they were 
connected to cellular networks, a practice that plaintiffs said equated to stealing a resource that they had paid for.

Over 1,200 Citrix servers unpatched against critical auth bypass flaw
www.bleepingcomputer.com

Over 1,200 Citrix NetScaler ADC and NetScaler Gateway appliances exposed online are unpatched against a critical 
vulnerability believed to be actively exploited, allowing threat actors to bypass ...

Senator Chides FBI for Weak Advice on Mobile Security
krebsonsecurity.com

Agents with the Federal Bureau of Investigation (FBI) briefed Capitol Hill staff recently on hardening the security of 
their mobile devices, after a contacts list stolen from the personal phone of the White House Chief of Staff Susie 
Wiles was reportedly used to fuel a series of text messages and phone calls impersonating her to U.S. lawmakers...
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AT&T rolls out "Wireless Lock" feature to block SIM swap attacks
www.bleepingcomputer.com

AT&T has launched a new security feature called "Wireless Lock" that protects customers from SIM swapping 
attacks by preventing changes to their account information and the porting of phone ...

Big Tech’s Mixed Response to U.S. Treasury Sanctions
krebsonsecurity.com

In May 2025, the U.S. government sanctioned a Chinese national for operating a cloud provider linked to the 
majority of virtual currency investment scam websites reported to the FBI. But a new report finds the accused 
continues to operate a slew of established accounts at American tech companies — including Facebook, Github, 
PayPal and Twitter/X.
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