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Cybersecurity Headlines

Official Security Bulletins
Headlines from List of Official Government Sources

Statement on CISA's Red Team
www.cisa.gov

CISA’s Red Team is among the best in the world and remains laser focused on helping our federal and critical infrastructure partners identify and mitigate their most significant vulnerabilities and weaknesses.

Cybercrimes, Scams & Incidents
Headlines related to cybercrimes and scams including international cybersecurity news and high-profile incidents like

ransomware and malware attacks

Former top NSA cyber official: Probationary firings ‘devastating’ to cyber, national security
cyberscoop.com

The NSA’s former top cybersecurity official told Congress on Wednesday that the Trump administration’s attempts to mass 
fire probationary federal employees will be “devastating” for U.S. cybersecurity operations.

CISA completed its election security review. It won’t make the results public | CyberScoop
cyberscoop.com

When the Trump administration began sidelining and laying off personnel at the Cybersecurity and Infrastructure Security 
Agency, it started by targeting employees who worked on election security and disinformation. At the same time, the 
Department Ho…

Industry News
Headlines collected from across the cybersecurity industry related to legislation, business, and big tech

Social media platform X down for thousands of users, Downdetector shows
www.reuters.com

Social media platform X is down for thousands of users in the U.S. and the UK, according to outage tracking website 
Downdetector.com.

Europe's telecoms sector under increased threat from cyber spies, warns Denmark
therecord.media

State-sponsored cyber espionage is a bigger threat than ever to Europe's telecommunications networks, according to a new 
assessment from Denmark's government.
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China continues cyberattacks on routers, this time targeting Juniper Networks devices
therecord.media

Researchers said the state-backed group dubbed UNC3886 was behind a campaign to deploy custom backdoors on the 
company’s Junos OS routers.

CISA: More than 300 critical infrastructure orgs attacked by Medusa ransomware
therecord.media

An advisory from the FBI, Cybersecurity and Infrastructure Security Agency (CISA) and the Multi-State Information Sharing 
and Analysis Center (MS-ISAC) on Wednesday said the group and its affiliates have attacked organizations in the medical, 
educati…

Volt Typhoon hackers were in Massachusetts utility’s systems for 10 months
therecord.media

The Littleton Electric Light & Water Department was one of a range of critical infrastructure organizations targeted by the 
Chinese nation-state hackers.

CISA cuts $10 million annually from ISAC funding for states amid wider cyber cuts | The Record from
Recorded Future News
therecord.media

CISA cuts $10 million annually from ISAC funding for states amid wider cyber cuts. The Cybersecurity and Infrastructure 
Security Agency confirmed this week that it is cutting funding for cybersecurity intelligence sharing bodies amid a wider 
campaign…

Microsoft says button to restore classic Outlook is broken
www.bleepingcomputer.com

Microsoft announced in December that the new Microsoft 365 desktop client app installed on Windows devices will also 
deploy the new Outlook in addition to the classic Outlook client. It also ...

Juniper patches bug that let Chinese cyberspies backdoor routers - BleepingComputer
www.bleepingcomputer.com

Juniper Networks has released emergency security updates to patch a Junos OS vulnerability exploited by Chinese hackers 
to backdoor routers for stealthy access.
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Official Quick Links

External Quick links

 CISA  CIS/MS-ISAC  CyberCom  DHS  DOJ

 FBI  NIST  NSA

 AIScoop  BleepingComputer  Cisco Talos Intelligence Group  CSO Online  CyberScoop

 Cybersecurity Dive  Cyware  CyberWire

 FedScoop  Government Executive  Government Technology  ISACA  ISSA International

 Krebs on Security  MITRE ATT&CK®  NASCIO

 Schneier on Security  SC Media  StateScoop  The Hacker News  The Record
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