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US banks on high alert for cyberattacks as Iran war escalates
www.reuters.com

The U.S. financial services industry is on heightened alert for potential cyberattacks amid the unfolding U.S. war in Iran, 
with firms stepping ‌up monitoring for threats that often rise during ...

University of Hawaiʻi Cancer Center confirms data leak following ransomware attack
therecord.media

Part of the breach was traced back to a Multiethnic Cohort (MEC) Study established in 1993, which used driver’s license 
numbers and voter registration records to recruit participants.

Iranian drone strikes hit Amazon data centers in Gulf, disrupting cloud services
therecord.media

Iranian drone strikes hit three Amazon data centre facilities in the UAE and Bahrain this week, disrupting cloud services 
across parts of the Middle East as regional tensions escalate.

Industry Updates
Legislation, Business, Privacy, Updates, Related Technologies

Defense Department CTO Emil Michael: We can’t be reliant on any one AI provider anymore
www.cnbc.com

Emil Michael, CTO of the U.S. Defense Department, sits down with CNBC's Morgan Brennan to discuss artificial 
intelligence, the conflict between the Pentagon and Anthropic, and more.

Western allies form 6G security coalition amid tech rivalry with China
therecord.media

The Global Coalition on Telecoms (GCOT) — comprising the United Kingdom, United States, Canada, Japan and 
Australia, with Sweden and Finland joining at the launch — unveiled voluntary security and resilience principles for the 
technology at the Mobil…

Google urges Supreme Court to strike down geofence warrants as unconstitutional
therecord.media

In its amicus brief, Google called the warrants a violation of people’s rights and said that in recent months it has 
objected to more than 3,000 geofence warrants on constitutional grounds.
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LexisNexis says hackers accessed legacy data in contained breach
therecord.media

LexisNexis says hackers accessed legacy data in contained breach Data analytics giant LexisNexis confirmed that 
information leaked on a cybercriminal forum on Tuesday is legitimate and related to a recent security incident. The 
breach emerged this we…

California fines national high school ticketing platform $1.1 million for privacy violations
therecord.media

The CPPA alleges that PlayOn Sports collected students' personal data and delivered targeted advertising by using 
tracking technologies without providing a “sufficient way to opt out.”

Please be advised that the following resources and materials are for informational purposes only. The opinions and views expressed in these materials are the opinions of the designated authors and do not reflect the opinions or views of the Commonwealth of Massachusetts, the Executive

Office of Technology Services and Security, and/or the Enterprise Risk Management Office, (the Commonwealth).  The information posted on this website includes hypertext links or pointers to information created and maintained by other public and/or private organizations. These links and

pointers are provided solely for the information and convenience of the user. By selecting a link to an outside website, the user is subject to the privacy, copyright, security, and information quality policies of that website. The Commonwealth is not responsible for transmissions users receive from

linked websites.

 
 

External Quick links

 AIScoop  BleepingComputer  Cisco Talos Intelligence Group  CSO Online  CyberScoop

 Cybersecurity Dive  Cyware  CyberWire

 FedScoop  Government Executive  Government Technology  ISACA  ISSA International

 Krebs on Security  MITRE ATT&CK®  NASCIO

 Schneier on Security  SC Media  StateScoop  The Hacker News  The Record

https://therecord.media/lexisnexis-says-hackers-accessed-legacy-data
https://therecord.media/lexisnexis-says-hackers-accessed-legacy-data
https://therecord.media/california-fines-national-high-school-ticketing-platform-privacy
https://therecord.media/california-fines-national-high-school-ticketing-platform-privacy
https://aiscoop.com/
https://www.bleepingcomputer.com/
https://www.talosintelligence.com/
https://www.csoonline.com/
https://cyberscoop.com/
https://www.cybersecuritydive.com/
https://cyware.com/category/breaches-and-incidents-news
https://www.thecyberwire.com/
https://fedscoop.com/
https://www.govexec.com/
https://www.govtech.com/
https://www.isaca.org/resources/news-and-trends#sort=%40searchdate%20descending&layout=card
https://www.issa.org/news/
https://krebsonsecurity.com/
https://medium.com/mitre-attack
https://www.nascio.org/
https://www.schneier.com/
https://www.scmagazine.com/
https://statescoop.com/
https://thehackernews.com/
https://therecord.media/

