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‘CanisterWorm’ Springs Wiper Attack Targeting Iran — Krebs on Security

krebsonsecurity.com

A financially motivated data theft and extortion group is attempting to inject itself into the Iran war, unleashing a worm that
spreads through poorly secured cloud services and wipes data on ...

FCC bans foreign-made routers from US market over ‘unacceptable risk’

therecord.media

The Federal Communications Commission has banned all consumer routers produced outside of the U.S. from being imported
unless their manufacturers obtain an exemption due to what the agency called an “unacceptable risk" to national security.

Anime streaming giant Crunchyroll says hacker stole data related to customer service tickets

therecord.media

The popular anime streaming platform Crunchyroll confirmed that a batch of customer information that was stolen through a
third-party customer service vendor and leaked online is legitimate.

"Your Data Will Be Used Against You': Author of new book on the dangers of a surveillance society

therecord.media

The author of a new book on surveillance discusses how an upcoming Supreme Court case could limit what data police can dig up
showing individuals’ locations.

FBI warns of Russian, Iranian cyber activity involving messaging platforms

therecord.media

The FBI issued warnings about separate Russian and Iranian cyber campaigns involving social media messaging platforms like
Signal and Telegram.

Vibe coding could reshape SaaS industry and add security risks, warns UK cyber agency

therecord.media

Britain's National Cyber Security Centre warned that a rise in so-called "vibe coding” could reshape the software-as-a-service
industry while introducing new cybersecurity risks if organizations fail to adapt.

Iran-linked ransomware gang targeted US healthcare org amid military conflict

therecord.media

The incident responders noted that there was no evidence that data was exfiltrated during the intrusion — an unusual
development considering U.S. intelligence agencies previously said Pay2Key attacks were largely conducted for information theft.
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EIETE Lol wm

Stryker says malware was involved in recent cyberattack as production lines reopen CISA's acting chief warns shutdown is increasing cyber risks, causing resignations

therecord.media therecord.media

The medical device firm Stryker said it is ramping production lines back up two weeks after alleged Iranian cyber actors wiped With CISA’s reduced capacity during the shutdown, Andersen said, the agency is largely limited to responding to imminent threats,
more than 200,000 company devices. protecting life and property, sharing critical vulnerability and incident information and keeping its 24/7 operation cen...

Puerto Rico government agency cancels driver’s license appointments after cyberattack Apple rolls out age verification to UK iPhone users

therecord.media therecord.media

Services at Centros de Servicios al Conductor (CESCO) — the agency responsible for issuing licenses, permits and vehicle The age filters will be turned on by default, meaning that all users — including adults — will have to prove their age via credit card
registrations in Puerto Rico — cancelled all appointments due to a cyber incident. and other payment methods on file or by submitting an ID to be scanned.

TiKTOK:ForBusiness

AitM Phishing Targets TikTok Business Accounts Using Cloudflare Turnstile Evasion - The Hacker News Worcester, Mass., Relaunches Emergency Notification System

thehackernews.com www.govtech.com

AitM phishing hijacks TikTok Business accounts via Cloudflare Turnstile evasion as SVG malware linked to BianLian targets The platform returns after its provider suffered a cybersecurity breach in November. The new iteration lets residents choose non-
Venezuela. emergency updates, rather than having to see them all.
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