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April is Emergency Communications Month! | CISA

www.cisa.gov

A locked padlock) or https:// means you've safely connected to the .gov website. Share sensitive information only on official, secure websites.

Building Resilient ICT Supply Chains: 8th Annual Supply Chain Integrity Month - CISA

www.cisa.gov

It's April and time to elevate our ongoing government and industry efforts to reduce risks and confront security challenges facing global information and communications technology (ICT) supply chains.

CISA and Partners Issue Fast Flux Cybersecurity Advisory

www.cisa.gov

WASHINGTON, DC - Today, the Cybersecurity and Infrastructure Security Agency (CISA) joined the National Security Agency (NSA) and other government and international partners to release a joint Cybersecurity Advisory (CSA) that
warns organizations, in...

Cybercrimes, Scams & Incidents Industry News

Headlines related to cybercrimes and scams including international cybersecurity news and high-profile incidents like Headlines collected from across the cybersecurity industry related to legislation, business, and big tech

ransomware and malware attacks

&

Over Half of Attacks on Electricity and Water Firms Are Destructive

Chinese State Hackers Exploiting Newly Disclosed Ivanti Flaw www.infosecurity-magazine.com

www.infosecurity-magazine.com Over three-fifths of US and British water and electricity firms were targeted by cyber-attacks in the past year, with a

A Chinese state threat actor is actively exploiting a newly disclosed critical Ivanti vulnerability, according to Mandiant majority suffering serious disruption, according to Semperis. The security vendor polled IT and security professionals
at 350 wate...

researchers. The suspected espionage actor has been targeting CVE-2025-22457, a buffer overflow vulnerability that
canlead to ...

Cyber Forensic Expert in 2,000+ Cases Faces FBI Probe

krebsonsecurity.com

Mark Lanterman is a former investigator for the U.S. Secret Service Electronics Crimes Task Force who founded the
Minneapolis consulting firm Computer Forensic Services (CFS). The CFS website says ...
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Hacker linked to Oracle Cloud intrusion threatens to sell stolen data

www.cybersecuritydive.com

The threat actor that claimed responsibility for an alleged data breach at Oracle Cloud is threatening to release or
sell the data, according to security researchers.

Microsoft Warns of Tax-Themed Email Attacks Using PDFs and QR Codes to Deliver Malware - The
Hacker News

thehackernews.com

Microsoft is warning of several phishing campaigns that are leveraging tax-related themes to deploy malware and

steal credentials. "These campaigns notably use redirection methods such as URL shorteners and QR codes
contained in malicious attachments...

Lawmakers warn of impact HHS firings will have on medical device cybersecurity efforts

therecord.media

As thousands were laid off from the Department of Health and Human Services on Tuesday morning, Congress held
a hearing on medical device cybersecurity where experts raised concerns about the ramifications of the firings.

Google Patches Quick Share Vulnerability Enabling Silent File Transfers Without Consent - The
Hacker News

thehackernews.com

Cybersecurity researchers have disclosed details of a new vulnerability impacting Google's Quick Share data transfer

utility for Windows that could be exploited to achieve a denial-of-service (DoS) or send arbitrary files to a target's
device without...

Port of Seattle says ransomware breach impacts 90,000 people - BleepingComputer

www.bleepingcomputer.com

Port of Seattle, the U.S. government agency overseeing Seattle's seaport and airport, is notifying roughly 90,000
individuals of a data breach after their personal information was stolen in an ...

Oracle privately confirms Cloud breach to customers - BleepingComputer

www.bleepingcomputer.com

When asked to confirm the authenticity of the leaked data, Oracle told BleepingComputer that "There has been no
breach of Oracle Cloud. The published credentials are not for the Oracle Cloud.
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