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Cybersecurity Headlines

Official Security Bulletins
Headlines from List of Official Government Sources

Cybercrimes, Scams & Incidents
Headlines related to cybercrimes and scams including international cybersecurity news and high-profile incidents

like ransomware and malware attacks

Steelmaker Nucor halts some production after cyber security incident
www.reuters.com

Steelmaker Nucor (NUE.N), opens new tab said on Wednesday it had halted certain production at various 
locations after identifying a cyber security incident that involved unauthorized third-party access to certain 
information technology systems it used.

Google says hackers behind UK retail cyber campaign now also targeting US
therecord.media

Google warned on Wednesday that a hacking group suspected of conducting a series of disruptive cyberattacks 
on retailers in the United Kingdom has now turned its attention to similar companies in the United States.

Industry News
Headlines collected from across the cybersecurity industry related to legislation, business, and big tech

https://cyberscoop.com/dhs-wont-tell-congress-how-many-people-its-cut-from-cisa/

DHS won’t tell Congress how many people it’s cut from CISA
cyberscoop.com

“You’ve overseen mass reductions in the workforce at CISA and” the Federal Emergency Management Agency, 
Mississippi Rep. Bennie Thompson, the top Democrat on the House Homeland Security Committee, told DHS 
Secretary Kristi Noem at a hearing of the panel. “Despite repeated requests from this committee on how many 
people have been fired or have been bullied into quitting … DHS has refused to share..

State and local election officials plead with Congress for election security funding | CyberScoop
cyberscoop.com

As state election officials press Congress, the Trump administration has been searching for ways to cut off HAVA 
funding for states that don’t implement their preferred election policies.Election experts have told CyberScoop 
that the executive branch…
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Output Messenger flaw exploited as zero-day in espionage attacks - BleepingComputer
www.bleepingcomputer.com

A Türkiye-backed cyberespionage group exploited a zero-day vulnerability to attack Output Messenger users 
linked to the Kurdish military in Iraq.

Breachforums Boss to Pay $700k in Healthcare Breach
krebsonsecurity.com

In what experts are calling a novel legal outcome, the 22-year-old former administrator of the cybercrime 
community Breachforums will forfeit nearly $700,000 to settle a civil lawsuit from a ...

Patch Tuesday, May 2025 Edition
krebsonsecurity.com

25 thoughts on “ Patch Tuesday, May 2025 Edition ” Mahhn May 14, 2025. MS has made it clear, privacy is a 
huge no no. Since other than games I only use the browser on my PC, I downloaded ...

Cybersecurity incident forces largest US steelmaker to take some operations offline
therecord.media

North Carolina-based steel company Nucor said it temporarily halted production operations at some locations 
because of a recent cybersecurity incident and is working to restart them.

Copyright office criticizes AI ‘fair use’ before director’s dismissal
cyberscoop.com

The register of copyrights cast serious doubt on whether AI companies could legally train their models on 
copyrighted material. The White House fired her the next day.

Google to pay $1.375 billion to settle Texas data privacy violations - BleepingComputer
www.bleepingcomputer.com

Google has agreed to a $1.375 billion settlement with the state of Texas over a 2022 lawsuit that alleged it had 
been collecting and using biometric data of millions of Texans without properly ...
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Official Quick Links

External Quick links

 CISA  CIS/MS-ISAC  CyberCom  DHS

 DOJ  FBI  NIST  NSA

 AIScoop  BleepingComputer  Cisco Talos Intelligence Group  CSO Online

 CyberScoop  Cybersecurity Dive  Cyware  CyberWire

 FedScoop  Government Executive  Government Technology  ISACA

 ISSA International  Krebs on Security  MITRE ATT&CK®  NASCIO

 Schneier on Security  SC Media  StateScoop  The Hacker News

 The Record
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