Cybercrimes, Scams & Incidents

Headlines related to cybercrimes and scams including international

cybersecurity news and high-profile incidents like ransomware and

malware attacks

Emerging ransomware groups on the rise: Who they are, how
they operate

www.csoonline.com

New and developing ransomware gangs move to fill the void left by the
shutdown and law enforcement disruption of big players, with differing
tactics and targets.

Courtroom recording software compromised with backdoor
installer

therecord.media

A popular brand of recording software used widely in courtrooms, jails
and prisons has been compromised by hackers, allowing them to gain
full control of a system through a backdoor implanted in an update to
the tool.
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Cybersecurity Headlines

Official Security Bulletins

Headlines from CISA, MS-ISAC, and other official sources

A Vulnerability in Google Chrome Could Allow for Arbitrary
Code Execution

www.cisecurity.org

A vulnerability has been discovered in Google Chrome that could allow
for arbitrary code execution. Google Chrome is a web browser used to
access the internet. Successful exploitation of this vulnerability could
allow for arbitrary code execution ...

A Vulnerability in GitHub Enterprise Server (GHES) Could Allow
for Authentication Bypass

www.cisecurity.org

A vulnerability has been discovered in GitHub Enterprise Server (GHES),
which could allow for authentication bypass. GHES is a popular platform
for software developers. Organizations can build and store software
applications using Git version cont...

Reinforcing IT Governance in the Face of Constant Threats
www.isaca.org

Today's infosec teams often face new and complex challenges in an
increasingly unpredictable digital environment. They are responsible for
protecting an overwhelming amount of data across multiple systems.

Industry News

Headlines collected from across the cybersecurity industry related to

legislation, business, and big tech

US government could mandate quantum-resistant encryption
from July

www.csoonline.com

Post-quantum encryption standards, once defined, will gradually become
mandatory for government contractors.

Microsoft amps up focus on Windows 11 security to address
evolving cyberthreats

www.csoonline.com

In addition to its Copilot+ secure-cored PC, the company announced
enterprise security enhancements, admin privilege changes, and the
deprecation of legacy authentication protocols.

astitute

spen institute

CISA to tap cyber policy veteran Jeff Greene for top role
therecord.media

Greene will replace Eric Goldstein, who has served as the executive
assistant director for cybersecurity at CISA since 2021 and has been a
prominent public-facing leader of the agency.
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Microsoft to start killing off VBScript in second half of 2024
www.bleepingcomputer.com

Microsoft announced today that it will start deprecating VBScript in the
second half of 2024 by making it an on-demand feature until it's
completely removed.
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