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¢ Weekly Recap: Hyper-V Malware, Malicious Al Bots, RDP Exploits, WhatsApp Lockdown and More - The
Hacker News
thehackernews.com

Explore this week's top cyber stories: stealthy virtual machine attacks, Al side-channel leaks, spyware on Samsung phones, and
new ransomware threats.

‘Advanced’ hacker seen exploiting Cisco, Citrix zero-days

therecord.media

The hackers notably used custom malware and were exploiting CVE-2025-5777 — now known colloquially as “Citrix Bleed Two"
— before it was disclosed publicly in July.

Fake Chrome Extension "Safery" Steals Ethereum Wallet Seed Phrases Using Sui Blockchain - The Hacker
News

thehackernews.com

A fake Chrome wallet “Safery” is stealing Ethereum seed phrases using hidden Sui blockchain transactions.

Short-term renewal of cyber information sharing law appears in bill to end shutdown

therecord.media

An expired 2015 law that gives companies liability protection when they share cyberthreat information with the federal
government would be renewed through January 30 under Senate legislation to end the government shutdown.

Data privacy whistleblowers would get expanded protections under California proposal

therecord.media

California's influential privacy agency sent the state legislature three proposals, including a measure to create anti-retaliation
safeguards and financial rewards for insiders who make regulators aware of corporate practices that violate state priva...

Drilling Down on Uncle Sam’s Proposed TP-Link Ban

krebsonsecurity.com

The Washington Post recently reported that more than a half-dozen federal departments and agencies were backing a proposed
ban on future sales of TP-Link devices in the United States. The story ...

Civil society decries digital rights ‘rollback' as European Commission pushes data protection changes

therecord.media

A coalition of 127 civil society groups and trade unions is pushing back on the European Commission’s reported changes to laws
protecting citizens' data privacy and regulating how artificial intelligence can harness personal information.
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Android Trojan 'Fantasy Hub' Malware Service Turns Telegram Into a Hub for Hackers - The Hacker News US announces ‘strike force’ to counter Southeast Asian cyber scams, sanctions Myanmar armed group
thehackernews.com therecord.media
Fantasy Hub RAT sold via Telegram exploits Android SMS and banking systems amid rising MaaS threats. The U.S. is establishing a "strike force" to counter cyber scam compounds across Southeast Asia that have stolen billions from

Americans over the last five years.

Russian Hackers Create 4,300 Fake Travel Sites to Steal Hotel Guests' Payment Data - The Hacker News

thehackernews.com Researchers Find Serious Al Bugs Exposing Meta, Nvidia, and Microsoft Inference Frameworks - The Hacker
News

Hackers built 4,300 fake travel sites in 2025 to steal hotel guests’ card data using real brand logos.
thehackernews.com

Researchers reveal RCE flaws in Al inference engines and Cursor IDE from unsafe code reuse.

Google Sues to Disrupt Chinese SMS Phishing Triad

krebsonsecurity.com

Google is suing more than two dozen unnamed individuals allegedly involved in peddling a popular China-based mobile
phishing service that helps scammers impersonate hundreds of trusted brands ...

Iranian Hackers Launch ‘SpearSpecter' Spy Operation on Defense & Government Targets - The Hacker News

thehackernews.com

Iran’s APT42 launches SpearSpecter campaign using TAMECAT malware, targeting defense and government officials.

Please be advised that the following resources and materials are for informational purposes only. The opinions and views expressed in these materials are the opinions of the designated authors and do not reflect the opinions or views of the Commonwealth of Massachusetts, the Executive Office of
Technology Services and Security, and/or the Enterprise Risk Management Office, (the Commonwealth). The information posted on this website includes hypertext links or pointers to information created and maintained by other public and/or private organizations. These links and pointers are provided solely

for the information and convenience of the user. By selecting a link to an outside website, the user is subject to the privacy, copyright, security, and information quality policies of that website. The Commonwealth is not responsible for transmissions users receive from linked websites.
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